Electronic scientific and practical journal

INTELLECTUALIZATION OF LOGISTICS
AND SUPPLY CHAIN MANAGEMENT

' #38(2026)

August ‘26

S T-SCM.ORG
2708-3195
D CI RG/10.46783/SMART-SCM/2026-38

111

NN
7]
i




Electronic scientific and practical collection

E_rl:lﬂ INTELLECTUALIZATION OF LOGISTICS

AND SUPPLY CHAIN MANAGEMENT

Electronic scientific and practical publication in economic
sciences

Electronic scientifically and practical journal “Intellectualization of
logistics and Supply Chain Management” included in the list of scientific
publications of Ukraine in the field of economic sciences (category "B"):
Order of the Ministry of Education and Culture of Ukraine dated June 11, 2026
No. 928 (Appendix 13 item 205).

Cluster: Economic Transformation, Business and Administration
Specialties: C1 - Economics and International Economic
Relations (by specializations)
D3 - Management
D5 - Marketing

ISSN 2708-3195
DOI: https://doi.org/10.46783/smart-scm/2026-38

The electronic magazine is included in the international scientometric
databases:
Index Copernicus, Google Scholar

Released 6 times a year

N2 38 (2026)
August 2026

Kyiv - 2026



Founder: Viold Limited Liability Company

Editor in Chief: Hryhorak M. Yu. — Doctor of Economics, Ass. Professor.
Technical editor: Harmash O. M. — PhD (Economics), Ass. Professor.
Assistant editor: Davidenko V. V. - PhD (Economics), Ass. Professor.

Members of the Editorial Board:
BUGAYKO Dmytro - Doctor of Economics, Professor, Academician of the Academy of Economic
Sciences of Ukraine, Corresponding Member of the Transport Academy of Ukraine;
RELAWATI Rahayu — Doctoral Degree, Professor;
KRAUS Nataliia — Doctor of Economics, Professor;
MOSKVICHENKO Iryna - PhD in Economics, Associate Professor;
ILCHENKO Nataliia — Doctor of Economics, Professor;
GALKIN Andrii — Doctor of Technical Sciences, Professor;
ROMANENKOV Yuri — Doctor of Technical Sciences, Professor;
SIMONETTI Biagio — PhD, Associate professor;
SOKOLOVA Olena - PhD in Economics, Associate Professor;
HLYNSKYY Nazar — Doctor of Sciences in Economics;
LIESKOVSKA Vanda - Doctor of Sciences in Economics, Professor;
SHKURENKO Olga - Doctor of Economics, Professor;
LAZORENKO Larysa — Doctor of Sciences in Economics, Professor;
ALKEMA Viktor — Doctor of Economics, Professor;
ZAPOROZHETS Oleksandr — Doctor of Technical Sciences, Professor
DYMA Oleksandr - Doctor of Economics, Associate professor

The electronic scientific and practical journal is registered in international scientometric data
bases, repositories and search engines. The main characteristic of the edition is the index of
scientometric data bases, which reflects the importance and effectiveness of scientific
publications using indicators such as quotation index, h-index and factor impact (the number of
quotations within two years after publishing).

In 2020, the International Center for Periodicals (ISSN International Center, Paris) included
the Electronic Scientific and Practical Edition “Intellectualization of logistics and Supply Chain
Management” in the international register of periodicals and provided it with a numerical code of
international identification: ISSN 2708-3195 (Online).

Recommended for dissemination on the Internet by the Academic Council of the
Department of Logistics NAU (No. 7 of February 26, 2020). Released 6 times a year. Editions
references are required. The view of the editorial board does not always coincide with that of the
authors.

Electronic scientifically and practical journal “Intellectualization of logistics and Supply
Chain Management” included in the list of scientific publications of Ukraine in the field of
economic sciences (category "B"): Order of the Ministry of Education and Culture of Ukraine dated
June 11, 2026 No. 928 (Appendix 13 item 209).

Cluster: Economic Transformation, Business and Administration

Specialties: C1 - Economics and International Economic Relations (by specializations);

D3 - Management; D5 - Marketing

facebook.com/Smart.SCM.org
DOI: https://doi.org/10.46783/smart-scm/2026-38 Ten.: (063) 593-30-41
e-mail: support@smart-scm.org https://smart-scm.org



Contents

INTRODUCTION

HRYHORAK M.Yu. Doctor of Economics, Associate Professor, Professor of the
Department of International Business and Logistics, National Technical
University of Ukraine “Igor Sikorsky Kyiv Polytechnic Institute.” (Ukraine),
KARPUN O.V. PhD (Economics), Associate Professor, Associate Professor of
Department of International Business and Logistics, National Technical
University of Ukraine «Igor Sikorsky Kyiv Polytechnic Institute» (Ukraine)
INTELLECTUALIZATION OF LOGISTICS AND SUPPLY CHAIN MANAGEMENT:
CONCEPTUAL FRAMEWORK, RESEARCH AGENDA, AND THE ROLE OF A SCIENTIFIC
JOURNAL

GURINA G.S. Academician of the Academy of Sciences of Ukraine, Doctor of
Economics Science, Professor, Vice Rector of Kyiv University of Law of the NAS
of Ukraine (Ukraine), PODRIEZA S.M. Academician of the Academy of Sciences
of Ukraine, Doctor of Economics Science, Professor (Ukraine), PODRIEZA M.S.
Doctor of Philosophy in Economics State University «Kyiv Aviation Institute»
(Ukraine)

TRANSFORMATION OF ORGANIZATIONAL CULTURE AND MANAGEMENT MODELS IN
INTERNATIONAL BUSINESS UNDER THE INFLUENCE OF INNOVATION AND
GEOPOLITICAL CHANGES

HARMASH O.M. PhD (in Economics), Associate Professor Department of
International Business and Logistics, National Technical University of Ukraine
“Igor Sikorsky Kyiv Polytechnic Institute” (Ukraine), MARCHUK V.YE. Doctor of
Technical Sciences, Professor, Professor of the Department of International
Business and Logistics, National Technical University of Ukraine “Igor Sikorsky
Kyiv Polytechnic Institute.” (Ukraine), DAVYDENKO V.V. PhD of Economics,
associate professor, associate professor of the department of Industrial
Marketing, National Technical University of Ukraine “Igor Sikorsky Kyiv
Polytechnic Institute.” (Ukraine)

A DIGITAL EARLY-WARNING FRAMEWORK FOR MONITORING THE ECONOMIC
SECURITY OF DEFENCE-INDUSTRIAL ENTERPRISES

SIBRUK V.L. PhD in Economics, Docent, Associate Professor of Industrial
Marketing Department National Technical University of Ukraine “Igor Sikorsky
Kyiv Polytechnic Institute.” (Ukraine), SUVOROVA I.M. PhD in Economics,
Docent, Associate Professor of Industrial Marketing Department National
Technical University of Ukraine “lgor Sikorsky Kyiv Polytechnic Institute. “
(Ukraine), YARMOLIUK O.Ya. PhD in Economics, Docent, Associate Professor of
Industrial Marketing Department National Technical University of Ukraine “Igor
Sikorsky Kyiv Polytechnic Institute. “ (Ukraine)

MERCHANDISING TRANSFORMATION UNDER THE INFLUENCE OF TECHNOLOGICAL,
COMPETITIVE AND CONSUMER FACTORS: A COMPREHENSIVE CONCEPT FOR RETAIL

36-43

44 - 66

67 -79



DRANUS V.V. PhD in Economics, Associate Professor, Associate Professor of the
Department of Finance and Credit, Petro Mohyla Black Sea National University,
Mykolaiv (Ukraine), DRANUS L.S. PhD in Economics, Associate Professor,
Associate Professor of the Department of Management, Petro Mohyla Black Sea
National University, Mykolaiv (Ukraine), PROKOPYSHYN O.S PhD in Economics,
Associate Professor, Associate Professor of the Department of Accounting and
Taxation, Stepan Gzhytskyi National University of Veterinary Medicine and

Biotechnologies Lviv (Ukraine)
INFORMATISATION AND DIGITALISATION OF BUSINESS PROCESSES AS TOOLS FOR
THE STRATEGIC MANAGEMENT OF LOGISTICS ACTIVITY AND SUSTAINABLE

DEVELOPMENT OF TRADE ENTERPRISES

DABIZHA V.V. PhD in Public administration, Associate Professor, Associate
Professor of the Department of International Relations and Political Consulting,
HElI “Open International University of Human Development “UKRAINE”
(Ukraine), NEKRIACH A.lL. Doctor of Political Science, Professor, Professor of the
Department of International Relations and Political Consulting, HEI “Open
International University of Human Development “UKRAINE” (Ukraine)
ARTIFICIAL INTELLIGENCE IN THE ACTIVITIES OF THE SECURITY AND DEFENSE
FORCES OF UKRAINE: PUBLIC AND ADMINISTRATIVE ASPECT

80 -88

89 -99

VOLSKA O.M. Doctor of Science in Public Administration, Professor, Professor
of the Department of Public Administration and Local Self-Government,
Kherson National Technical University, Khmelnytskyi, (Ukraine)

ARTIFICIAL INTELLIGENCE AS A TOOL FOR ENHANCING THE GOVERNANCE CAPACITY
OF UKRAINE'S SECURITY AND DEFENCE FORCES

SOROKIVSKA O.A. Doctor of Economics, Professor, Ternopil lvan Puluj National

Technical University Ternopil (Ukraine)
INTERNATIONAL INFORMATION SECURITY IN THE CONTEXT OF THE EMERGENCE OF

A GLOBAL INFORMATION SOCIETY

TRUSHKINA N.V. Ph.D. (in Economics), Senior Researcher, Senior Research
Officer of the Sector of Industrial Policy and Innovative Development of the
Department of Industrial Policy and Energy Security, Research Center for
Industrial Problems of Development of the NAS of Ukraine (Ukraine)

SCENARIO MODELLING OF INVESTMENT NEEDS FOR THE RESILIENT RECOVERY OF
UKRAINE'S CRITICAL INFRASTRUCTURE: STRATEGIC PATHWAYS UNDER WARTIME
AND POST-WAR RISKS

100-110

111 -121

122 -147



SPORYSHEV K. O Doctor of Science in Public Administration, Associate
Professor, Deputy Head of the Educational and Scientific Institute for Training
of Management Personnel in Scientific Work - Head of the Scientific and
Research Laboratory of Construction and Operational Application of the
National Guard of Ukraine, National Academy of the National Guard of Ukraine,
(Ukraine), BONDARENKO O. H. Doctor of Science in Public Administration,
Associate Professor Head of the Logistics Management Department of the
Educational and Scientific Institute for Management Training, National
Academy of the National Guard of Ukraine (Ukraine)

"SAFE CITY" AS ASECURITY COMPONENT OF THE SMART CITY CONCEPT: PUBLICAND
MANAGEMENT ASPECT 148 -161

GRABOVSKIY D.Y. Postgraduate Student National University “Kyiv Aviation
Institute” (Ukraine), BUGAYKO D.O. Doctor of Science (Economics), Professor,
Academician of the Academy of Economic Sciences of Ukraine, Corresponding

Member of the Transport Academy of Ukraine, Instructor of ICAO Institute,

Leading Researcher, Professor (Full) of the Logistics Department National
University “Kyiv Aviation Institute” (Ukraine)

OPTIMIZATION OF UKRAINE-EU LOGISTICS ROUTES UNDER WARTIME RISKS 162 -168




The electronic scientifically and practical journal
“INTELLECTUALIZATION OF LOGISTICS AND SUPPLY CHAIN MANAGEMENT”, v.36(2026)
ISSN 2708-3195 https://smart-scm.org

INTRODUCTION

We are happy to invite you to get acquainted with the first issue of the new scientific and
practical publication "Intellectualization of Logistics and Supply Chain Management".

We strongly believe that the launch of this magazine indicates the objective need to
rethink a wide range of issues related to the development of theory and practice in logistics and
supply chain management, awareness of the need to unite the scientific community and logistics
practitioners, dissemination of modern knowledge and best practices forinnovative development
of the logistics services market.

The first issue of the magazine is published at a difficult time. The global coronavirus
pandemic and the deep economic crisis have significantly worsened business activity in the world.
Currently, global supply chains are collapsing, international trade is declining, and competition
between global and regional logistics operators is intensifying. The most common thesis is that
the world will never be the same again. Industry experts predict the emergence of new, more
flexible and adaptive supply chain management strategies and approaches to logistics business
process management. The trend towards collaborations, cooperation and unification of services
is emerging, comprehensive proposals for clients are being developed. There is increasing talk
about the need to build bimodal supply chains, which involves the development of different
decision-making scenarios: the traditional approach - cost-effective efficiency, low risk, high
predictability; a new approach "second mode" - rapid recognition of opportunities, adaptability,
willingness to solve unexpected problems and look for new opportunities.

Radical transformations of the global and national markets for logistics services require
appropriate scientific support. Logistics science has a special role to play in this process. Initiating
the emergence of a new journal, we decided to focus on its coverage of problematic aspects of
the formation and development of logistics systems at the micro, mezo and macro levels, supply
chain management, digitization of logistics, methods and tools for optimizing processes in
logistics and supply chains, sociopsychology relations and network interaction of enterprises
using cloud technologies, artificial intelligence, e-learning, neural business process management
systems, etc.

Therefore, we invite scientists, researchers and business representatives, as well as our
colleagues from abroad, to cooperate and present the results of scientific research, to discus and
debate on them, to work together to develop the scientific theory of logistics and promote mutual
intellectual enrichment.

We hope that the new scientific publication will become a theoretical guide for young
researchers and representatives of other fields.

HRYHORAK Mariia
Chief Editor
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INTELLECTUALIZATION OF LOGISTICS AND SUPPLY CHAIN
MANAGEMENT: CONCEPTUAL FRAMEWORK, RESEARCH AGENDA,
AND THE ROLE OF A SCIENTIFIC JOURNAL

Mariia Hryhorak, Olga Karpun. «Intellectualization of logistics and supply chain management:
conceptual framework, research agenda, and the role of a scientific journal». The rapid growth of research
in digital logistics, artificial intelligence, autonomous systems, resilience, and circular supply chains exacerbates
the fragmentation of logistics knowledge and complicates the explanation of modern logistics systems as
holistic socio-technical ecosystems. The purpose of this article is to substantiate the intellectualization of
logistics and supply chain management as an integrative conceptual framework and an open research agenda.
The methodological foundation includes a targeted conceptual literature review, comparative analysis of
related concepts, theoretical synthesis, and logical modeling. The article systematizes contemporary directions
in logistics research, identifies their integrative gap, and differentiates intellectualization as a process, an
intelligent logistics system as an analytical system type, a conceptual framework as an analytical tool, and a
research agenda as a domain for further inquiry. The unit of analysis and the boundaries of the proposed
framework are specifically clarified. A mechanistic-process model of intellectualization is proposed, in which
human intelligence, organizational memory and learning capacity, inter-organizational collective intelligence,
and artificial intelligence - through knowledge sharing, coordination, organizational learning, and human
oversight of algorithmic decisions — are transformed into adaptive capabilities of the logistics system. Boundary
conditions and risks of intellectualization are identified, including algorithmic opacity, poor data quality,
platform dependency, cyber risks, and the loss of human expertise. Four theoretical propositions regarding

This work is licensed under a Creative Commons Attribution 4.0 International License


mailto:hryhorak.mariia@edu.kpi.ua
mailto:karpun.olha@edu.kpi.ua

The electronic scientifically and practical journal 8-35
“INTELLECTUALIZATION OF LOGISTICS AND SUPPLY CHAIN MANAGEMENT”, v.38 (2026)
ISSN 2708-3195 https://smart-scm.org

causal relationships within the logistics system are formulated, along with a separate methodological
proposition on changing the unit of analysis and an institutional proposition on the journal’s role. The scientific
contribution lies in distinguishing intellectualization from digitalization and Al, constructing a testable system
of propositions, and shaping the Research Agenda. A limitation of the study is its theoretical and conceptual
nature, which requires further operationalization and empirical testing.

Keywords: Intellectualization, Logistics, Supply Chain Management, Research Agenda, Conceptual
Research, Conceptual Framework, Integrative Research Program, Digital Transformation, Open Science

Mapisa puzopak, Onvea KapnyHe. <lHmenekmyanizayia no2zicmuku ma ynpaeniHHa 1aHylo2amu
nocmavyaHHA: KOHYyenmyaabHa pamika, 00CIiOHUYbKULl NOpss00K OeHHUU i poJib HAYK0B020 XKYPHAIy».
Cmpimke 3poCmMaHHA 00C/iOXeHb YU@pOosoi 102iCMUKU, WMYy4YHO20 iHMeseKmy, dsmoHOMHUX cucmenm,
pe3usIbEHMHOCMI Ma YUPKYAAPHUX IGHY02i8 NOCMAYAaHHA NOCUJTIOE (hpaeMeHmMay,iro 102icMuYH020 3HAHHA
U YCK/TAOHIOE NOACHEHHSA Cy4acHUX JI02ICMUYHUX cucmeMm AK YilicHUX coyiomexHiyHux ekocucmem. Memoto
cmammi € obrpyHmysaHHA iHmenaekmyanizayii 102icmuku ma ynpassiHHa 1aHUyl02amu nocmayvyaHHa AK
iHmez2pamusHoi kKoHuyenmyaneHoi pamku U 8iokpumoi docsioHuUYbLKoi npoepamu. Memoooso2idHo 0CHOB800
€ Uinbosuli KoHYenmyasnvbHUl 02180 limepamypu, NOPiBHAIbHUU aHAI3 CYMIXHUX NOHAMb, meopemuyHul
CUHMes3 i 1o02iYHe MOOeOBAHHA. Y cmammi cucmemamu308aHO Cy4dCHi HANPAMU S102iCMUYHUX 00C/TiOXeHb,
BU3HAYEHO IXHI0 HMe2pamueHy npo2asiuHy, pO3MeX08aHO iHMes1IeKmyaniaauito AK Npouyec, iHmenekmyasaoHy
Jio2icmuyHy cucmemy AK AHAAIMUYHUU mun cucmemu, KOHUeNMyasabHy pamKy K iHCmpymeHm aHasisy ma
00CliOHUUbKY Npo2pamy fK npocmip noodnbiux numaHs. OKpemMo YymouyHeHO OOUHUUK aHanisy U mexi
3dCMOCy8aHHA  3ANPONOHOBAHOI  pAMKU.  3aNpONOHOBAHO  MEXAHICMUYHO-NPOoUecHy  Mooesb
iHmenekmyanizauil, y Akid n00cekul iHMenekm, opzadi3ayitiHa nam'ams | 30amHicme 00 HABYAHHA,
MixxopaaHizayitiHuli KonekmugHuUl iHmesekm i wumyy4Hul iHmesekm yepe3 06MiH 3HAHHAMU, KOOPOUHAUi,
OpedHizayiliHe HAs4yaHHA ma JMOOCbKUU KOHMPOJ/b a/10PUMMIYHUX pilleHb nepemeopioromeca Ha
adanmueHi 30amHocmi  noz2icmuyHoi  cucmemu. Bu3HayeHO O0OMeXysdslbHi yMOBU mMmaA  pu3uUKU
iHmenekmyanizauii, 30kpema Henpo3opicmo anzopummis, HU3bKY AKICMb OGHUX, N1IAM@OOPMHY 3d/1eXKHICMb,
Kibeppusuku ma empamy n00cbKoi ekcnepmu3u. C¢hopMyib08aHO YomMupu meopemuyHi NOSIOKEHHA NPo
NPUYUHHI 38'A3KU 8 J102iCMUYHIU cucmemi, okpeme Memo00si02iYHe NOIOXKeHHA NPOo 3MiHY OOUHUYI aHAi3y
ma iHcmumyyiliHe nOJIOXeHHA Npo ponb XypHaAsny. Haykosull 8Hecok nonaeae y 8iOMexy8aHHiI
iHmenekmyanizauii 8i0 yugposizauii ma Al, nobyoosi nepesipto8aHoi cucmemu NOJIOXeHb | (hopMyB8aHHI
Research Agenda. ObmexeHHAM € meopemuKo-KoHUenmyaneHUl xapakmep 00CiOXeHHsA, wo nompebye
nooasnswoi onepayioHanizayii ma emnipu4yHoi nepegipKu.

Knioyoei cnoea: IHTenekrtyanisadia, norictvka, ynpasniHHA NaHUOraMyM nocTaBokK, AOCTIAHUL KU
NnopAdOK AEeHHWI, KOHUeNTyanbHi AOCNIAKEeHHSA, KOHUeNnTyanbHa OCHOBA, iHTerpaTuBHa AOCNiAHMULbKA

nporpama, undpposa TpaHchopmalis, BifKpuTa HaykKa

1. Introduction. The beginning of the
21st century has become a period of
profound transformation in logistics and
supply chain management. Globalization,
digitalization, the rapid development of
artificial intelligence, platform business
models, autonomous transport systems, the
Internet of Things, and digital twin
technologies are fundamentally changing the
principles of designing, operating, and

developing logistics systems [2-6; 11-18].
Concurrently, the world faces unprecedented
challenges — geopolitical instability, military
conflicts, pandemics, climate change, and
energy and food security crises. Under these
conditions, logistics increasingly exhibits the
characteristics of a complex adaptive socio-
technical system, in which a decisive role is
played not only by material flows, but also by
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data, knowledge, interaction, trust, and the
capacity for rapid collective decision-making.

These changes naturally impact the
evolution of logistics science. In recent years,
there has been a significant surge in research
devoted to digital transformation, artificial
intelligence applications, big data analytics,
the circular economy, sustainable supply
chains, humanitarian logistics, digital trade
corridors, and other prominent fields [5-10;
19-35]. However, the vast majority of
publications focus on addressing narrow
applied problems or examining specific
technological solutions. Considerably less
attention is paid to comprehending
fundamental shifts within logistics science
itself, as well as developing new theoretical
constructs, conceptual frameworks, and
integrative research agendas.

Signs of methodological fragmentation
are gradually accumulating within the
academic community. Individual research
streams evolve with extreme intensity, yet
frequently remain isolated from one another,
utilizing disparate conceptual approaches,
terminologies, and research traditions.
Consequently, a paradoxical situation arises:
while the volume of scientific knowledge
grows exponentially, the need for its
integration and conceptual re-evaluation
becomes increasingly acute. Therefore,
alongside empirical studies, conceptual
articles capable of shaping new research
avenues, explaining systemic shifts, and
proposing new scientific frameworks for their
interpretation acquire paramount
importance.

Against this backdrop, the concept of
intellectualization of logistics and supply
chain management becomes increasingly
relevant. In this article, it is viewed not as a
synonym  for digitalization or the
implementation  of isolated artificial
intelligence  technologies, but as a
qualitatively new stage of logistics
development. This stage is characterized by
the integration of human intelligence,
organizational memory and learning capacity,

8-35
v.38 (2026)
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inter-organizational collective intelligence,
and artificial intelligence, as well as the
widespread utilization of data and
knowledge, the development of adaptive
management mechanisms, interdisciplinary
research, and the formation of new
theoretical models for operating complex
logistics systems.

In this context, the role of scientific
journals is evolving as well. While traditionally
serving primarily to disseminate findings of
completed studies, modern academic
periodicals are increasingly becoming active
participants in shaping the scientific agenda,
fostering international research networks,
and initiating new scholarly debates. It is
precisely through editorial policy, special
issues, conceptual publications,
methodological papers, and open academic
discussions that they can significantly
influence the development trajectory of
specific scientific fields.

The re-confirmation of the status of the
journal "Intellectualization of Logistics and
Supply Chain Management" as a Category "B"
professional scientific publication represents
an important milestone in its development. At
the same time, the editorial board considers
this event not as the conclusion of a certain
stage, but as a rationale for re-
conceptualizing the journal's mission in both
national and international academic spaces.
The natural next step must be to strengthen
the journal's role as an international platform
for advancing  conceptual research,
establishing new scientific domains, and
integrating interdisciplinary knowledge in
logistics and supply chain management.

By genre, this article is a programmatic
conceptual publication formatted as an
editorial perspective. It does not claim the
status of a finalized theory or a proven
scientific paradigm. Its purpose is different: to
propose an integrative conceptual framework
and an open research agenda within which
various avenues of contemporary logistics
science can be understood as interconnected
manifestations of a broader

This work is licensed under a Creative Commons Attribution 4.0 International License
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intellectualization  process. This genre
selection also determines the nature of the
argumentation: the article combines
conceptual synthesis, problem statement, the
formulation of an authorial framework, and
the outlining of an open research agenda [27;
36-38].

The objective of this article is to
substantiate the intellectualization of logistics
and supply chain management as a process of
developing logistics system capabilities, build
an integrative conceptual framework for its
analysis, identify key methodological
challenges of modern logistics science, and
outline the journal's role as an academic
platform for the development, critical
discussion, and subsequent
operationalization of the corresponding
research agenda.

Accordingly, the article answers the
following research questions: how can the
intellectualization of logistics be
conceptualized as a process of developing
logistics system capabilities without equating
it with digitalization, automation, or Al;
through what core mechanism are sources of
intelligence transformed into adaptive
capabilities and systemic outcomes; how
does the proposed framework differ from the
related concepts of digital, smart,
autonomous, cognitive, knowledge-based,
and resilient logistics; how can a scientific
journal support the formation and validation
of conceptual frameworks; and what research
clusters, questions, units of analysis,
theoretical lenses, and methods should
constitute an open Research Agenda for the
intellectualization of logistics.

The scientific contribution of the article
consists of four interconnected outcomes.
First, the intellectualization of logistics is
substantiated as an integrative conceptual
framework that is not reducible to
digitalization, automation, or the application
of artificial intelligence. Second, four key
categories are differentiated:
intellectualization as a capability
development process, an intelligent logistics

8-35
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system as an analytical system type, a
conceptual framework as an analytical tool,
and a research agenda as a domain for further
inquiry. Third, a mechanistic-process model of
intellectualization is  proposed, and
propositions are grouped by level: theoretical
propositions on causal relationships in the
logistics  system, a  methodological
proposition regarding the unit of analysis, and
an institutional proposition regarding the
journal's role. Fourth, a structured Research
Agenda is established, translating the
journal's thematic priorities into a system of
research problems, questions, units of
analysis, theoretical lenses, and methods.

2. Conceptual Research Methodology.
This article is executed as a theoretical and
conceptual study aimed not at empirical
hypothesis testing, but at constructing an
integrative framework for comprehending
the current stage of logistics and supply chain
management development. The
methodological foundation of the study
comprises a targeted conceptual literature
review, a comparative analysis of key
concepts, theoretical synthesis, and logical
modeling. This approach aligns with the
genre of a programmatic conceptual paper: it
enables not only the synthesis of existing
research streams, but also the proposal of an
open research agenda for further scientific
debate.

The subject of analysis includes
contemporary concepts of digital, intelligent,
cognitive, autonomous, adaptive, and
resilient logistics, as well as studies that view
supply chains as complex socio-technical,
network, and ecosystem structures [1-25; 39;
40]. Particular attention is given to works
analyzing artificial intelligence, big data,
digital twins, the Internet of Things,
autonomous logistics systems, circular
logistics, humanitarian logistics, knowledge
management, resilience, and digital trade and
logistics corridors [5-18; 26-35; 39; 40]. These
research streams are viewed not as isolated
thematic domains, but as sources of concepts

This work is licensed under a Creative Commons Attribution 4.0 International License
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and mechanisms necessary to construct an
integrative concept of intellectualization.

The literature selection logic was
grounded in the principles of a targeted
conceptual review rather than a systematic
meta-analysis. The source base was formed by
selecting peer-reviewed articles, conceptual
reviews, programmatic publications, and
highly methodologically relevant works
indexed in international scientometric
databases and academic search engines. The
primary time  horizon  encompassed
publications from 2019-2026, as this period
witnessed the intensive evolution of research
on digital logistics transformation, Industry
4.0, artificial intelligence, and supply chain
resilience. Classical works in logistics and
supply chain management were utilized as a
theoretical baseline for comparing previous
and contemporary stages of the discipline's
development.

The search, thematic selection, and
verification of sources were conducted on
July 24, 2026. The source base was drawn
from the academic search engines Scopus,
Web of Science, and Google Scholar, as well as
from publisher portals including Elsevier,
Emerald, Taylor & Francis, Springer, Wiley,
[EEE, MDPI, and relevant institutional
repositories. Bibliographic metadata for the
final corpus - specifically DOIs, author names,
article titles, journals, publication years,
volumes, issue numbers, and page ranges -
were additionally verified via Crossref. The
search horizon primarily covered 2019-2026
publications; classical works were included
only when necessary to explain the
theoretical origins of specific concepts or
conceptual research methodology. The initial
working pool was built as a targeted rather

than exhaustive bibliometric  sample,
incorporating publications directly
addressing digitalization, artificial
intelligence, resilience, circularity,

humanitarian logistics, complex adaptive
systems, knowledge management, and
theory-building in supply chain management.
Following thematic filtering, duplicate
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removal, and DOl verification, 40 sources were
included in the conceptual analysis [1-40].

The search was conducted using the
following English search strings and their
combinations: digital logistics; intelligent
logistics; smart logistics; cognitive logistics;
autonomous logistics; artificial intelligence in
logistics; artificial intelligence supply chain
resilience; digital twin logistics supply chain
systems; digital supply chain management
industry 4.0 logistics review; supply chain
resilience digitalization systematic literature
review; adaptive supply chains; circular
supply chain digital technologies;
humanitarian logistics digital technology
resilience; logistics ecosystems; knowledge
management supply chain digital
transformation; conceptual research supply
chain management; research agenda supply
chain management; theory building in supply
chain management. Sources were included if
they met at least one of the following criteria:
proposed a new concept or conceptual
model; synthesized the evolution of a distinct
research stream; explained mechanisms of
logistics system transformation; exhibited an
interdisciplinary character; or contained
methodological propositions relevant to
formulating a research agenda. Excluded
from the analysis were sources lacking DOls or
complete metadata, duplicates, preprints,
non-peer-reviewed materials, publications
with retraction notices, purely technical
papers disconnected from logistics or SCM,
and articles that duplicated already
represented approaches without offering
new concepts, mechanisms, or explanatory
logic.

Because the study was conducted as a
targeted conceptual review rather than a
systematic bibliometric analysis or meta-
analysis, the total volume of initial search hits
per database was not treated as evidentiary
statistics for the article. The study's working
log documented the final corpus of 40
sources included in the conceptual analysis,
along with the procedure for their thematic
and bibliographic verification. The initial
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record counts in Scopus, Web of Science, and
Google Scholar, the number of duplicates,
and the count of sources post-screening were
not presented as established facts, as an
exhaustive bibliometric search log per
database was not retained. This limitation
reduces the search phase's replicability, yet it
does not preclude utilizing the assembled
corpus for programmatic  conceptual
synthesis.

Source coding was performed manually
using a thematic-conceptual scheme. For
each source, the following were recorded:
research stream, central concept, main object
of analysis, unit of analysis, dominant
explanatory logic, role of technology, role of
humans, role of knowledge, adaptation or
coordination mechanisms, and conceptual
boundaries of the approach. Following initial
coding, concepts and mechanisms were
cross-compared across streams, enabling the
identification of recurrent semantic clusters:
knowledge creation and utilization, analytical
decision support, organizational learning,
human-algorithm interaction, trust, inter-
organizational coordination, self-
organization, adaptation, and evolutionary
system change. These clusters formed the
foundation for the subsequent articulation of
the five dimensions of intellectualization and
the mechanistic-process model.

Material synthesis proceeded through
several sequential stages. First, the main
streams of  contemporary logistics
transformation were identified: digitalization,
artificial intelligence, autonomy, resilience,
circularity, humanitarian logistics,
ecosystems, and knowledge management.
Next, the conceptual boundaries of each
stream and the recurrent mechanisms
through which distinct forms of intelligence
are converted into systemic capability were
determined: knowledge sharing,
coordination, organizational learning, and
human oversight of algorithmic decisions. On
this basis, four categories were differentiated:
intellectualization as a capability
development process, an intelligent logistics
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system as an analytical system type, a
conceptual framework as an analytical tool,
and aresearch agenda as a set of questions for
further testing. Subsequently, the
mechanistic-process model was constructed,
and an open research agenda was
formulated.

The sequence of building the conceptual
framework is summarized in Figure 1. It
encompasses the search and thematic
selection of sources, grouping of research
streams, analysis of their conceptual
boundaries, identification of recurrent
mechanisms, differentiation of key categories,
model construction, formulation of
propositions, and specification of the research
agenda.

As shown in Figure 1, the proposed
conceptual framework was formed not
through an arbitrary combination of current
concepts, but as a result of a sequential
conceptual synthesis. The transition from
building the source base and structuring
research streams to constructing the model
and formulating theoretical propositions
ensures the internal consistency of the
framework and creates a foundation for its
further operationalization and empirical
testing.

The quality of the proposed concept was
evaluated against six criteria. The first
criterion is distinctiveness from existing
concepts: the analysis verified whether
intellectualization duplicates digitalization,
automation, artificial intelligence
implementation, or knowledge management,
and whether it explains their relationship
within a broader systemic logic. For this
purpose, its conceptual boundaries were
compared with digital logistics, smart
logistics, Logistics 4.0/5.0, Al logistics, as well
as cognitive, autonomous, knowledge-based,
resilient, and complex adaptive logistics. The
second criterion is logical consistency:
elements of the concept were cross-examined
to identify potential internal contradictions.
The third criterion is explanatory power: the
framework's ability to interpret various

This work is licensed under a Creative Commons Attribution 4.0 International License



The electronic scientifically and practical journal

“INTELLECTUALIZATION OF LOGISTICS AND SUPPLY CHAIN MANAGEMENT”,

ISSN 2708-3195

avenues of contemporary logistics research as
manifestations of a common process was
assessed. The  fourth  criterion is
operationalizability: the suitability of the
proposed dimensions for subsequent
conversion into variables, indicators, research
questions, or hypotheses was analyzed. The
fifth criterion is boundary conditions
definition: it was clarified that the concept
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applies primarily to complex socio-technical
logistics systems in which knowledge, data,
technology, interaction, and adaptability
become key drivers of development. The sixth
criterion is generativity: the concept’s
capacity to establish a basis for new research
programs,  testable  questions, and
interdisciplinary discussions was evaluated.

Input Data and Structuring Conceptual Synthesis Outcome

Identification
of Common
Mechanisms

Literature Delineation of

Categories

Grouping of
Search and Research
Selection Streams

Analysis of
Conceptual
Boundaries

Formulation of Research

Construction Propositions Agenda

i
i

clustering of major identifying identifying clarifying the content structuring

research streams boundaries and mechanisms and and distinctions of interactions and

D s e e ~ principal approaches relationships categories components

formulating the key defining priorities

propositions of the and a plan for
conceptual further research
framework

:
= i
ﬁ sources found: n ;

'
i
1
1

i E sources selected: n

sources analyzed: n
il y

i
I
i
I
i

Figure 1 — Methodological Logic for Constructing the Conceptual Framework
Source: developed by the author.

Thus, the methodology of the article
combines conceptual analysis, theoretical
synthesis, and programmatic research
agenda setting. This clearly distinguishes the
presented material from an essayistic
exposition: the conclusions of the article are
grounded not on a free interpretation of
isolated trends, but on a rigorous procedure
of identifying scientific streams, analyzing
their boundaries, determining common
mechanisms, building an integrative
framework, and outlining criteria for its
further validation.

3. From Digital Logistics to Intelligent
Socio-Technical Systems

Over the past three decades, logistics and
supply chain management have matured as
an independent, interdisciplinary scientific
domain combining advances in economics,
management, engineering, information

technology, systems analysis, and operations
research. Throughout this period, academic
research has significantly expanded its
subject field: from optimizing transport and
warehousing processes to managing global
value chains, digital platforms, risks,
resilience, and supply chain sustainability.
Since the second decade of the 21st
century, scientific discourse has increasingly
shifted toward digital transformation [2-4].
Scholars have focused on Industry 4.0
technologies, the Internet of Things, artificial
intelligence, big data, blockchain, digital
twins, autonomous transport systems,
warehouse robotics, and digital trade
platforms [3-6; 11-18]. Concurrently, avenues
in  humanitarian logistics, the circular
economy, green logistics, cybersecurity of
logistics systems, risk management, resilience
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building, and post-crisis
actively evolved [19-35].
While these streams have broadened the
scope of logistics science, they have
simultaneously amplified its fragmentation. A
significant portion of research remains
technologically or empirically focused:
attention is concentrated on isolated digital
solutions, algorithms, optimization models,
disruption response scenarios, or specific flow
types. Considerably less developed is the
question of how these avenues interact

recovery have
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within a complex adaptive socio-technical
logistics system.

To systematize these trends, Table 1
summarizes the primary streams of
contemporary logistics research. While the
table is not the output of an exhaustive
bibliometric analysis of the entire field, it
captures the key conceptual boundaries of
the streams most frequently highlighted in
recent review, conceptual, and empirical
works [1-35; 39; 40].

Table 1. Main streams of contemporary logistics research and their integrative gap

Stream

Research Focus

Dominant Logic

Integrative Gap

What Intellectualization
Adds

Digital Logistics

Data, platforms, digital

Process automation and

Human, social, and

Connects technology with
knowledge, learning, and

chains

stress-testing

and social coordination

and Supply Chain o . . .

40 capabilities visibility evolutionary dimensions interaction [2—4: 39; 40]

Alin Logistics Algorithmic solutions, Decision support or Accountability, trust, Views Al as part of hybrid

and SCM forecasting, optimization | automation human expertise intelligence [1; 5-10]
Virtual models of Monitoring, simulation, | Organizational learnin Integrates digital models

Digital Twins processes and supply 9. ’ 9 9 |into the knowledge and

feedback cycle [11-18]

Resilience and

Disruption response and

Adaptation, reserves,
scenario-based

Crisis experience
accumulation and

Explains resilience as an
emergent outcome of

Viability recovery management learning capabilities [19-29]
Circular and Closed-loop flows, Collective decision- Combines sustainability with
Sustainable sustainability, resource | Ecological efficiency making and digital inter-organizational
Logistics cycles coordination intelligence [26-31]

Humanitarian

Crisis and humanitarian

Rapid response,

Long-term crisis memory

Links response mechanisms
with social and cognitive

architecture

Logistics supply chains transparency, trust and Al ethics dimensions [32-35]
Business Platforms, partnerships, | Orchestration of Cognitive .and Uncoyers. inter- .

. technological network organizational collective
Ecosystems co-creation of value autonomous actors

intelligence [35; 39; 40]

Sourse: compiled by the authors based on [2-40].

The presented synthesis demonstrates

technologies,

knowledge,

organizational

that each of the examined streams possesses
its own research focus, dominant logic, and
typical unit of analysis. While this ensures the
depth  of  specialized research, it
simultaneously creates a risk of conceptual
isolation. The integrative gap lies in the

insufficient explanation of how digital

learning, trust, adaptation, and collective
interaction together form a new quality of the
logistics system.

4. Conceptual Boundaries of Logistics
Intellectualization

The current stage of logistics
development is characterized by changes not
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only in technologies, but in the very nature of
logistics systems themselves. While previous
stages of evolution were primarily associated
with improving the management efficiency of
material, financial, and information flows,
today the capacity of systems to create,
integrate, utilize, and reproduce knowledge is
increasingly becoming the defining driver of
development. Within this article, it is precisely
this qualitative transformation that s
examined as the intellectualization of logistics
and supply chain management.

In contemporary scientific literature, the
concept of intellectualization is most
frequently linked to the digital transformation
of logistics, the implementation of artificial
intelligence, big data technologies, the
Internet of Things, digital platforms, robotics,
and other information and communication
technologies [2-10; 14; 40]. Undeniably, these
processes are crucial components of modern
logistics system evolution. However, in our
view, equating intellectualization exclusively
with technological innovations substantially
narrows the scope of this concept.

Technologies in and of themselves do not
create an intelligent logistics system. They
merely expand the capacities of humans,
organizations, and networks regarding
information processing, decision-making, and
operational coordination. The decisive factor
is not the presence of isolated digital tools,
but the system's ability to learn, adapt to
changes, accumulate knowledge, form new
behavioral patterns, and ensure the effective
interaction of a large number of autonomous
participants. For this reason, intelligence
should be viewed not as a property of an
individual human or software algorithm, but
as an emergent property of a logistics system
that arises from the interaction of its
elements.

This understanding reflects the natural
evolution of logistics as a scientific discipline.
While classical logistics focused on material
flow management, and the supply chain
management concept integrated material,
information, and financial flows within a
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unified network, the current stage of
development is characterized by a transition
to managing knowledge, adaptability,
interaction, and the collective capacity of
logistics systems to learn and make decisions.
Thus, intellectualization does not contradict
previous concepts, but logically extends their
evolution, elevating the subject of study to a
new level of complexity.

Concurrently, the nature of logistics
systems themselves is changing. They are
increasingly exhibiting the characteristics of
complex adaptive socio-technical
ecosystems, in which humans, organizations,
digital platforms, artificial intelligence
algorithms, autonomous hardware assets,
regulatory institutions, and global networks
of knowledge creation and exchange interact.
The behavior of such systems is determined
not only by the optimization of individual
processes, but also by mechanisms of self-
organization, co-evolution, trust, inter-
organizational coordination, and continuous
adaptation to external shifts.

Under these conditions, the essence of
management undergoes a fundamental
change. Its subject becomes not merely
material or information flows, but primarily
the processes of knowledge creation,
integration, sharing, capability development,
trust building, decision-making support, and
ensuring the capacity of logistics systems for
self-learning and self-development. It is these
characteristics that determine the
competitiveness, resilience, and long-term
efficiency of modern business ecosystems.

In this context, it is appropriate to
differentiate four interconnected, yet distinct
categories:

— Intellectualization of logistics and
supply chain management is the process of
developing the capabilities of logistics
systems to create, integrate, utilize, and
reproduce knowledge, make informed
decisions, adapt, self-organize, and engage in
collective interaction. This refers not merely to
the adoption of digital technologies or
artificial intelligence algorithms, but to the
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formation of a new operational quality of the
system, in which knowledge, data,
competencies, trust, and coordination
become key drivers of development.

— An intelligent logistics system is an
analytical system type of logistics system in
which the capabilities for knowledge creation,
learning, coordination, and adaptation have
acquired a stable organizational,
technological, and social form. Such a system
functions as a complex adaptive socio-
technical ecosystem whose development is
sustained by the synergy of human

intelligence, organizational memory and
learning capacity, inter-organizational
collective intelligence, and artificial
intelligence.

— The conceptual framework of

intellectualization is a scientific analytical tool
that allows describing, comparing, and
explaining the technological, cognitive,
organizational, social, and evolutionary
dimensions of logistics systems development.
Its purpose is not to replace existing concepts
of digitalization, automation, resilience, or
knowledge management, but to explain their
interrelationship within a broader systemic
logic.

— The research agenda of
intellectualization is a set of open questions,
avenues, and hypotheses for further
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conceptual, empirical, and applied studies. It
defines which aspects of the proposed
framework require operationalization,
empirical testing, critical refinement, and
interdisciplinary discussion.

Thus, in this article, intellectualization is
not equated with an analytical system type, a
methodological framework, or a list of future
topics. It is a process; an intelligent logistics
system is an analytical type used to describe
the stable form of this process; the conceptual
framework is a method for its scientific
analysis; and the research agenda is the
direction for the further development of this
analysis.

To substantiate scientific novelty, it is
essential to show not only a positive
definition of intellectualization, but also its
distinction from related concepts already
utilized in contemporary logistics literature.
Digital logistics, smart logistics, Logistics
4.0/5.0, Al logistics, cognitive logistics,
autonomous logistics, knowledge-based
supply chain management, digital supply
chain, resilience, and the concept of complex
adaptive systems explain important, yet
partial aspects of logistics transformation [1-
25; 36-40]. The proposed framework (Table 2)
does not deny these approaches, but clarifies
their boundaries and integrates them into a
broader logic of developing logistics system
capabilities.

Table 2 — Conceptual boundaries of logistics intellectualization

Concept

What It Explains
Best

Typical Boundary of
Explanation

Unit of Analysis

How Intellectualization Differs

Digital Logistics /

Data, platforms, flow

Weaker at explaining
learning, trust, and self-

Process, enterprise,

Demonstrates how digital
integration becomes a system's

responsibility

human, organizational,
and Al interaction

chain, community

Digital Supply Chain | integration organization supply chain capability to lear
i Automation, Tends toward Technical system, Treats technology as
Smart Logistics / . . .
c sensors, cyber- technological operation, supply infrastructure rather than the

Logistics 4.0 . S . . N
physical systems determinism chain essence of intellectualization
Human-centricity Does not always explain

Logistics 5.0 sustainability, the mechanism of Organization, supply | Specifies the logic of hybrid

intelligence and human oversight

Al and Autonomous
Logistics

Algorithmic
decision-making,

May ignore
accountability, context,

Task, function,
autonomous asset

Treats Al as one of the sources
of distributed intelligence

This work is licensed under a Creative Commons Attribution 4.0 International License




The electronic scientifically and practical journal
“INTELLECTUALIZATION OF LOGISTICS AND SUPPLY CHAIN MANAGEMENT”,

ISSN 2708-3195

8-35
v.38 (2026)
https://smart-scm.org

forecasting,
autonomous action

and inter-organizational
coordination

evolution

Knowledgel, Less fully incorporates | Organization, supply | Combines knowledge with
Knowledge-Based | competencies, N . ’
o digital infrastructure and | chain, partner technology, trust, and
SCM organizational I . .
learni algorithmic models network evolutionary adaptation
earning
Frequently focuses on Explains resilience as an
Supply Chain Disruption response, | crises rather than Supply chain, P : .
. " . - emergent outcome of interacting
Resilience recovery, viability continuous system network, crisis event s
learni capabilities
earning
Complex Adaptive Emergenpe, self- Remains a overly broad Operationalizes comple{(lty
organization, co- . Network, ecosystem | through sources of intelligence,
Supply Systems systemic lens

mechanisms, and dimensions

Source: developed by the author.

The presented comparison demonstrates
that the scientific novelty of the proposed
framework lies not in introducing yet another
term for digital transformation, but in
integrating the partial explanations that
already exist across related concepts. Digital
logistics and the digital supply chain
effectively explain the role of data and
platforms, yet reveal weaker explanations
regarding the mechanisms of learning, trust,
and social interaction. Al logistics
concentrates on algorithmic  decision
support, but does not always account for
organizational accountability and the hybrid
nature of intelligence. Resilience explains
responses to disruptions, yet requires a
broader link to knowledge accumulation and
the evolutionary development of the system.
The concept of complex adaptive systems
provides an overarching logic of self-
organization, whereas intellectualization
specifies it for logistics through sources of
intelligence, transformation dimensions, and
systemic outcomes.

5. Mechanistic-Process Model of
Logistics Intellectualization

To prevent the proposed model from
turning into a broad listing of sources,
dimensions, and outcomes, it must be
subordinated to a single central theoretical
core. In this article, this core is formulated as
follows: human intelligence, organizational
memory and learning capacity, inter-

organizational collective intelligence, and
artificial intelligence - through mechanisms
of knowledge sharing, coordination,
organizational learning, and human oversight
of algorithmic decisions — are transformed
into adaptive capabilities of the logistics
system. Consequently, intellectualization is
explained not as the mere presence of
numerous  modern  technologies or
competencies, but as a process of converting
distributed sources of intelligence into a
system's capacity to learn, align actions,
respond to disruptions, and update its own
decision-making models.

The logic of the model is processual in
nature: sources of intelligence transition into
integration mechanisms; integration
mechanisms shape adaptive capabilities
across five dimensions; mature capabilities
manifest in systemic outcomes; operational
experience, feedback, and the consequences
of implemented decisions update knowledge,
coordination rules, and algorithmic models.
As a result, the model demonstrates not only
the components of intellectualization, but
also the sequence of transformations,
mediation, and cyclical learning within the

system.
The generalized logic of transforming
distributed sources of intelligence into

adaptive capabilities and systemic outcomes
of a logistics system is presented in Figure 2.
The model reflects not only the components
of intellectualization, but also the causal
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sequence of their interaction: sources of
intelligence  are  integrated  through
knowledge sharing, analytical support,
coordination, organizational learning, trust
building, and human oversight of algorithmic
decisions; these mechanisms shape system
capabilities across cognitive, technological,
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organizational, social, and evolutionary
dimensions, which under appropriate
conditions leads to enhanced decision
quality, adaptability, resilience, flexibility,
sustainability, and value co-creation.
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Figure 2 — Mechanistic model of logistics system intellectualization
Source: developed by the author.
As shown in Figure 2, the mere presence including data quality, system
of human expertise, organizational memory, interoperability, cyber resilience,

inter-organizational collective intelligence, or
artificial intelligence technologies does not
ensure the intellectualization of a logistics
system. The decisive factor is the functioning
of integration mechanisms that convert
distributed knowledge, experience, data, and
algorithmic recommendations into
coordinated decisions and adaptive system
behavior. Therefore, integration mechanisms
constitute the central explanatory link of the
proposed conceptual framework.

The model also demonstrates that
systemic outcomes are not a guaranteed
consequence of digitalization.  Their
formation depends on boundary conditions,

accountability definition, ethical constraints,
and the institutional environment. If these
conditions are not met, digital technologies
may fail to enhance system adaptability,
instead scaling errors, increasing dependency
on technological infrastructure, and creating
new organizational and cybernetic risks.
Feedback completes the processual loop
of intellectualization. Data on decision
outcomes, experience in disruption response,
identified errors, and emerging practices
must flow back into the system in the form of
updated organizational memory,
competencies, coordination procedures, and
algorithmic  models. In this manner,

This work is licensed under a Creative Commons Attribution 4.0 International License



The electronic scientifically and practical journal

“INTELLECTUALIZATION OF LOGISTICS AND SUPPLY CHAIN MANAGEMENT”,

ISSN 2708-3195

intellectualization emerges not as a one-off
technological transformation, but as a cyclical
process of learning and development within
the logistics system.

The first link of the model is sources of
intelligence. They answer the question of
whose or what intelligence is leveraged in the
development of the logistics system. These
include:

— Human intelligence, associated with
professional knowledge, experience,
expertise, and managerial accountability.

— Organizational memory and learning
capacity, manifested in accumulated
procedures, culture, knowledge, response
rules, and the organization's ability to convert
experience into new managerial practices.

— Inter-organizational collective
intelligence, i.e., the ability of autonomous
network participants to co-create knowledge,
align decisions, and adapt behavior.

— Artificial intelligence, implemented
through algorithms, analytical systems, digital
agents, digital twins, and autonomous
technologies.

The second link is integration
mechanisms. They perform the core
explanatory function of the model by
demonstrating under what conditions
distinct sources of intelligence cease to be
isolated resources and begin to form systemic
capability. Knowledge sharing ensures the
transfer of experience, data, and practical

interpretations among humans,
organizations,  and digital systems.
Coordination aligns the decisions of

autonomous or semi-autonomous supply
chain participants. Organizational learning
transforms isolated disruption responses into
stable rules, procedures, competencies, and
updated behavioral models. Human
oversight of algorithmic decisions guarantees
accountability, explainability, and the
adjustment of automated recommendations
in situations of high uncertainty. Trust in this
model is viewed as a prerequisite for effective
knowledge sharing and a mechanism for
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inter-organizational coordination, rather than
an independent systemic outcome.

The third link is mature capabilities across
the five dimensions of intellectualization:

— The cognitive dimension reflects the
capacity to create, accumulate, integrate, and
utilize knowledge.

— The technological dimension captures
the ability to employ digital platforms, Al,
digital twins, the Internet of Things, robotic
systems, and big data analytics as the
infrastructure for intelligent management.

— The organizational dimension
characterizes not a source of intelligence, but
the transformation of structures, roles,
decision rights, coordination procedures, and
interaction models among autonomous
actors.

— The social dimension reflects the
capacity to sustain trust, collaboration,
leadership, human capital development, and
collective decision-making.

— The evolutionary dimension
characterizes the capacity for self-
organization, innovative development, co-
evolution, and continuous adaptation under
conditions of high uncertainty.

Thus, organizational memory and
learning capacity act as a source of
intelligence, whereas the organizational
dimension describes the domain of structural
and managerial system transformation.

The fourth link is systemic outcomes. The
immediate integral outcome of
intellectualization is the adaptive capability of
the logistics system - that is, the capacity to
modify decisions, routes, roles, procedures,
partnerships, and resource deployment
models in response to shifting conditions.
Through this capability, broader systemic
outcomes can take shape: decision quality,
resilience, sustainability, flexibility, and value
co-creation. At the same time, these
outcomes are not guaranteed by products of
digitalization or Al implementation. They
emerge only when sources of intelligence are
integrated through the specified mechanisms
and anchored within the corresponding
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cognitive, technological, organizational,
social, and evolutionary capabilities.

This structuring aligns the distinct
elements of the authorial concept within a
single unified model and mitigates the risk of
excessive  combinatorics.  Sources  of
intelligence do not substitute for the
dimensions of intellectualization, but explain
the origin of knowledge, experience,
decisions, and algorithmic recommendations.
Integration mechanisms are not an additive
list of factors, but represent a causal bridge
between distributed intelligence and the
adaptive capability of the system. Dimensions
are not types of intelligence, but delineate the
domains in which this capability is anchored.
Systemic outcomes are not an automatic
consequence of digitalization, but arise
provided that integration mechanisms
genuinely convert individual resources into
coordinated logistics system behavior.

Figure 2 establishes the sequence:
"sources of intelligence — integration
mechanisms — capabilities across five
dimensions — systemic outcomes —
experience and feedback — knowledge and
model updates”. This mode of presentation is
essential for a conceptual article: it
demonstrates causality, mediation, boundary
conditions, and cyclical system learning,
rather than offering a static list of
components.

From a methodological standpoint, the
mechanistic-process model enables the
integration of a wide spectrum of
contemporary research streams into a single
conceptual framework [1-40]. Digital twins,
artificial intelligence, big data, the Internet of
Things, blockchain, autonomous transport,
digital trade and logistics corridors, circular
and humanitarian logistics, resilience
management, business ecosystems, and
other avenues cease to be treated as isolated
objects of study. They emerge as diverse
sources, infrastructures, or contexts for
intelligence integration, the impact of which
depends on whether knowledge sharing,
coordination, organizational learning, human
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oversight of algorithmic decisions, and
feedback loops are effectively secured.

In this lies the strategic value of the
proposed concept. It is not intellectualization
itself, but the conceptual framework of its
analysis that unites the findings of different
scientific schools, refines the conceptual
apparatus, and creates a methodological
foundation for subsequent conceptual and
empirical studies in logistics and supply chain
management. Within this article, the authors
deliberately  refrain  from  proclaiming
intellectualization a new scientific paradigm;
such status can only be recognized through
broader adoption of this problem-
formulation approach, explanatory logic, and
method selection within the scientific
community. Therefore, the research agenda
of intellectualization is presented as an open
set of propositions and questions requiring
further operationalization, critical discussion,
and empirical validation.

5.1. Propositions for Further Testing

To prevent the proposed model from
remaining merely a descriptive framework, it
must be translated into propositions suitable
for subsequent operationalization (Table 3).
These propositions operate across different
levels: theoretical propositions describe
causal and mediated relationships within the
logistics  system; the methodological
proposition clarifies the unit of analysis; and
the institutional proposition addresses the
journal's role in shaping the research field
(and is presented separately in Section 7). This
division prevents the conflation of systemic
theory, research methodology, and editorial
policy.

The presented theoretical propositions
serve two key functions. First, they render the
conceptual framework open to academic
debate: each proposition can be supported,
refined, or contested in subsequent research.
Second, they transform the general model of
intellectualization into a set of testable
relationships between sources of intelligence,
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integration  mechanisms, transformation
dimensions, and systemic outcomes.
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Table 3 — Theoretical propositions of the conceptual framework of logistics intellectualization

Proposition Content

Direction of Testing

of Dimensions
dimensions.

Intellectualization is determined not by the maximum
1. Complementarity | development of a single dimension, but by the alignment of
cognitive, technological, organizational, social, and evolutionary

Comparison of balanced versus
technology-dominant profiles of logistics
systems.

2. Mediated Impact

of Al algorithmic decisions.

Artificial intelligence enhances adaptability only through data
quality, organizational learning, and human oversight of

Testing the mediating effect of data,
learning, and human-in-the-loop
mechanisms.

3. Emergent Nature

of Resilience AT
consequence of digitalization.

Resilience is an emergent outcome of interacting technological,
social, and organizational capabilities, rather than a direct

Comparison of digital sophistication with
actual recovery speed and adaptability.

4. Integration of
Distributed
Intelligence

Human, organizational, inter-organizational, and artificial
intelligence are converted into adaptive capabilities through
knowledge sharing, coordination, learning, and oversight.

Analysis of the role of integration
mechanisms between sources of
intelligence and systemic outcomes.

Source: developed by the author.

The methodological proposition of this
article asserts that intellectualization alters
the primary unit of analysis in logistics
science: shifting from an individual process or
enterprise to a supply chain, network, and
socio-technical ecosystem. This proposition
does not describe an internal causal
mechanism within the logistics system, but
specifies the level at which such a system
should be investigated. It can be tested by
comparing the explanatory power of models
operating at different scales: functional,
organizational, network, and ecosystemic.

5.2. Boundary Conditions and Risks of
Intellectualization

The mechanistic-process model of
intellectualization does not assume an
automatic transition from digitalization or Al
implementation to adaptability, resilience,
sustainability, and value creation. On the
contrary, its explanatory strength also lies in
revealing when the expected positive effect
may fail to materialize. If sources of
intelligence are not integrated through
effective knowledge sharing, coordination,
organizational learning, and human oversight

of algorithmic decisions, intellectualization
can introduce new vulnerabilities or scale
existing errors.

Consequently, intellectualization must be
viewed not as a linearly positive process, but
as an ambivalent transformation of a complex
socio-technical system. It can enhance
adaptability only in the presence of sufficient
data quality, transparent algorithmic
procedures, distributed accountability, cyber
resilience, system interoperability,
preservation of human expertise, and
balanced data access rules. In the absence of
these conditions, the very same technologies
and organizational mechanisms can amplify
algorithmic opacity, platform lock-in, data
power concentration, cyber risks, automated
erroneous decisions, local optimization at the
expense of the system, and the
environmental costs of digital infrastructure.

The most critical boundary conditions
include data quality and availability,
algorithmic transparency, meaningful human
oversight, digital system interoperability,
cyber resilience, equitable data access rules,
and the organizational capacity to retain
critical expertise. Lacking these,
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intellectualization may weaken rather than
strengthen the system: scaling faulty
decisions, diluting accountability, deepening
platform lock-in, generating cascading digital
vulnerabilities, reinforcing localized
optimization to the detriment of the network,
or increasing the environmental footprint of
digital infrastructure.

Thus, the intellectualization model must
not only explain the desired developmental
trajectory of logistics systems, but also define
its boundaries. This distinction is vital for
subsequent operationalization: future
empirical studies must test not only the direct
or mediated positive impacts  of
intellectualization, but also the conditions
under which these effects diminish, reverse
direction, or yield unintended consequences.
For this reason, risks, constraints, and
negative scenarios are not external add-ons
to the concept, but an integral part of its
theoretical architecture.

6. Research Agenda

The rapid transformation of the global
economy, business process digitalization,
geopolitical instability, climate challenges,
and accelerated technological progress
impose fundamentally new demands on
logistics science. Under these conditions,
establishing a long-term academic research
agenda - which consolidates the efforts of the
scholarly community around the most
promising and socially significant issues -
becomes just as critical as analyzing current
operational processes.

The editorial board of the journal
operates on the premise that modern logistics
is undergoing a  transition  from
predominantly functional flow management
to the governance of complex adaptive socio-
technical systems. Therefore, a Research
Agenda cannot be limited to a mere list of
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thematic  priorities. It must capture
unresolved scientific problems, formulate
research questions, define units of analysis,
propose theoretical lenses, guide authors on
appropriate methodologies, and outline the
type of scientific contribution expected from
future submissions.

To this end, the journal's research
avenues are presented as a system of research
clusters (Table 4). Each cluster directly
connects to the mechanistic-process model of
intellectualization proposed in this article:
sources of intelligence specify which actors or
systems generate knowledge, decisions, and
algorithmic recommendations; integration
mechanisms explain the bridge from isolated
resources to adaptive capabilities;
intellectualization dimensions delineate the
domains where these capabilities become
embedded; and systemic outcomes define
the expected effects to be conceptually
explained or empirically tested.

The established research agenda is not a
simple inventory of thematic topics, but a
system of interconnected research clusters.
To reflect its internal logic, the clusters are
structured across three levels: sources and
mechanisms  of intelligence; systemic
properties and domains of application; and
methodological research support. The
architecture of the research agenda is
presented in Figure 3.

As shown in Figure 3, the first level unites
clusters that investigate the sources and
mechanisms for building the intellectual
capabilities of a logistics system: hybrid
intelligence, autonomous systems, digital
trust, knowledge, and human capital. These
avenues explain which actors, technologies,
and mechanisms create knowledge, shape
decisions, enable human-algorithm
interaction, and support inter-organizational
coordination.
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Figure 3 — Research agenda architecture
Source: developed by the author.
The second level encompasses systemic toolkit, while empirical insights should
properties and practical application domains continuously feed back into refining

of intellectualization: complex adaptive
systems, resilience, circular and sustainable
logistics, and humanitarian logistics. Within
these clusters, research focuses on how the
combination of human, organizational, inter-
organizational, and technological capabilities
influences logistics system adaptation,
performance under disruption, resource flow
sustainability, and societal resilience.

The  third level provides the
methodological support for the research
program, covering the measurement of
intellectualization and the methodological
development of logistics science. It ensures
concept operationalization, indicator
development, unit-of-analysis  selection,
theoretical proposition testing, and cross-
comparison of findings across studies. At the
same time, the boundaries between levels
remain flexible: cross-cutting linkages
demonstrate that each thematic cluster
requires an appropriate methodological

concepts, models, and research methods.

Figure 3 illustrates the overarching
architecture and interdependence of the
research  clusters.  Their  substantive
breakdown - unresolved problems, core
research questions, units of analysis, plausible
theoretical lenses, recommended
methodologies, and expected types of
scientific contribution - is detailed in Table 4.

The presented Research Agenda
transforms the journal's thematic profile into
an instrument of scientific orientation. Its core
logic lies not in establishing an exhaustive list
of topics, but in helping authors navigate
from a general subject to a research problem,
from a problem to a question, and from a
question to an appropriate unit of analysis,
theoretical lens, and testing methodology. It
is precisely this transition that renders the
editorial policy not only thematic, but also
methodological.
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Table 4 — The journal's Research Agenda as a system of research clusters
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Cluster

Unresolved Problem

Core Question

Unit of Analysis &
Methods

Expected Contribution

Hybrid Intelligence

Allocation of decisions
among human,
organization, network,

When does a hybrid
decision outperform a
purely human or

Team, process, network;
experiments, case studies,

Accountability distribution
models; empirical

and Al algorithrmic one? agent-based modelling evidence
How does
Boundaries of control autonomization Operation, warehouse, Governance
Autonomous " o . . i
and accountability of transform the route; design science, architectures; autonomy
Systems . . i ! .
autonomous agents management of simulations, digital twins metrics
logistics operations?
. Transition from local How do local rules .
Complex Adaptive - . shape network Chain, ecosystem; network | Explanatory models;
decisions to systemic o . .
Systems . adaptability or analysis, system dynamics | testable hypotheses
properties -
vulnerability?
Transforming crisis Which mechanisms | Chain, critical infrastructure; | Adaptation models;
Resilience experience into long- build resilience longitudinal studies, case | assessment
term capability following disruptions? | studies methodologies
Which rules ensure Platform, corridor;
- Data sharing among trust without " g Trust architectures;
Digital Trust . comparative case studies, | . I
autonomous actors excessive desi . interoperability criteria
o esign science
centralization?
Circular and Aligning sustainability, How does collective | Flow network, ecosystem; . .
) L ) . Integrative models;
Sustainable closed-loop flows, and | intelligence impact LCA, modelling, case o .
‘e o C . . sustainability metrics
Logistics digital coordination circular flows? studies

Humanitarian

Balancing speed,
faimess, transparency,

How to coordinate
humanitarian supply

Community, humanitarian
chain; action research,

Applied coordination
models; policy

Human Capital

individual expertise to
systemic capability

supply chain
adaptation?

Logistics chains under extreme | scenario planning, network .
and trust P . recommendations
uncertainty? analysis
. How do learning and .-
Transition from . . Specialist, team, )
Knowledge and competencies drive Measurement scales;

organization; surveys,
interviews, SEM

competency models

Methodology of
Intellectualization

Risk of substituting
intellectualization with
digitalization metrics

Which indicators
reflect the capacity to
learn and adapt?

System, chain, ecosystem;
Delphi method, scale
validation, bibliometrics

Concept
operationalization;
research agendas

Source: developed by the author.

The identified clusters are not isolated.

For instance, studies on hybrid intelligence

are directly linked to digital trust,
autonomous systems, knowledge
management, and the methodology of

measuring intellectualization. Research on
resilience intersects with humanitarian
logistics, complex adaptive systems, and the
circular recovery of material flows. Therefore,
the journal's mission extends beyond

accepting manuscripts on individual topics to
supporting works that build inter-cluster
bridges and generate a cumulative scientific
contribution.

Principles of Building the Editorial
Portfolio

The established priorities do not imply
restricting the journal's thematic scope. On
the contrary, they form an open framework
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for advancing scientific inquiry. The editorial
team seeks to support works that:

1. Formulate a clear unresolved problem,
rather than merely describing a trendy topic.

2. Offer research questions, hypotheses,
or conceptual propositions open to debate or
empirical testing.

3. Define the unit of analysis and the
boundary conditions for the applicability of
conclusions.

4. Combine a theoretical lens with
methodologies suited for conceptual or
empirical validation.

5. Generate a scientific contribution
across one or several levels: empirical
evidence, methods, models, concepts,
theories, or research agendas.

6. Adhere to the principles of open
science, reproducibility of results, and
international academic collaboration.

Thus, the journal's Research Agenda
serves not as a closed list of subjects, but as an
open research platform. Its purpose is to
cultivate an intellectual domain where
current logistics trends are transformed into
scientific problems, testable questions,
methodologically sound research designs,
and cumulative contributions to the field of
logistics science.

7. The Academic Journal as an
Institutional Mechanism for Field
Development

Scientific progress is driven not only by
the emergence of new research findings, but
also by the presence of institutions capable of
facilitating their critical reflection, integration,
and continuous development. Traditionally,
the academic journal has served as one such
core institution. However, amid the rapid
growth of scientific information, deepening
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interdisciplinarity, and the globalization of
scholarly communication, its role is shifting
significantly.

In the context of establishing the field of
logistics intellectualization, a journal can fulfill
five interconnected functions:

— Representative function. Ensures the
quality of academic communication, rigorous
double-blind  peer review, and the
international visibility of research findings.

— Integrative function. Unites diverse
disciplines, methodologies, and research
traditions.

— Concept-forming function. Supports
publications that construct new concepts,

models, typologies, and theoretical
propositions.
— Foresight function. Identifies

emerging research problems, organizes
special issues, and shapes the Research
Agenda.

— Platform function. Builds an open
intellectual ecosystem that connects authors,
reviewers, editors, early-career researchers,
practitioners, and international partners.

The influence of an academic journal on
the development of a research field extends
beyond selecting and disseminating
individual papers. Through editorial policy,
peer review standards, special thematic
issues, support for conceptual papers,
research agenda setting, and the expansion of
academic networks, the journal shapes which
types of scientific contribution gain
recognition, which questions become
subjects of future research, and how a shared
scientific language is formulated. The
generalized mechanism of this impact is
illustrated in Figure 4.
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Figure 4. Mechanism of the Journal’s Influence on the Development of a Research Field
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Figure 4 — Mechanism of the Journal's influence on the development of a research field
Source: developed by the author.

As shown in Figure 4, each function of the
journal is operationalized through a specific
set of editorial instruments and fosters
corresponding types of scientific
contribution. The representative function,
enforced via peer review and quality
standards, supports the generation of reliable
empirical evidence and reinforces trust in
published findings. The integrative function,
executed through interdisciplinary issues,
thematic collections, and review papers,
facilitates the convergence of research
streams and the formulation of a shared
scientific language. The concept-forming
function creates space for novel concepts,
models, and theoretical frameworks, whereas
the foresight function translates emerging
problems into new research questions,
priorities, and thematic clusters. The platform
function enables interaction among authors,
reviewers, and institutions, sustaining
collaborative projects, professional

communication, and the growth of the
international academic community.

The interplay of these functions yields not
a mere sum of discrete publications, but the
gradual accumulation of knowledge.
Cumulative knowledge arises when new
studies build upon prior findings, refine
concepts, test models, compare
methodologies, and uncover new research
questions. Within this logic, the journal
operates not merely as a channel of academic
communication, but as an institutional
mechanism  supporting the consistent
advancement of theory, methodology, and
the research community.

At the same time, the presented diagram
is conceptual rather than empirically proven.
It depicts a hypothesized mechanism of
journal impact that warrants further
validation through the analysis of publication
thematic  structures, citation patterns,
interdisciplinary  linkages, co-authorship
networks, and the emergence of new
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research clusters. This provides grounds to
treat the institutional role of the journal as a
distinct avenue for future inquiry, rather than
an established fact.

Thus, the journal's functions, editorial
instruments, and supported types of scientific
contribution constitute an interconnected
institutional loop. Its performance s
measured not by the volume of published
material, but by the publication's capacity to
ensure  evidence quality, knowledge
integration, concept development, question
generation, and the sustainability of
academic engagement.

The institutional proposition of this
article asserts that an academic journal
influences the development of a research
field not only through manuscript selection,
but also by defining the admissible types of
scientific  contribution, interdisciplinary
linkages, and open research questions. This
proposition belongs not to the operational
theory of logistics systems, but to the domain
of academic field institutionalization. It can be
tested through the analysis of publication
thematic structures, the proportion of
conceptual and methodological papers,
citation interdisciplinarity, co-authorship
networks, special thematic issues, and the
volume of articles building upon the
published Research Agenda.

Editorial instruments for implementing
these functions may include special issues,
invited conceptual papers, perspective
papers, methodological debates, literature
reviews with explicitly defined research gaps,
methodological transparency requirements,
open data support where feasible, the
publication of research agendas, and the
encouragement of interdisciplinary peer
review. Such instruments enable the journal
to shape not only publication topics, but also
the types of scientific contribution recognized
as meaningful for field advancement.

The role of the journal is appropriately
framed not around a "quality pyramid," but
across distinct levels of abstraction in
scientific contribution. Empirical evidence
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provides the factual foundation; methods and
tools enhance research reproducibility;
models explain underlying mechanisms;
concepts and frameworks refine scientific
terminology; and theories alongside research
programs shape the long-term agenda. None
of these levels is inherently "superior" in
quality: theoretical generalizations require
validation, while empirical findings derive
scientific weight through validity,
transparency, and cumulative integration into
broader scholarly discourse.

The anticipated outcomes of this
institutional role encompass not simply an
increase in publication output, but an
enhancement in evidence quality, the
development of a shared research language,
the emergence of novel conceptual
frameworks, the strengthening of
international research networks, and the
accumulation of knowledge in the field of
logistics intellectualization. In this process,
open science acts not as a decorative
principle, but as a prerequisite for trust -
safeguarding methodological transparency,
responsible data usage, ethical peer review,
and the verifiability of research results.

8. Discussion

The proposed framework holds merit
only if it explains more than existing concepts
of digital transformation in logistics.
Compared to Logistics 4.0, its explanatory
advantage lies not in an expanded roster of
technologies, but in a distinct research query.
Logistics 4.0 primarily addresses how digital,
cyber-physical, platform, and analytical
solutions reconfigure operations, processes,
and supply chain integration [1-6; 11-18].
Intellectualization, by contrast, asks under
what conditions these solutions are
converted into a system's capacity to learn,
coordinate, adapt, and make responsible
decisions. Therefore, a digital twin, a
predictive algorithm, or a data-sharing
platform does not in itself constitute evidence
of intellectualization. These tools become
elements of intellectualization only when
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embedded within mechanisms of knowledge
creation, organizational learning, human
oversight, inter-organizational trust, and
feedback loops.

Compared to Logistics 5.0, the proposed
framework clarifies the precise interaction
among human-centricity, sustainability,
technological advancement, and adaptability.
Logistics 5.0 importantly shifts focus from
purely technocratic automation toward
human agency, social responsibility, and
sustainable development [19-25]. However,
human-centricity alone does not fully explain
how human expertise interacts with
organizational memory, algorithmic models,
and the collective knowledge of the network.
The intellectualization framework introduces
a mechanistic explanation to this relationship:
human intelligence does not merely "remain
at the center," but fulfills functions of
interpretation, critical oversight,
contextualization of algorithmic
recommendations, and accountable decision-
making under uncertainty. In this sense,
intellectualization does not compete with
Logistics 5.0, but provides a more precise

language for describing the hybrid
intelligence of logistics systems.
The relationship between

intellectualization and knowledge-based
supply chain management warrants distinct
delineation. Knowledge-based supply chain
management has long emphasized the value
of knowledge, competencies, learning, and
inter-organizational experience sharing [27;
36-38]. The intellectualization framework
does not refute this tradition, but extends it
along at least three vectors. First, knowledge
is viewed not merely as an organizational or
network resource, but as an emergent
property resulting from the interaction of
human, organizational, inter-organizational,
and artificial forms of intelligence. Second, the
focus  expands beyond knowledge
accumulation to encompass its algorithmic
representation, automated updating,
explainability, and governance. Third,
knowledge is linked to the evolutionary
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adaptation of the system: the critical metric
becomes not the mere existence of a
knowledge base or skill set, but the system's
capacity to modify its behavioral rules in
response to disruptions, errors, and novel
environmental signals.

Regarding complex adaptive systems
(CAS) theory, the proposed framework
occupies an intermediate position between a

general system metaphor and an
operationalized model of  logistics
transformation. CAS theory effectively

explains  self-organization, non-linearity,
emergence, and co-evolution, yet often
remains at a high level of abstraction.
Intellectualization  operationalizes  these
concepts for logistics through sources of
intelligence, integration mechanisms, five
transformation dimensions, and systemic
outcomes. lIts contribution lies not in
replacing complexity theory, but in
demonstrating which specific socio-technical
mechanisms can convert localized actor
decisions, digital signals, algorithmic
recommendations, and organizational
experience into adaptive supply chain or
ecosystem capabilities.

The most debatable proposition within
the framework is the complementarity of
dimensions. It posits that a high level of
technological development cannot
compensate for deficiencies in organizational
learning, trust, or human oversight. This is a
strong, non-trivial proposition. In certain
contexts, the technological dimension may
indeed exert a dominant influence - such as
in standardized operations with high data
quality and low environmental uncertainty. In
other contexts - particularly during crises,
wartime disruptions, information scarcity, or
interactions among autonomous actors -
technological superiority can be neutralized
by a lack of coordination and trust. Thus,
complementarity should be treated not as an
axiom, but as a hypothesis sensitive to the
type of logistics system, the level of
uncertainty, and the nature of actor
interdependence.
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The proposition regarding the mediated
impact of artificial intelligence is similarly
open to debate. The proposed framework
assumes that Al does not directly generate
adaptability, but acts through data quality,
organizational  learning, and  human
oversight. An alternative explanation holds
that in specific operational tasks, algorithmic
optimization can improve outcomes
independently of deep organizational
transformation. For example, more accurate
demand forecasting or route optimization
can yield immediate, function-level gains.
However, such localized gains do not
constitute systemic intellectualization unless
the organization can explain the underlying
decisions, update operational rules, transfer
knowledge across actors, or prevent error
scaling. This represents the boundary
between an effective digital tool and the
evolution of an intelligent logistics system as
an analytical construct.

Alternative explanations also exist for the
phenomena attributed here to
intellectualization. Enhanced resilience may
stem not from collective intelligence, but
from redundant inventory, supplier
diversification, regulatory mandates, or
financial reserve accumulation. Improved
decision quality may result from centralized
governance, procedure standardization, or
third-party technology adoption rather than
intelligence source integration. Increases in
sustainability may be driven by normative
constraints, market pressures, or customer
requirements rather than intellectualization.
Acknowledging these alternatives prevents
intellectualization from becoming a catch-all
explanation for any positive performance
outcome. Future empirical studies must
explicity  compare these competing
mechanisms rather than simply confirming
the ideal logic of the proposed model.

For these reasons, the core tenets of the
model are formulated to be falsifiable:

— The complementarity of dimensions
proposition can be refuted if empirical
evidence demonstrates that a single
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dominant dimension (e.g., technological)
consistently explains system adaptability
better than a balanced profile across
dimensions.

— The mediated impact of Al proposition
can be challenged if direct effects of
algorithmic solutions on adaptability persist
after controlling for data quality,
organizational  learning, and  human
oversight.

— The emergent nature of resilience
proposition will be weakened if resilience
proves to be primarily a function of structural
redundancy or contractual mechanisms
rather than the interaction of technological,
social, and organizational capabilities.

— The distributed intelligence
integration proposition will require revision if
empirical findings reveal that sources of
intelligence impact outcomes independently,
without significant mediation by
coordination, learning, or feedback loops.

A critical corollary of this discussion is the
distinction between digitalization and
intellectualization. Digitalization fails to
transition into intellectualization when data
remains fragmented, inaccurate, or
inaccessible to key stakeholders; when
algorithms remain opaque and unsubjected
to meaningful human oversight; when digital
platforms deepen actor dependence instead
of fostering reciprocal coordination; when an
organization automates outdated or flawed
procedures; when technology
implementation is uncoupled from personnel
learning and decision-rule updating; or when
local optimization of a single function
compromises  overall supply  chain
performance. In such instances, a system may
become more digital, but it does not become
more intelligent.

Ultimately, the value of the proposed
framework lies not in declaring a new
milestone in logistics evolution, but in
formulating a testable research problem:
which combinations of intelligence sources,
integration  mechanisms,  organizational
conditions, and socio-technical constraints
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generate true adaptive capabilities in logistics
systems? Its theoretical contribution consists
in  explaining the transition from
technological sophistication to systemic
capacity for learning and adaptation. Its
methodological contribution lies in shifting
the unit of analysis toward the network and
socio-technical ecosystem. Its institutional
contribution rests on positioning the journal
not merely to reflect an established field, but
to provide a venue for its critical validation,
refinement, and expansion. Critical
falsifiability — rather than rhetorical appeal -
must determine the enduring scholarly
viability of the logistics intellectualization
concept.

9. Conclusion and Directions for Future
Research.

This article has established the utility of
conceptualizing the intellectualization of
logistics and supply chain management as an
integrative conceptual framework and an
open research agenda. The primary outputs
include narrowing and refining the problem
domain, systematizing core streams in
contemporary logistics research, identifying
the integrative gap among them, articulating
a methodology for conceptual synthesis,
delineating key analytical categories,
constructing a mechanistic-process model of
intellectualization, formulating four
theoretical propositions, specifying a distinct
methodological proposition on the unit of
analysis, identifying boundary conditions and
risks, constructing a Research Agenda, and
detailing an institutional proposition
regarding the role of the academic journal.

The scientific contribution of this paper
rests on framing logistics intellectualization
not as a technological trend, but as a systemic
process through which logistics systems
develop capabilities for learning,
coordination, adaptation, self-organization,
and decision-making. The proposed model
explains how human intelligence,
organizational memory and learning capacity,

8-35
v.38 (2026)
https://smart-scm.org

inter-organizational collective intelligence,
and artificial intelligence - mediated by
knowledge sharing, coordination,
organizational learning, and human oversight
of algorithmic decisions — are converted into
adaptive capabilities across cognitive,
technological, organizational, social, and
evolutionary dimensions. The theoretical
propositions translate this conceptual logic
into testable relationships, the
methodological proposition clarifies the
appropriate scale of analysis, and the
institutional proposition highlights the role of
the journal in driving field development.

Future research should focus on
operationalizing  the  dimensions  of
intellectualization, developing measurement
scales and indicators, empirically testing the
impact of Al on adaptability and resilience,
investigating hybrid intelligence in logistics
decision-making, examining digital trust in
decentralized ecosystems, and conducting
comparative analyses across units of analysis:
process, enterprise, supply chain, network,
and socio-technical ecosystem. Negative
scenarios of intellectualization require
dedicated empirical inquiry: algorithmic
opacity, cyber risks, technology vendor lock-
in, erosion of human expertise, localized
optimization at system expense, and the
environmental footprint of  digital
infrastructure. A final avenue for future
investigation concerns academic
communication itself: evaluating how
editorial policies, open data practices, special
thematicissues, and conceptual papers shape
the emergence and institutionalization of
new research fields.

Accordingly, this article does not claim to
conclude the debate. Its objective is to
establish a methodologically grounded
framework suitable for critical discourse,
refinement, operationalization, and empirical
testing in future studies. This aligns with the
purpose of a foundational conceptual paper
and the editorial mission of the journal
Intellectualization of Logistics and Supply
Chain Management.
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TRANSFORMATION OF ORGANIZATIONAL CULTURE AND
MANAGEMENT MODELS IN INTERNATIONAL BUSINESS UNDER THE
INFLUENCE OF INNOVATION AND GEOPOLITICAL CHANGES

Gurina Ganna, Podrieza Serhii, Podrieza Mykhailo. «Transformation of organizational culture
and management models in international business under the influence of innovation and geopolitical
changes». The study focuses on the evolution of corporate governance and the internal organizational
environment under the pressure of global turbulence. The article demonstrates that attempts to reshape
organizational culture through top-down or directive approaches are ineffective; instead, the key driver of
success lies in a shared understanding of change across the entire team and flexible alignment with stakeholder
demandes.

Special emphasis is placed on the practical experience of Ukrainian businesses operating under martial
law. Shelling, destruction of critical logistics, and the loss of production assets force companies to immediately
abandon obsolete operational models in favor of searching for non-standard business solutions. It is
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substantiated that a culture built on trust and decentralization serves as the primary mechanism for
maintaining operations and preserving human capital under extreme force majeure.

The paper concludes that the extraordinary resilience developed by Ukrainian enterprises establishes new
benchmarks for international management and opens up avenues for integrating domestic companies into
global markets.

Keywords: organizational culture, transformation of management models, anti-crisis management,
adaptive management, corporate governance, war risks for business, relocation of enterprises, security
factor, organizational viability, sustainability, business adaptability, human capital, stress resistance of
organizations, decentralization, international business, geopolitical shocks, innovative business models,
cross-cultural management, supply chains, interaction with stakeholders, competitiveness

lFaHHa lypina, Cepeiti lNoopesa, Muxatiino lNodpe3sa. «TpaHcpopmayia opaaHizayitlinoi Kynemypu
ma ynpaeniHceKux modenell y mixknapodHomy 6i3Heci nio ennueom iHHoeayili ma zeononimuYyHux
3MiH». HocnioxeHHa npuceadeHo npobnemam esosoyii  KOPNopamueHoz20 ynpassiHHA —ma
B8HYyMPpIilWHbO0Pp2aHi3auyiliHo2o cepedosuUWA NI0 MUCKOM BUKJIUKI8 2106an1b6HOi mypbyneHmHocmi. ¥ cmammi
dosedeHo, Wo cnpobu pehopmysamu op2aHizauitiHy Kyaemypy 3a 00NOMO20K0 CUI08020 YU OUPEeKMUBHO20
MUCKY € HeeheKmUBHUMU; 3aMiCMb Yb020 K/TIOHOBUM YUHHUKOM YCNiXy € cniflbHe yC8iOOMIeHHA 3MiH yCiM
KOJIeKMUBOM md 2HyYKe pea2ysaHHsa Ha 3anumu cmelikxonodepis.

Ocobnusy ysazy npudineHo npakmu4HoMy 00C8i0y (pyHKUIOHYBAHHSA YKPAIHCbKO20 Oi3HeCy 8 yMo8ax
80€HHO20 cmaHy. O6cmpinu, pylUHY8aHHA KpUMUYHOI /102icmuku ma empama 8upobHu4ux o6'ekmis
3MyWwyromes KOMNAaxii HezaliHo 8iOMossmMuUca 8i0 3acmapinux ynpasniHCbKUX CXeM HA KOpucmos NOWYKY
HecmaHoapmHux 6i3Hec-modesneti. O6rpyHmMosaHo, o came Kysibmypd, 3aCHO8AHA HA OeyeHmpanizauii ma
0o8ipi, BUCMYNAE 20/108HUM iHCMPYyMeHMoMm 36epexxeHHA onepauiliHol 0ifanbHOCMi Ma 100CbKO20 pecypcy 8
YMOBAX hOpC-Maxxopy.

3pobeHo 8UCHOBOK, W0 HA6YMA YKPAiHCbKUMU NiONPUEMCMBAMU eKCMpemMasibHA XUmme30amHicme
CMBOPIOE HOBI OpiEHMUPU 071 MiXXHAPOOHO20 MeHeOXMeHMy ma GiOKpUBdE WIIAXU OnA iHMezpayii
8iMYU3HAHUX KOMNGAHIU y C8iMO08i pUHKU.

Knrouoei cnoea: opraHisaliiHa KynbTypa, TpaHchopmaLia ynpaBniHCbKUX MOAeNen, aHTUKPU30Be
YNpPaBNiHHA, afanTyBHe YNpaBJiHHA, KOPNOPATUBHE YNPaBiHHSA, BOEHHI pM3nKKN ans Gi3Hecy, penokauin
NianpueMcTB, 6e3neKoBUI UYMHHUK, OpraHilauifiHa »XWUTTE3OATHICTb, CTiMKiCTb, 6i3HEeC-afanTUBHICTb,
NIOACbKMIA KaniTa, CTPeCcOCTIKICTb opraHisauii, AeueHTpanisauia, MiXkHapogHUn Gi3Hec, reononiTUYHi
LWOKW, iHHOBaLiHi Gi3HeC-Moaeni, KPOC-KYNbTYPHUN MEHELKMEHT, NaHLIorM NMoCcTayaHHsA, B3aEMogis 3i
CTenKxongepamm, KOHKYPeHTOCNPOMOXHICTb

Introduction. Modern enterprises are
forced to operate under conditions of
extreme  geopolitical and  economic
turbulence, requiring high controllability and
adaptability of all internal systems under
pressure  from  external stakeholders.
Organizational culture is a complex, "living"
organism that does not yield to directive,
imperative, or authoritarian administration
methods. Building an effective mechanism for
its transformation is possible only under the
condition of a high level of philosophical

maturity and mutual understanding from
both leadership and staff. In turn, the process
of reforming corporate culture is continuous
and serves as a synchronous response of the
internal environment to adopted
management decisions, where the ultimate
goal is achieving a balance between its
stability (strength) and flexibility.

In the unique realities of modern Ukraine,
this process assumes critical importance.
Amid full-scale war, when domestic business
suffers direct physical destruction from
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enemy shelling, and entire logistics hubs and
manufacturing capacities are destroyed in an
instant, traditional operating models
completely lose their efficacy. Under such
conditions, a deep transformation of
organizational culture becomes not merely a
matter of development, but a strategic
imperative for survival. It must foster within
the team  high  stress  resistance,
decentralization in decision-making, and a
readiness for the immediate search for
fundamentally new business solutions,
alternative routes, and flexible operating
models.

Thus, the rapid adaptation of corporate
culture enables enterprises not only to
promptly restore destroyed supply chains,
but also to reconfigure internal
communications to preserve human capital
under conditions of constant danger. It is
precisely a culture built on trust, mutual
support, and a high level of employee
autonomy that allows Ukrainian companies to
maintain operational efficiency even during
prolonged blackouts or forced relocation.
Furthermore, this wartime experience forms a
unique type of organizational viability that
becomes an important  competitive
advantage in the international arena. Global
business is increasingly adopting Ukrainian
crisis management case studies, where the
innovativeness of solutions stems not from
planned budgets, but from team agility and
cohesion. Ultimately, the capacity of
organizational culture for rapid self-
organization under the influence of extreme
external factors transforms critical risks into
new opportunities for scaling and expanding
into new markets.

Literature review. Ensuring the
adaptability and effectiveness of crisis
management under martial law relies on the
principles outlined in the works of L.
Lihonenko and 1. Myahkykh [4], which
establish that traditional authoritarian (rigid)
management methods lose their efficacy
during localized critical shocks, such as
shelling and  physical infrastructure
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destruction. This reality demands the
implementation of flexible mechanisms,
decision-making decentralization, and the
capacity for rapid  self-organization.
International research on this issue seamlessly
complements domestic academic
contributions through the lenses of European
and American scholarly traditions.

Specifically, the European management
vector focuses on a multi-stakeholder
approach, cross-cultural environments, and
supply chain resilience. The impact of national
and corporate cultural dimensions on
organizational behavior amid emerging
geopolitical threats is analyzed through the
frameworks of G. Hofstede [8] and J. Aarestrup
[5]. Furthermore, supply chain resilience
under external shocks is explored in the works
of S. Seuring and M. Christopher [6], who
demonstrate that a firm’s capability to rapidly
reorganize destroyed logistics hubs depends
not only on physical resources but also on the
agility of its organizational culture and
partner relationships—a view that aligns with
F. Ducrot’s [7] research on the significance of
ethical leadership and  synchronizing
corporate actions with societal demands
during crises.

Concurrently, the American school sets
methodological benchmarks for analyzing
innovative business models, the VUCA/BANI
environment, and organizational resilience. E.
Schein’s [11] foundational model explains the
underlying reasons why cultural
transformation cannot be achieved through
directive top-down methods. G. P. Pisano [9]
substantiates the necessity of balancing
creative freedom with rigorous execution
discipline to foster crisis-driven innovations.
Finally, the conceptual foundations of
strategic adaptation proposed by M. E. Porter,
alongside N. N. Taleb’s [13] concept of
"antifragility,"” demonstrate how extreme
external shocks and "black swans" can serve
as catalysts not merely for survival, but for the
qualitative development of business entities
through deep internal transformation.

This work is licensed under a Creative Commons Attribution 4.0 International License



The electronic scientifically and practical journal

“INTELLECTUALIZATION OF LOGISTICS AND SUPPLY CHAIN MANAGEMENT”,

ISSN 2708-3195

Despite a significant body of scientific
work, most foreign studies consider
geopolitical  risks and  changes in
organizational culture in relatively stable or
moderately crisis conditions (for example,
during economic recessions or the COVID-19
pandemic). At the same time, the specifics of
corporate culture transformation and the
search for non-standard business solutions in
conditions of direct military operations,
physical destruction of logistics hubs and
infrastructure in Ukraine remain insufficiently
conceptualized in the context of international
business and require further in-depth
analysis.

Purpose and objectives. The main
purpose of this study is to conceptualize the
mechanisms of transforming organizational
culture and management models in
international  business amidst  global
geopolitical turbulence and the extreme
operational conditions of martial law in
Ukraine. To achieve this overarching aim, the
study addresses several interconnected
research objectives. First, it seeks to analyze
the theoretical foundations of organizational
culture adaptability and evaluate the
limitations of directive, top-down
management styles under crisis conditions.
Second, the paper aims to examine the
impact of severe external shocks - specifically
military actions, shelling, and the physical
destruction of critical logistics hubs - on the
continuity of business operations. Third, it
investigates  the  strategic  role  of
organizational resilience in enabling rapid
decision-making decentralization and the
preservation of human capital. Fourth, the
study explores the integration of innovative
business models and supply chain
reconfiguration strategies as adaptive
responses to geopolitical risks. Fifth, it
evaluates the alignment of corporate actions
with multi-stakeholder interests, ethical
leadership, and societal expectations during
crisis periods. Sixth, the research assesses
cross-cultural  management  approaches
within multinational enterprises adapting to
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fragmented global markets. Seventh, it aims
to synthesize the unique empirical experience
of Ukrainian businesses operating under
martial law to formulate best practices for
global management. Finally, the study
intends to outline actionable
recommendations for corporate leaders
seeking to transform  organizational
vulnerability into long-term strategic agility
and competitive advantage.

Results, analysis, and discussion.
Organizational culture at the current stage of
functioning of modern organizations is
subject to significant influences and
transformations. This is due to the adaptive
response of its elements to changes in the
external and internal environment. New
social, economic trends and complications of
the social paradigm of interaction between
various institutions require further scientific
research in the direction of monitoring
exogenous influences and  modeling
appropriate management steps and
processes of organizational culture changes.

Currently, the leaders of most companies
understand the importance of developing
organizational culture, but many of them
cannot build an effective model for its
formation. This is due, first of all, to the lack of
understanding by management of the need
for further development of organizational
culture; the lack of personnel with digital skills
and knowledge; the lack of customer
orientation among managers; insufficient
cohesion of the team to achieve the strategic
goals of the company. Therefore, in modern
business conditions, the problems of
developing  organizational culture of
enterprises, taking into account their industry
specifics, are becoming increasingly relevant.
Successful transformation of Ukrainian
business in the context of global challenges
requires a systemic approach to the selection
and implementation of management tools, a
balance between innovation and stability, the
development of competence and
organizational  culture, flexibility and
adaptability to change, as well as a focus on
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creating long-term value for all stakeholders.
Such transformation will allow Ukrainian
business not only to survive in difficult
conditions, but also to create a reliable
foundation for future sustainable
development and increased competitiveness
in the world market. At the same time, a
critical factor in success is the organization's
ability to learn and adapt faster than changes
in the external environment.

It should be noted that the external
environment, represented by
macroeconomic trends, legislative norms,
technological innovations and changing
consumer preferences, creates the context in
which an organization operates. Adaptation
to these changes is a key factor in survival and
development. Internal factors, such as: quality
of  management, corporate  culture,
innovation potential and efficiency of
business processes, determine the internal
stability of the organization and its ability to
respond to external challenges. The
combination of these factors forms the profile
of the organization and affects its
development trajectory. Analysis of internal
and external factors allows you to identify
potential risks and opportunities that arise at
different stages of development. Thanks to
this, management can take proactive
measures in a timely manner aimed at
optimizing business processes, increasing
competitiveness and ensuring the long-term
success of the enterprise.

Analysis of practical experience of
enterprises functioning in conditions of
extreme turbulence shows that the
preservation of operational activity directly
depends on the speed of transformation of
intra-organizational processes. The study
revealed that the physical destruction of

36-43
v.38 (2026)
https://smart-scm.org

production facilities and the interruption of
logistics chains force businesses to switch
from long-term planning to a system of
operational anti-crisis response. The key
factor of stability is the decentralization of
management functions, which provides
autonomy to regional divisions and line
teams to make instant decisions on the spot.
The results of the analysis show that the
implementation of flexible schedules, digital
platforms for coordination and cross-
functional interaction allows maintaining
high productivity even in the event of power
outages or personnel relocation. A special role
is played by the reformatting of corporate
values towards horizontal trust, mutual
assistance and employee safety, which is the
main factor in retaining human capital.
Discussion of the obtained results confirms
that attempts to apply directive pressure in
conditions  of crises only deepen
disorganization and reduce the motivation of
the team. Instead, stakeholder focus and
ethical leadership create a solid foundation
for rapid restructuring of logistics hubs and
the search for new market niches. The
experience acquired by domestic companies
in adapting to extreme security risks forms a
new model of anti-crisis management, which
turns forced flexibility into a long-term
competitive advantage in international
business [3]. The process flow illustrates the
step-by-step evolution (fig.1) from an initial
external shock (extreme security risks) to the
establishment of an advanced management
system. Forced agility (organizational
resilience) serves as the core transformational
bridge, leveraging decentralization and
corporate culture shifts to turn martial law
challenges into strategic assets for
international market expansion.

This work is licensed under a Creative Commons Attribution 4.0 International License



The electronic scientifically and practical journal

“INTELLECTUALIZATION OF LOGISTICS AND SUPPLY CHAIN MANAGEMENT”,

ISSN 2708-3195

36-43
v.38 (2026)
https://smart-scm.org

(Full-Scale War

ExTnEME SECURITY RISKS
2lling, Infrastructure Destruction)

TRIGGER FOR STRATEGIC CHANGES
(Logistics Hub Disruptions, Inefficacy of Authoritarian Models)
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(Management Decentralization, Operational Autonomy of Teams)

. 4

CORE MECHANISM OF ADAPTATION: FORCED AGILITY
(Horizontal Trust, Employee Safety, Human Capital Retention)

PRACTICAL IMPLEMENTATION TOOLS
(Flexible Workflows, Digital Coordination, Logistics Reconfiguration)

FINAL OUTCOME: A NEW CRISIS MANAGEMENT MODEL &

LONG-TERM COMPETITIVE ADVANTAGE IN INTERNATIONAL BUSINESS

Figure 1 - Conceptual model of transforming security risks into competitive advantage
Source: compiled by the authors.

Further recovery and development of the
industry require continued stimulation of
development and production in the Defense
Tech sector, support for industrial processing,
modernization of capacities, and promotion
of exports, primarily in non-raw material
activities. In  addition, during the
implementation of these and other important
initiatives, it is necessary to review and update
the principles of the organizational culture of
industrial policy, which should create an
institutional basis for industrial development
based on the introduction of mechanisms and
tools for both adapting the manufacturing
sector to changes and needs of wartime and
accelerating structural shifts in the conditions
of war and post-war recovery.

Since the beginning of the full-scale
russian invasion of Ukraine, the industry has
suffered significant losses and destruction of
assets, production, distribution, and logistics
chains. According to the Rapid Assessment of
Losses and Needs of Ukraine (RDNA4), total
losses in the industry as of the end of 2025

amount to 18.7 billion USD. In total, since the
beginning of the war, the assets of more than
half a thousand large, medium-sized private
and state-owned enterprises, as well as tens of
thousands of small private enterprises, have
been damaged or destroyed. [9]

Modernizing the organizational culture of
industrial policy necessitates a fundamental
shift from reactive crisis management toward
proactive institutional stewardship. This
transformation requires creating transparent,
low-friction regulatory frameworks that
dramatically accelerate the
commercialization of dual-use technologies
and Defense Tech innovations. By embedding
agile governance principles into state
institutions, decision-makers can shorten the
feedback loop between battlefield feedback
and military-industrial manufacturing.
Furthermore, fostering public-private
partnerships will prove crucial for attracting
venture capital into advanced processing
sectors, thereby moving the national
economy  away  from raw-material
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dependency. To  support  structural
modernization, the updated organizational
culture must prioritize the integration of
digital tools and automated workflows across
traditional manufacturing supply chains.
Institutional support should also extend to
international technology transfers, enabling
domestic industrial enterprises to seamlessly
align with NATO and European Union
standards.  Simultaneously,  establishing
specialized industrial parks with tax
incentives will facilitate the relocation,
consolidation, and scaling of high-tech
production capacities. Human capital
development must sit at the core of this policy
shift, driving comprehensive reskilling
programs that equip the workforce with
advanced engineering and  robotics
competencies. Ultimately, aligning
organizational principles with long-term
export promotion strategies will allow
domestic  manufacturers  to  secure
competitive positions in global value chains.
This holistic institutional foundation will not
only sustain the manufacturing sector
through wartime pressures but also serve as
the primary engine for resilient post-war
economic reconstruction.

Conclusions. The conducted study
demonstrates that the operation of
enterprises amidst extreme geopolitical
turbulence and martial law requires a
fundamental restructuring of traditional crisis
management concepts. A comparison of
empirical data proves that traditional, rigid,
and centralized management models are
entirely incapable of responding to sudden
external shocks of such magnitude. The
research confirms that the key factor in
ensuring business process continuity is the
transformation of organizational culture
toward the decentralization of authority and
the enhancement of front-line team
autonomy. Fostering a high level of horizontal
trust and prioritizing human capital retention
serve as a foundational institutional buffer
that allows businesses to maintain
operational capacity despite the physical
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destruction of infrastructure and supply chain
disruptions.

An analysis of the scale of domestic
business destruction highlights the necessity
of shifting from reactive adaptation to the
strategic reform of industrial policy. Full-scale
security risks, energy deficits, and forced
facility relocation compel companies to seek
new sources of resilience through the
implementation of agile digital platforms and
operational supply chain reconfiguration. A
key finding of the study is that forced agility in
times of crisis transforms from a temporary
survival measure into a long-term strategic
asset. Particular significance is attached to the
development of the Defense Tech sector and
high-tech  manufacturing, which are
becoming the locomotive not only of wartime
adaptation but also of post-war economic
recovery. Integrating ethical leadership
principles and aligning with broader
stakeholder demands enable enterprises to
pivot manufacturing models toward high-
value-added production.

Modernizing the institutional
foundations of industrial policy must be
grounded in  stimulating innovation,
streamlining regulatory procedures, and
actively attracting investment into dual-use
technologies. The capacity of domestic
enterprises to rapidly reshape internal values
and operational structures forms a unique
model of organizational viability that expands
contemporary international management
theory. The practical experience of Ukrainian
business proves that even under conditions of
total uncertainty, organizational culture can
serve as the primary driver for maintaining
competitiveness. The acquired practical
adaptation mechanisms create a solid
foundation  for  integrating  national
manufacturers into global value chains as well
as EU and NATO markets. Ultimately, the crisis
management model developed under
wartime conditions makes it possible to
transform forced agility into a long-term
competitive advantage in international
business. The recommendations synthesized
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in this study provide a strategic roadmap for antifragility in their organizations amid
corporate leaders seeking to ensure high growing global risks.
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A DIGITAL EARLY-WARNING FRAMEWORK FOR MONITORING
THE ECONOMIC SECURITY OF DEFENCE-INDUSTRIAL ENTERPRISES

Oleh Harmash, Volodymyr Marchuk, Volodymyr Davydenko. «A digital early-warning framework
for monitoring the economic security of defence-industrial enterprises». The article substantiates the need
to move from periodic retrospective assessment of the economic security of defence-industrial enterprises to a
digital early-warning framework capable of detecting threats on the basis of current financial, production,
logistics, contractual, personnel, supplier-related and cybersecurity indicators. The relevance of the study
follows from the operating conditions of defence-industrial enterprises, which combine wartime uncertainty,
technological dependence, logistics disruption, regulatory pressure and heightened requirements for continuity
of critical production programmes. The purpose of the article is to develop a conceptual and methodological
approach to building a digital early-warning framework for monitoring the economic security of defence-
industrial enterprises. The methodological basis combines conceptual modelling, an indicator-based approach,
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risk-oriented management, multi-criteria assessment and scenario testing. The study proposes an Economic
Security Digital Monitoring Index (ESDMI), a digital monitoring architecture, a system of key indicators, a four-
level early-warning scale and a scenario matrix for managerial response. A synthetic scenario case is used for
the preliminary testing of the model. It reproduces typical risk situations of a defence-industrial enterprise
without disclosing sensitive production, contractual, supplier or cybersecurity data. The scientific contribution
ofthe article lies in connecting the traditional logic of enterprise economic security with digital data sources, risk
analytics and response protocols. The practical value of the proposed framework is that it can serve as a basis
for dashboard monitoring, expert validation of indicators and the further development of a digital twin of
economic security for defence-industrial enterprises.

Keywords: economic security, defence-industrial enterprises, digital monitoring, early-warning
system, risk management, corporate governance, supply chain security, cybersecurity, business analytics,
enterprise resilience

Onez Napmaw, Bonooumup Mapuyk, Bonooumup fJasudeHko. «Ljuppoea cucmema paHHb020
noneped><eHHA 0/ MOHIMOPUH2y eKOHOMi4yHOi 6e3neKu nidonpuemcme o60pPOHHO-NPOMUC/IOB020
Komnnekcy». Y cmammi ob6rpyHmosaHo HeobxiOHicme nepexody 8i0 nepioOUYHO20 pempocneKmugHo20
OUiHIOBAHHA eKOHOMIYHOi 6e3neku nionpuemcmea 060POHHO-NPOMUC/IOB8020 KOMNJIEKCY 00 yugposoi
cucmemu pAaHHLO20 NonepeodXxeHHs, 30amHOI 8UABNIAMU 3ad2pO3U HA OCHO8I AKMyadsibHUX (hiHaHCOBUX,
8UPOBHUYUX, JT02ICMUYHUX, KOHMPAKMHUX, KAOpOo8UX, NOCMAYa/bHUUbKUX NOKA3HUKI8 ma iHOukamopis
Kibepbesneku. AkmyanbHicms 00CNIOXeHHSA 3yMossieHa yMo8amu (pyHKYIOHYBAHHA NiOonpUEMCMB8 060POHHO-
NpoOMUCII08020 KOMNJIEKCY, WO NOEOHYIOMb HEeBU3HAYEHICMb BOEHHO20 YACY, MEeXHOJI02iYHy 3a/1eXXHICMb,
nopywleHHA J102icmuYHUX npouyecis, pe2yiamopHuUli muck i niosuweHi sumozu 0o 6e3nepeps8Hocmi
BUKOHAHHA KpUMUYHO 8AX/IUBUX 8UPOOHUYUX npo2pam. Memoto cmammi € po3pobrieHHA KOHYenmyasbHo-
MemooOuYHO20 hioxody 00 nobydosu yugposoi cucmemu pPaHHbO020 nonepedXeHHS 0J19 MOHIMOpPUH2y
eKOHOMIYHOI 6e3neku nidnpuemcma 060POHHO-NPOMUC/IOB020 Komnsiekcy. MemodosoziyHa ocHo8a
00C/liOXKeHHA NOEGHYE KOHUenmyasbHe MOOeI08AHHSA, [HOUKamopHUl  nioxid, pu3uk-opieHMosaHe
ynpaeniHHa, 6azamokpumepiasnbHe OUiHIOBAHHA MA CUEHApHe mecmy8daHHA. 3anponoHO8AHO yugpposuli
iHOekc MoHImopuH2y ekoHomiyHoOi 6e3neku (Economic Security Digital Monitoring Index - ESDMI),
apximekmypy yugppo8o2o MOHIMOPUH2y, cucmemy K/I0408UX iHOUKAMOpI8, HYomupupigHesy WKamy
PAHHbO20 NONepPedXeHHA MA CUEHAPHY Mampuuto ynpassiHCcbKo20 ped2y8aHHs. [lia nonepedHsoi anpobayii
MoOesii 8UKOPUCMAHO CUHMemuyHUll cyeHapHul Kelc, Akul 8i0meopre munosi pusukosi cumyauil
nionpuemcmea 060pPOHHO-NPOMUC/IOB020 KOMNJIeKCy 6e3  po3kpummsa  4ymiusux  8UpOOHUYUX,
KOHMPAKMHUX, NOCMavaabHUUybKux 0dHux abo iHgopmauii 3 kibepbesneku. Haykosuli eHecok cmammi
nosiA2ae 8 NOEOHAHHI MpaocuyitiHoOT 102iKU eKOHOMIYHOI 6e3neKku nidnpueEMcmaa i3 yugposumu Oxepenamu
O0aHUX, PU3UK-GHAJIIMUKOIO ma npomokosaamu peazygarHs. [lpakmuyHa uyiHHiCms 3anponoHO8aHOI
cucmemu NoJiA2ae 8 MOXJ/UBOCMI Ii BUKOPUCMAHHA AK OCHOBU 0718 NAHe/IbHO20 MOHIMOpPUH2Y, eKchepmHoi
sanioayii iHOukamopie i nodanbWo2o0 po3pobsieHHA Yupposo2o 08IlIHUKA eKOHOMIYHOI b6e3neku
nionpuemcme 060pOHHO-NPOMUCI08020 KOMNJIEKCY.

Kniouoei cnoea: exkoHomiuHa 6e3neka, niANpUMeEMcTBa OOGOPOHHO-MPOMMUCIIOBOTO KOMMAEKCY,
UMPPOBUN MOHITOPUHI, CUCTEMA PaHHLOFO MNOMEpemXeHHsA, YNpaBiiHHA pU3UKaMK, KOpnopaTuBHe
yNpaBniHHA, 6e3neKa naHUIoriB MocTayaHHsA, Kibepbesneka, 6i3HeC-aHaNiTKKa, CTINKICTb NiANPUEMCTBA

1. Introduction. Enterprise economic resilience, resource capacity, financial
security is traditionally understood as the equilibrium, asset protection and the ability
ability of a business entity to maintain to achieve strategic objectives under internal
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and external threats. For defence-industrial
enterprises, this concept has a more specific
meaning. Economic security is connected not
only with profitability or competitiveness, but
also with production continuity, fulfilment of
defence contracts, protection of critical
technologies, reliability of supply and
compliance  with national security
requirements. Under such conditions,
economic security ceases to be a purely
financial or organisational category. It
becomes an integral characteristic of an
enterprise's capacity to perform critical
functions under deep uncertainty [21; 14; 12].

The contemporary operating
environment of the defence-industrial sector
is shaped by several groups of risks acting at
the same time. Military threats, damage to or
overload of logistics infrastructure, shortages
of critical components, dependence on a
limited number of suppliers, instability of
public funding, growing cyber threats,
shortages of engineers and production
specialists, and tighter contractual deadlines
form a dense risk environment. The European
Defence Industrial Strategy of 2024 explicitly
stresses readiness, competitiveness and
resilience of the defence industry, as well as
the timely availability of defence products [5;
6; 7]. A similar logic is found in the U.S.
National Defense Industrial Strategy, where
resilient supply chains, workforce readiness,
flexible acquisition and economic deterrence
are identified as strategic priorities [25; 26; 271].

Despite the growing role of digitalisation,
the monitoring of economic security in many
industrial enterprises remains fragmented.
Some indicators are generated in financial
systems, others in production, logistics,
human resource, procurement or security
modules. Managers therefore often receive
separate signals rather than an integrated
picture of risk. Traditional approaches based
on quarterly or annual reporting are not
sufficient for defence-industrial enterprises,
where the decisive issue is not only whether a
threat has emerged, but how quickly it is
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detected, interpreted and translated into
managerial action [15; 16; 20].

The scientific problem is that existing
studies of enterprise economic security tend
either to classify threats and indicators or to
analyse digital transformation as a separate
development factor. Less attention has been
paid to approaches that connect economic
security indicators, digital data sources, risk
analytics, dashboard monitoring and
managerial response protocols within a single
early-warning system for defence-industrial
enterprises. This gap defines the research
focus of the article [11; 15; 16; 20; 24].

The purpose of the article is to develop a
digital  early-warning  mechanism  for
monitoring the economic security of defence-
industrial enterprises under wartime, logistics
and technological instability. Three research
questions follow from this purpose: which
components of economic security are critical
for defence-industrial enterprises; which
digital data sources and analytical tools can
support their operational monitoring; and
how an integral index and early-warning
model can be built to support managerial
decisions.

2, Literature Review.

Studies of enterprise economic security in
the context of digital transformation provide
an important theoretical basis for
understanding how digital technologies both
strengthen and complicate the security
perimeter of an enterprise. Samoilenko et al.
examine enterprise economic security under
digital transformation and show that
digitalisation changes the nature of threats
through the growing role of information
security, digital infrastructure and
technological dependence [21]. Kukhar,
Kravchyk and Brechko interpret digital
transformation as a factor in ensuring
enterprise economic security and emphasise
that the advantages of the digital economy
can be realised only when risks, data and
organisational change are properly governed
[14]. Ivanov, Martseniuk, Angelova and Faifer
develop this argument in the field of strategic
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risk management of digital transformation in
industrial enterprises, pointing to cyber
threats, regulatory instability and information
leakage as risks that directly affect economic
security [12].

A separate body of literature concerns
digital monitoring and index systems. Li, Dou,
Wen and Li propose a monitoring indicator
system for sectoral digital transformation,
covering transformation stages, digitalisation
of individual domains, integration and cross-
system interaction [15]. For this study, the
value of their work does not lie in the Chinese
sectoral context as such, but in the
methodological principle: digital
transformation can and should be measured
through indicators that reflect not only the
presence of technology, but also the level of
integration between processes, data and
managerial decisions. This logic is useful for
building digital monitoring of economic
security, because it allows technological,
organisational and risk parameters to be
considered together.

For defence-industrial enterprises, the
literature on supply chains and resilience is
especially relevant. Christopher and Peck laid
important foundations for the concept of the
resilient supply chain, where visibility,
flexibility, collaboration and a  risk-
management culture are central [3].
Ponomarov and Holcomb define supply chain
resilience as the adaptive capability of a
supply chain to prepare for unexpected
events, respond to them and recover from
them [19]. Ambulkar, Blackhurst and Grawe
offer an empirical approach to measuring firm
resilience to supply chain disruptions,
stressing resource readiness, flexibility and
managerial capabilities [1]. These works
matter for the defence-industrial sector
because such enterprises often have long
production cycles, a limited number of
suppliers and high dependence on critical
materials. This conclusion is also supported by
studies of enterprise and supply chain
resilience and the resilient enterprise [13; 22].
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The work of Urmston, Song and Lyons is
close to the defence-industrial context. They
develop risk assessment and supplier
resilience models for military industrial supply
chains under rare disruptive events [24]. The
authors identify financial condition, current
data, business continuity planning and supply
chain mapping as among the most important
categories of supplier resilience. This finding
directly supports the need for digital
monitoring: without current data on
suppliers, critical components, production
nodes and disruption scenarios, an enterprise
cannot assess its economic security in time
[27].

Digital twins and digital supply chains
form another important line of research.
Ivanov and Dolgui consider a digital supply
chain twin as a tool for managing disruption
risks and resilience in the Industry 4.0 era [11].
Their approach is relevant for defence-
industrial enterprises because a digital twin
can model the propagation of disruptions,
evaluate alternative scenarios and test
managerial decisions before a crisis becomes
irreversible. In a broader defence context,
Giberna et al. show that digital twins can
support modelling, planning, monitoring,
training and decision-making, although their
use requires attention to integration,
interoperability and security [9; 28].

Research on early-warning models is also
important. Fang proposes an early-warning
system for corporate operational risk based
on a combination of Fuzzy C-Means
clustering, Random Forest and the CRITIC
method for indicator weighting [8]. For this
article, the value of that study is not the
specific algorithm, but the underlying logic:
early warning should rely on groups of
indicators, an assessment of their importance,
clustering of states and the predictive
detection of risk deviations. This confirms the
need to move from a static indicator model to
a dynamic system that continuously updates
the risk assessment.

The normative and methodological basis
for integrating such an approach into
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corporate governance is formed by ISO
31000, COSO ERM, the OECD Principles of
Corporate Governance and the NIST
Cybersecurity Framework. ISO 31000:2018
defines risk management as an integrated
process and stresses the need to identify,
analyse, evaluate, treat, monitor and
communicate risks within an organisation
[10]. COSO ERM links risk management with
strategy and performance rather than only
with internal control [4]. The OECD/G20
Principles of Corporate Governance 2023
emphasise the role of boards and governing
bodies in risk oversight, disclosure and long-
term resilience [18]. NIST CSF 2.0 and NIST
guidance on enterprise risk management and
cybersecurity supply chain risk management
provide a practical language for integrating
cyber and supplier risks into the general
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management system of an enterprise [2; 16;
17; 20; 23].

2.1. Comparative Positioning of the
Proposed Approach. To clarify the scientific
contribution of the study, the proposed
digital early-warning framework should be
compared with the main groups of
approaches used to assess economic security,
manage risks, strengthen supply chain
resilience, govern cybersecurity and organise
digital monitoring. This comparison shows
that the problem is not the absence of
individual assessment methods. The problem
is the insufficient integration of financial,
production, logistics, contractual, supplier-
related, personnel, cybersecurity and
compliance signals into a single managerial
early-warning contour [4; 10; 13; 16; 17; 21;
24].

Table 1. Comparison of Existing Approaches with the Proposed Digital Early-Warning

Framework
Apbroach Limitations for defence- How the proposed
rpopu Main focus Strengths industrial enterprises framework complements the
group approach
Traditional Financial Often retrospective; Transfers economic securit
indicator-based | stability, resource | Provide a structured | .~ " P ’ S . o y
- . insufficiently account for indicators into a digital
approaches to sufficiency, asset | view of the diital d b o d link
enterprise protection components of .|g|ta ata sources, cyber momtor.lng cor_1togr and links
. - . , risks, contractual milestones | them with subindices, ESDMI
economic operational economic security . . . L
. and rapid escalation logic and managerial triggers
security threats
Corporate risk Provide a general Do not define a sector- Specifies ERM logic through
management, ! : e o \ L2
LI managerial logic for | specific indicator system for defence-industrial indicators,
ERM/1SO risk identification, . : : . ,
risk management the defence-industrial sector | risk scoring, dashboard
31000/ COSO | assessment, . . . o o
g and integration of and do not detail the digital monitoring and a response
monitoring and s . ) .
risk with strategy architecture of early warning | matrix
response
Supply resilience, . . Focus mainly on supply
. adaptability, Explain supply risks, chains and do not fully cover | Integrates logistics and
Supply chain . dependence on . . o o .
" supply chain o financial, personnel, supplier risks with financial,
resilience L critical components . .
visibility and contractual, cybersecurity production, contractual and
models and the value of . , g
recovery after flexibilit and compliance components | cybersecurity subindices
disruptions y of economic security
Cyber risks, Cyber risks often remain .
NIST CSF/C- | vulnerability Provide a practical | within the IT function and are Treats the CYB. submdgx as
. part of economic security and
SCRM management, language for not always linked to . gy .
. L ; . links cyber incidents with
cybersecurity digital-system managing cyber and | economic consequences, )
. 2 . . production, contractual and
approaches and supply-chain | supplier risks production deadlines and )
. . compliance consequences
risks contractual capacity
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Apbroach Limitations for defence- How the proposed
rpopu Main focus Strengths industrial enterprises framework complements the
group approach
Process
modelling, Allow modelling of s . Offers an intermediate working
Digital supply disruption risk propagation and Reqwre high digital maturity, prototype: indicators, ESDMI
chain twin / scenarios and a testing of scenarios mtegrate.d qata and , dashboara and scen7ario ,
digital twins digital before a crisis substantial implementation testing as a basis for a future
. resources . .
rﬁpresetntanon of | occurs digital twin
the system
Risk forecastin Often require large volumes Combines an index model,
Algorithmic anomal 9. Can provide of high-quality historical data; | dynamic triggers and
g ; Y Pr , may be difficult for managers | managerial interpretation; can
early-warning detection, predictive detection . ) . o
) ) to interpret; do not always be extended with algorithmic
models clustering and of risk states flect def industrial hods after data h
machine learing re e<.:t. lefence-in ustria methods after data have
specificity accumulated
Combines
economic,
Integralldlgnal production, logistics, Creates an integrative early-
monitoring of the | contractual, . iy . )
Proposed economic supplier, personnel Requires further empirical warning contour suitable for
ESDMI-ba§ed security of a cybersecurity and and expert valldatlon;. staged implementation and
early-warning defence- compliance sianals: depends on data quality and | further development toward a
framework industrial incIch)jes an ingex * | the correctness of weights digital twin of economic
) i’ security
enterprise thresholds, dynamic
triggers, dashboard
and response matrix

Source: compiled by the authors.

The comparison shows that existing
approaches create an  important
theoretical and methodological
foundation, but each covers only part of
the  problem  field.  Traditional
approaches to economic security
describe the components of enterprise
protection well, but they often remain
retrospective. ERM approaches provide
the general logic of risk management, yet
they do not offer a specific digital
indicator system for defence-industrial
enterprises. Supply chain resilience
models explain logistics and supplier
risks, but they do not fully cover
financial, personnel, contractual and
cybersecurity consequences.
Cybersecurity approaches, in turn, often
remain functionally separate from the

general system of economic security [4;
10; 13; 16; 17; 21; 24].

Against this  background, the
proposed ESDMI-based early-warning
framework performs an integrative
function. Its contribution is not to
replace existing approaches, but to
connect them in a single digital
monitoring architecture where indicators
become subindices, subindices form the
integral ESDMI, and both the ESDMI
and  dynamic  triggers  become
managerial signals for dashboard
monitoring and escalation.

Thus, the literature review and
comparative positioning show that
studies of enterprise economic security,
digital transformation, supply chain
resilience, cyber risks and corporate risk
management have created a sufficient
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theoretical basis for early-warning
systems. At the same time, an integrated
model that simultaneously combines
economic security indicators, digital
data sources, a subindex structure,
integral assessment, dynamic triggers,
dashboard monitoring and response
protocols for defence-industrial
enterprises remains underdeveloped.
The model proposed below is intended to
address this methodological gap and to
provide a basis for the staged
implementation of a digital -early-
warning mechanism.

3. Research Methodology

The study is conceptual and
methodological in nature. It does not claim to
provide final empirical validation on closed
datasets from defence-industrial enterprises,
because such data are sensitive and often
cannot be used in open publications. Instead,
the article proposes a model structure that
can be tested through expert assessment, an
anonymised case or scenario-based testing.
This approach is appropriate for defence-
industrial research, where the first task is to
design a methodologically sound and
security-sensitive contour of indicators.

In the context of defence-industrial
enterprises, the use of real operational data in
an open scientific publication has significant
limitations. Production schedules, contractual
deadlines, dependence on specific suppliers,
stocks of critical components, data on cyber
incidents, the throughput of production
nodes and financial parameters of defence
contracts may directly or indirectly disclose
sensitive information about enterprise
capabilities. Full empirical testing on real data
therefore requires a closed research regime,
and its results can be published only in
aggregated or anonymised form.

For this reason, the article uses a synthetic
case-based validation approach. Its purpose is
not to prove the statistical accuracy of the
model on real data, but to test the internal
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logic of the early-warning framework:
whether the model can reflect the
deterioration of individual subindices,
changes in the integral ESDMI, movement
between warning levels and the need for
managerial escalation. Synthetic subindex
values are set on a normalised scale from 0 to
1 and are designed to reproduce typical risk
situations for a defence-industrial enterprise:
delay of a critical component, liquidity stress,
acyberincidentin a production or contractual
system, and a shortage of personnel in critical
roles.

The methodology combines five
elements. The first is conceptual modelling,
through which the economic security of a
defence-industrial enterprise is treated as a
multidimensional system that includes
financial, production, logistics, contractual,
personnel, supplier-related, innovation-
technological, information and compliance
components. The second is an indicator-
based approach, which turns these
components into measurable indicators. The
third is risk-oriented management, where
indicators are interpreted not as isolated KPIs
but as signals of possible deterioration in
economic security. The fourth is multi-criteria
assessment, which involves indicator
normalisation, weighting and calculation of
an integral index. The fifth is scenario testing,
which checks whether the model can identify
typical threats before they reach critical
impact [10; 15; 20].

Calibration of early-warning thresholds is
a separate methodological element of the
study. In the proposed model, Green, Yellow,
Orange and Red thresholds are not treated as
universal normative boundaries for all
defence-industrial enterprises. They are
considered an initial configuration of early
warning that should be adjusted to the
enterprise type, the criticality of the
production programme, the structure of
defence contracts, supply chain resilience, the
level of digital maturity and the accepted level
of risk [8; 10].
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Threshold calibration can rely on four
complementary approaches: expert
assessment, analysis of historical data,
scenario testing and review of actual
incidents. At the first stage, expert-defined
starting boundaries may be used to create an
interpretable traffic-light logic. At later stages,
these boundaries should be refined on the
basis of the observed behaviour of subindices,
the frequency of false signals, time to critical
impact and the managerial consequences of
recorded risk events [8; 10].

Data sources for practical application of
the model may include ERP systems, financial
and accounting modules, MES, SCM, WMS,
TMS, SRM, HRM, EDI, contract management
systems, Bl platforms, SIEM, cyber incident
logs, access control systems, supplier data,
information on  government contract
performance, internal audit results and expert
assessments. In the open version of the article
these sources are presented at the level of
information-system types, without disclosing
specific technological, production or defence
parameters [15; 16; 17; 20].

The indicator system is built according to
three criteria. An indicator should reflect a
significant component of the economic
security of a defence-industrial enterprise,
have a potential digital data source and be
suitable for managerial interpretation. For
example, a liquidity indicator matters only
when it can be connected with the risk of
production delay or contract non-
performance. Likewise, a supplier delay
indicator becomes a security indicator only
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when it is linked to component criticality,
contractual deadlines and the availability of
alternative supply [10; 15].

To make the model reproducible, each
ESDMI indicator should be described through
an operational passport that includes the
indicator name, formula or calculation
method, direction of influence on the
subindex, digital data source, recommended
update  frequency and managerial
interpretation. This prevents indicators from
remaining only general labels without a clear
measurement procedure. In the open
publication, formulas are presented at the
level of universal calculation logic, while
specific  threshold values should be
determined by the enterprise or an expert
group [15; 20].

4. Research Results

4.1. Components and Indicators of
Economic Security in Defence-Industrial
Enterprises. In the proposed model, the
economic security of a defence-industrial
enterprise is understood as an integral state
formed not by a single group of indicators,
but by the interaction of several subsystems.
Table 2 presents the basic structure of
components, key risks, potential digital data
sources and sample indicators. It is not an
exhaustive list, but it can serve as a
methodological basis for building a specific
monitoring system within an enterprise.

Table 2. Components of Digital Monitoring of Economic Security in Defence-Industrial

Enterprises

Economic security

component LG

Potential digital data
sources

Sample indicators

Financial security Liquidity shortage, rising

ERP, accounting system,
debt burden, funding delays | B, treasury module

Current liquidity ratio, cash
conversion cycle, share of overdue
receivables, debt load

Production-cycle disruption,
underload or overload of
capacity

Production security

MES, ERP, production
dashboards

Production delay rate, schedule
adherence, capacity utilisation,
backlog pressure
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Economic security
component

Key risk

Potential digital data
sources

Sample indicators

Logistics security

Delays of critical materials,
route disruption, longer
lead time

SCM, WMS, TMS, EDI

Supplier delay index, average lead
time deviation, critical inventory days,
route disruption score

Contractual security

Non-fulfilment of defence
contracts, penalties, missed
deadlines

Contract management
system, ERP, procurement
systems

Contract fulfilment deviation,
milestone delay rate, penalty
exposure, order-to-delivery deviation

Supplier security

Dependence on one
supplier, supplier financial
weakness, import
dependence

SRM, procurement
analytics, supplier
databases

Supplier concentration ratio, single-
source dependency, supplier financial
risk score, alternative supplier
availability

Personnel security

Shortage of critical
specialists, staff turnover,
overload of key teams

HRM, time tracking, access
systems

Critical staff availability, turnover in
critical roles, overtime intensity,
training coverage

Innovation-
technological security

Technological lag, low
readiness of digital
solutions, dependence on
legacy systems

PLM, R&D systems, IT
asset management

R&D continuity index, technology
readiness score, legacy system
dependency, modernisation backlog

Information and
cybersecurity

Cyber incidents, data
leakage, compromise of
production or contract
systems

SIEM, SOC tools,
vulnerability scanners,
backup systems

Incident frequency, mean time to
respond, overdue critical
vulnerabilities, backup recovery
success rate

Compliance security

Regulatory violations, non-
compliance with contractual
and security standards

Compliance platforms,
audit systems, document
management

Audit finding severity, compliance
breach alerts, corrective action
closure rate

Source: compiled by the authors.

The proposed structure reflects the
specifics of defence-industrial enterprises
because it combines classical financial
indicators with production, contractual,
supplier-related and cybersecurity
parameters. This integration is essential. A
single financial indicator may not signal a
crisis, but its simultaneous deterioration
together with supplier delays and a growing
production backlog may indicate the
approach of systemic risk.

4.1.1. Operationalisation of Key ESDMI
Indicators

For practical use, the proposed
monitoring system must not only classify
indicators by component of economic
security, but also operationalise them.
Operationalisation means defining the
calculation method, direction of influence on
the subindex, digital data source, update

frequency and managerial interpretation for
each indicator. Table 3 presents an example of
a basic indicator set that can be used to build
a working prototype of ESDMI. In practice, this
set may be expanded or adjusted depending
on the type of defence-industrial enterprise,
the structure of the production programme,
contract criticality and data availability [15;
20].

The table is not a closed list of indicators.
Its purpose is to show how general
components of economic security can be
transformed into measurable parameters of
digital monitoring. For each defence-
industrial enterprise, the list of indicators
should be refined with regard to critical
production processes, the structure of
defence orders, contractual obligations,
technological complexity and confidentiality
requirements.
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Table 3. Operationalisation of Key Indicators for Digital Monitoring of Economic Security in
Defence-Industrial Enterprises

. Formula / calculation Direction of Digital data FERIEE S
Component Indicator . d update
method influence source
frequency
ERP,
Financial Current liquidity Current assets / current . accounting Weekly /
. ) L Stimulant
security ratio liabilities system, monthly
treasury module
N . ERP,
Financial Share of overdue Overdue receivables / total . .
. . . Destimulant accounting Weekly
security receivables receivables
system, BI
Production Production Number of production tasks MES, ERP,
securit schedule completed on time / total Stimulant production Daily / weekly
y adherence planned tasks dashboard
Prodqctlon Share qf delayed Delayed proQuctlon orders / Destimulant MES, ERP Daily / weekly
security production orders total production orders
- Deviation of actual ,
Loglspcs lead time from (ACt“?' lead time - planneq Destimulant SCM, TMS, Daily / weekly
security . lead time) / planned lead time WMS, EDI
planned lead time
Logistics Critical component Available stock of crltlcall Stlmu!apt within WMS, ERP, .
. . component / average daily the minimum Daily
security inventory days . . SCM
consumption required level
Contractual Share of overdue Overdue milestones / total . Contract
. contractual . . Destimulant management Weekly
security . active milestones
milestones system, ERP
Contract
Contractual | Potential penalty Potential penalties for delay / . management Weekly /
. Destimulant
security exposure value of the relevant contract system, ERP, monthly
finance module
Purchases from the largest
. . . " SRM,
Supplier Supplier supplier of critical ,
. . . Destimulant procurement Monthly
security concentration ratio | components / total purchases !
" analytics
of critical components
I ” . SRM, supplier
Supplier Ava|Iab[I|ty of Crltlggl compone.nts with a . database, Monthly /
) alternative qualified alternative supplier / | Stimulant
security . s procurement quarterly
suppliers total critical components
system
Personnel Availability of Available employees in HRM, time
s personnel in critical | critical roles / required Stimulant tracking, access | Weekly
security
roles number of such employees control system
Personnel Overtime intensity Overtime hours of cr|t|pal . HRM, time Weekly /
. " teams / standard working- Destimulant .
security of critical teams . tracking monthly
time fund
. Critical processes running on IT asset
Innovation-
. Dependence on legacy or unsupported . management,
technologica o Destimulant . Quarterly
. legacy systems systems / total critical PLM, internal
| security )
processes audit
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. Formula / calculation Direction of Digital data FEBETIIES
Component Indicator . d update
method influence source f
requency
Innovation- | Readiness level of | AAVerage technology PLM, R&D
. o readiness level of critical . .
technologica | critical . . Stimulant systems, project | Quarterly
: . solutions / target readiness .
| security technologies level portfolio system
Ianr:‘grmatlon Share of critical Critical vulnerabilities with tsolflg/l’ S0C
.| vulnerabilities not overdue SLA / total critical Destimulant N Daily / weekly
cybersecurit . . o vulnerability
remediated on time | vulnerabilities
y scanner
Information
and Backup recovery Successful recovery tests / . Backup system,
cybersecurit | success rate total recovery tests Stimulant SOC, IT audit Monthly
y
Compliance Timeliqess Of. Corrective actions closed on . Compliance .
. corrective-action , : : Stimulant platform, audit Monthly
security time / total corrective actions
closure system
Weighted sum of audit Audit system,
Comphance Aqq|t f!nd!ng fmdmgs by sevgrlty/ . Destimulant document Quarterly
security criticality index maximum possible weighted management
score system

Source: compiled by the authors.

Operationalised indicators are then
transformed into normalised values used to
calculate ESDMI subindices. For stimulant
indicators, an increase in the value is
interpreted as an improvement in the
relevant component of economic security. For
destimulant indicators, an increase means
higher risk. Each indicator must therefore be
classified by direction of influence before
normalisation. This ensures methodological
consistency between digital data sources, the
indicator level, subindices and the integral
ESDMI [15].

4.2. Integral Index of Digital Monitoring
of Economic Security

To aggregate indicators, the article
proposes the Economic Security Digital
Monitoring Index (ESDMI), which reflects the
current level of economic security of a
defence-industrial enterprise within a digital
monitoring contour. The index is calculated as
a weighted sum of subindices for the key
components:

ESDMI = W+ FS + Wy 0S + W LS + Wy CS + Wy, - HR + W, - CYB +
+ Wyyp - SUP + Wi+ IS + Wy - COM

where FS is financial security; OS is
operational or production security; LS is
logistics security; CS is contractual security; HR
is personnel security; CYB is information and
cybersecurity; SUP is supplier security; IS is
innovation and technological security; COM is
compliance security; and W denotes the

weight coefficients of the corresponding
components.

Each subindex is formed from normalised
indicators. For stimulant indicators, where a
higher value means a better security state,
normalisation may be performed as follows:
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Z; = Xy — Xomin) .
(Xmax - Xmin)
For destimulant indicators, where a
higher value means higher risk, inverse
normalisation is appropriate:
Zij — (Xmax - Xij)'
(Xmax - Xmin)

The component subindex is calculated as
a weighted sum of normalised indicators:

Si= Z Vij-Zy,
i

where Vj; is the weight of the j-th indicator
within the j-th component. The overall ESDMI
value is interpreted within the interval from 0
to 1. Values close to 1 indicate a high level of
economic security; values close to 0 indicate
critical deterioration.

Component weights may be determined
in several ways. At the first stage, expert
assessment with specialists in finance,
production, logistics, procurement, corporate
governance, cybersecurity and defence
management is appropriate. To improve
methodological reliability, the Delphi
procedure, AHP or the CRITIC method can be
combined, while the consistency of expert

assessments can be checked using Kendall's
coefficient of concordance [29; 30; 31]. Later,
weights may be refined using historical
enterprise data and the observed impact of
individual risks on contract performance,
financial stability and production continuity.

4.3. Architecture of the Digital Early-
Warning Framework

A digital early-warning mechanism
cannot be reduced to the calculation of an
index. It must include an architecture for data
collection, integration, analysis,
interpretation and managerial response. The
proposed architecture has six layers [10; 15;
20]:

Data layer -> Integration layer -> Analytics layer -> Risk scoring layer -> Dashboard layer -> Managerial response layer.

The data layer brings together primary
digital sources: ERP, MES, SCM, SRM, HRM,
contract management systems, Bl, SIEM, audit
systems and access control systems. The
integration layer supports data exchange
through APIs, ETL/ELT processes, a corporate
data warehouse, master data management
and data quality rules. The analytics layer
calculates indicators, detects deviations,
analyses trends, compares values with
thresholds and, where sufficient data are

available, forecasts risk states. The risk scoring
layer translates indicators into subindices, the
integral ESDMI and warning levels. The
dashboard layer presents results for different
managerial roles: CEO, CFO, COO, head of
security, procurement director, production
manager and oversight bodies. The final layer,
managerial response, contains action
scenarios, an escalation matrix, responsible
persons and control over corrective measures
[15;16;17; 20].
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Data integration & Analytics & Risk scoring & ESDMI Alert engine Role-based
overnance indicator layer
ERP / finance / 2 y dashboards
accounting API KPI / KRI calculation Subindices vl CEO
;
MES / production FS || OS || LS
ETL/ ELT Indicator CFO
SCM / WMS / TMS / normalization cs |[supll HR
EDI Data warehouse / Red
SRM / procurement / N data lake N Deviation analysis ||| 1S ||CYB || COM||= - > ClSO./
suppliers @ o security
Master data i Seaation
HRM / human management Trend analysis - rules Procurement
resources Integrated index rotomati
; utomatic Production
Contract Data quality rules ILLELEAGU ) ESDMI notifications
management [ Supervisory
. ‘ Predictive analytics ‘ ‘ Threshold values ‘ bodies
BI / audit systems Data governance & *
trol h
incidents . : Dynamlc:nggers Managerial response
Access control / : : I ‘ Response protocols ‘
compliance |
| | | :
External data: | | | ‘ Escalation matrix ‘
market, regulatory | | ! l
signals, critical . . . )
suppliers Calibration & continuous improvement ‘ Corrective actions ‘
|—> i i Execution control ‘
Expert Historical Scenario U!Jdatlng AL < ‘
A . . —> weights and —>| feedback l
validation data review testing thresholds oy
Crisis scenarios

Abbreviations: FS - financial security; OS — operational security; LS - logistics security; CS - contract security;
SUP - supplier security; HR — human resources security; IS — innovation and technological security; CYB — information

and cybersecurity; COM — compliance security.

Figure 1. Architecture of the digital early-warning mechanism for monitoring economic
security.

Source: compiled by the authors.

In this architecture, the dashboard is not
merely a visualisation tool. It is a managerial
interface between risk signals and decisions.
For example, deterioration of the logistics
subindex may be only an informational signal
on its own. But if it is accompanied by falling
critical inventory days, a rising supplier
concentration ratio and a deviation from a
contractual milestone, the system should
raise the warning level and launch a scenario
check for the risk of supply failure.

4.4. Early-Warning Model
A four-level early-warning scale is
proposed for interpreting ESDMI. It follows a

traffic-light logic, but its function is not limited
to colour-coding the state of economic
security. Each level is linked to a type of
managerial  response. The  proposed
thresholds should be treated as starting
calibration boundaries for a working
prototype of the early-warning system, not as
universal standards for all defence-industrial
enterprises [8; 10].

Methodologically, the scale performs
three functions. First, it allows managers to
interpret the integral ESDMI quickly. Second,
it creates a basis for risk escalation between
functional units. Third, it enables comparison
not only of the current level of economic
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security, but also of the rate at which it
deteriorates over time. Absolute threshold
values should therefore be combined with
dynamic triggers that capture a sharp fall in
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critical subindices even when the integral
ESDMI has not yet entered a critical zone [8;
10].

Table 4. Calibrated Early-Warning Scale Based on ESDMI

Espm | Economic Managerial
Level security : ger Response type Threshold logic
value interpretation
state
. s Zone of sufficient resilience, where
Green 0.80-1.00 | Stable Risks remain within an Stan.dar.d most subindices show no critical
acceptable level monitoring deviat
eviations
Deviations requiring Cause analvsis Early managerial signal zone,
Yellow 0.65-0.79 | Tense explanation have been ye where risk is not yet critical but
and local actions . . .
recorded requires functional analysis
Risks may affect Managerial Systemic risk zone, where
Orange | 0.50-0.64 | Critical financial, production or | intervention and deterioration of several subindices
contractual resilience escalation may affect critical functions
There is a high — . .
Red 0.00-0.49 | Threatening | probability of disruption Anti-crisis Zone of potential IOS? of product[qn,
o ) protocol contractual or operational capability
of critical functions

Source: compiled by the authors.

The proposed boundaries serve as an
initial scale for interpreting the integral index.
Their advantage is managerial simplicity:
decision-makers receive a clear signal about
the current state of economic security. At the
same time, for defence-industrial enterprises,
reliance on the integral ESDMI alone is
insufficient because a single critical subindex
may deteriorate sharply before the integral
index moves into the Orange or Red zone.

The early-warning  model  should
therefore operate on the principle of dual

control: the absolute threshold of the integral
ESDMI and dynamic triggers for critical
subindices. For defence-industrial
enterprises, the production, logistics,
contractual, supplier and information-
cybersecurity subindices should be treated as
critical, because their rapid deterioration can
directly affect defence contract fulfilment,
production continuity or the protection of
critical data [17; 24; 271.

Table 5. Dynamic Triggers for Early-Warning Escalation

Trigger type Activation condition

Managerial logic

Recommended response

Decrease of OS, LS, CS, SUP

Fall of a critical or CYB by more than 25-30%

subindex

Integral ESDMI may remain
acceptable, while one critical

Raise the warning level by at
least one level

over a short period

subsystem already creates a threat

Critical subindex
value

Any critical subindex below 0.50

A specific area of economic security
is losing resilience

Escalate to Orange regardless
of integral ESDMI

Near-critical
subindex value

Any critical subindex below 0.35

There is a risk of losing functional
capacity

Launch a Red-level anti-crisis
check
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Trigger type Activation condition

Managerial logic

Recommended response

Combined risk Simultaneous deterioration of

The risk is cross-functional and may

Hold a cross-functional
management meeting and

cycle

two or more critical subindices spread quickly conduct scenario testing
Contractual Any deviation affecting a Even a local risk becomes strategic if | Escalate to enterprise
impact defence contract milestone it threatens contract fulfilment leadership
Speed of Decrease .of ESDMI py more The speed of decline is more Conduct an extraordlnary
— than 0.10 in one monitoring . cause review and revise the
deterioration important than the current level

forecast

Source: compiled by the authors.

In general, the warning level may be
determined not only by the absolute value of

ESDMI, but also by the maximum-risk-signal
rule:

L; = max{L(ESDMI;), L(Si;), L(ASi:), L(C})},

where L; is the final warning level at time £;
L(ESDMI,) is the level determined by the
integral index; L(S;,¢) is the level determined
by the critical value of an individual subindex;
L(AS,, t) is the level determined by the rate
of subindex deterioration; and L(C) is the
level determined by the contractual or
production criticality of the risk. This
approach reduces the probability that the
integral index will mask a sharp deterioration
in one critical area of economic security.

In addition to absolute thresholds, the
system should account for dynamic triggers. If
the integral index remains in the Green zone
but one critical subindex falls by more than a
defined percentage over a short period, the
system should issue a warning. For example, a
sharp decline in supplier security may not
immediately change ESDMI, but for a
defence-industrial enterprise it is a signal of a
possible future production disruption. The
model should therefore assess not only the
current state, but also the speed of
deterioration, the interdependence between
indicators and the criticality of the specific
process [8; 24; 271].

4.5. Scenario Testing of the Model on a
Synthetic Case

A synthetic case of a conditional defence-
industrial enterprise is used for preliminary
testing of the proposed early-warning
framework. This approach was chosen
because real production, contractual,
supplier, financial and cybersecurity data of
defence enterprises cannot usually be used
openly. The synthetic case is not empirical
proof of universal model accuracy. It is used to
demonstrate the logic of ESDMI, the
behaviour of subindices under different types
of risk shocks, and the link between the
warning level and managerial response.

The synthetic case includes nine
subindices: financial, production, logistics,
contractual, supplier, personnel, innovation-
technological, information-cybersecurity and
compliance. Each subindex is normalised
from 0 to 1, where 1 represents the best
security state and O represents critical
deterioration. Component weights are
illustrative for a defence-industrial enterprise
where production continuity, contractual
fulfilment, supplier reliability and logistics
resilience are especially important.
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Table 6. Component Weights and Baseline State of the Synthetic Case

Component Symbol Weight Baseline subindex value

Financial security FS 0.12 0.82

Production security 0S 0.16 0.84

Logistics security LS 0.14 0.81

Contractual security CS 0.14 0.86

Supplier security SUP 0.14 0.80

Personnel security HR 0.08 0.78

Innovation-technological security IS 0.08 0.76

Information and cybersecurity CYB 0.10 0.79

Compliance security COM 0.04 0.85

Total / ESDMI - 1.00 0.815

The baseline ESDMI value is 0.815, which resilience: the innovation-technological,

corresponds to the Green warning level. This personnel and cybersecurity blocks are
means that the conditional enterprise initially relatively lower, which reflects typical
has an acceptable level of economic security vulnerabilities of defence-industrial

and that risks remain within the standard
same time,
individual subindices differ in their initial

monitoring

range.

At the

enterprises to shortages of competencies,
technological lag and digital threats.

Table 7. Results of ESDMI Scenario Testing on a Synthetic Case with the Maximum-Risk-Signal

Rule
Main chande in ESDMI Level Dynamic Final level by
Scenario subin dic%s after by tll(i er maximum-risk- Managerial interpretation
shock | ESDMI 99 signal rule
Baseline state | No risk shock 0.815 Green None Green Standard monitoring
Critical LS: 0,'81 ->0.38, ) LS and Risk of disruption of the
component SUP: 080 > 0.40; 0.616 Orange SUP fal Orange production programme and
delay 05:084->0.58, . by more contractual milestone
CS: 0.86 -> 0.57 than 30%
Liquidit FS: 0.82 -> 0.35; FS falls Financial strain is not yet a
st?ess y CS: 0.86 -> 0.58; 0.697 Yellow by more Orange systemic crisis, but requires
0S:0.84 ->0.70 than 40% CFO intervention
i?lz?degnt ina CYB: 0.79 -> 0.32; CYB falls The integral index has not yet
. 08S:0.84 -> 0.52; Orange with a moved to Orange, but the
production or CS: 0.86 -> 0.62- 0.677 Yellow by more Red-level check itical cvber sianal .
contract 0.60 -> 0.0 than 50% ed-level check | critical cyber signal requires
COM: 0.85->0.70 escalation
system
Personnel HR: 0.78 -> 0.35; HR falls Yellow with Risk of losina production
shortageina | OS: 0.84 -> 0.60; 0.717 Yellow | by more enhanced capacity in tr?epmedium ferm
critical role CS: 0.86 -> 0.68 than 40% | monitoring pacity

Source: compiled by the authors.
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The scenario testing shows that the
warning level should not always be
determined only by the integral ESDMI value.
In the liquidity stress and cyber incident
scenarios, the integral index formally remains
in the Yellow zone, but a sharp deterioration
of an individual subindex activates a dynamic
or subindex trigger and raises the final level of
managerial attention. This confirms the value
of the maximum-risk-signal rule, according to
which the final early-warning level is set by
the most critical signal rather than by the
aggregate score alone.

The cyber incident scenario is particularly
illustrative. After the shock, ESDMI equals
0.677, which corresponds to Yellow on the
absolute scale. However, the CYB subindex
falls from 0.79 to 0.32 and enters a near-critical
zone. Under the maximume-risk-signal rule,
this situation should be classified as Orange
with a Red-level check, because a cyber
incidentin a production or contractual system
may quickly become a production,
contractual or compliance risk.

The critical component delay scenario
demonstrates a systemic cross-functional
effect. Simultaneous deterioration of the
logistics, supplier, production and contractual
subindices reduces ESDMI to 0.616, which
corresponds to Orange. In this case, the
integral index and dynamic triggers provide a
consistent signal: the enterprise should move
from local monitoring to managerial
escalation, search for an alternative supplier,
review critical stock levels and adjust the
production schedule.

The liquidity stress scenario shows that
financial risk may be underestimated if
managers rely only on the integral ESDMI.
After the shock, the index is 0.697 and
formally remains in the Yellow zone. Yet the
financial subindex falls from 0.82 to 0.35,
which indicates a sharp deterioration in
solvency. For a defence-industrial enterprise,
this can quickly affect procurement, payment
for critical components, contract performance
and production continuity. The final warning
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level should therefore be raised to Orange as
a signal of financial escalation.

The critical personnel shortage scenario
has a different character. Although the HR
subindex falls from 0.78 to 0.35, the integral
ESDMI remains at 0.717. This risk does not
always create an immediate crisis, but it may
have a delayed effect on production capacity
and contractual deadlines. The final level may
therefore remain Yellow, but with enhanced
monitoring, competency reserves and
preparation of backups for critical roles.

The synthetic case-based validation
therefore demonstrates that ESDMI should
not be used as a self-sufficient aggregate
rating. Its practical value increases when the
integral assessment is combined with
dynamic triggers, critical subindices and a
managerial escalation matrix.

5. Discussion

The proposed approach changes the
logic of managing the economic security of
defence-industrial enterprises. In a traditional
model, economic security is assessed mainly
after the reporting period. Such an approach
is useful for analysing the past, but it is
insufficient in an environment where risks
spread quickly between financial, production,
logistics and digital subsystems. The early-
warning framework shifts economic security
from retrospective control to current
observation and preventive management [10;
20].

One of the main advantages of the model
is that it connects economic and digital
signals. For a defence-industrial enterprise, a
cyber incident cannot be treated only as a
technical event, just as a supplier delay
cannot be treated only as a logistics problem.
Both may have economic consequences:
contract disruption, higher costs, loss of
production capacity, reputational damage or
breach of security requirements. NIST CSF 2.0
and guidance on cybersecurity supply chain
risk management are therefore relevant not
only for IT units, but also for the broader
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economic security mechanism of the
enterprise [2; 16; 17].

From the perspective of corporate
governance, the proposed model can
strengthen the role of supervisory and
executive bodies in risk oversight. The
OECD/G20 Principles  of  Corporate
Governance 2023 emphasise that effective
corporate governance requires appropriate
disclosure, risk oversight and orientation
toward long-term resilience [18]. In defence-
industrial enterprises, this logic must be
adapted to closed data and security
restrictions. An internal management
dashboard may contain detailed indicators,
while aggregated and security-cleared
information may be prepared for state
authorities or supervisory bodies.

The practical value of the framework lies
in its support for different managerial roles.
The CEO receives an integrated picture of
economic security and can see which
subsystems generate the greatest risk. The
CFO can track financial signals before a
liquidity crisis. The COO receives early
warnings about production and logistics
deviations. The procurement director can see
supplier concentration, dependence on
critical components and weak points in the
supplier base. The information security
manager can show how cyber risk affects
production and economic outcomes. This
cross-functional visibility is a condition of
enterprise resilience [18; 20].

The model also has limitations. First, the
quality of ESDMI depends on the quality of
primary data. If data are incomplete, delayed
or incompatible between systems, the
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integral index may create a false sense of
control. Second, indicator weights must be
adapted to the profile of a specific enterprise,
because an electronics manufacturer, a repair
enterprise, an ammunition producer and an
engineering design organisation have
different risk profiles. Third, excessive
formalisation can be dangerous if managers
treat the index as a substitute for professional
judgement. ESDMI should support decisions,
not replace managerial responsibility [4; 10].

6. Practical implementation
mechanism

The practical implementation of a digital
early-warning mechanism should proceed in
stages. First, the enterprise should identify
critical processes that directly affect defence
contract fulfilment, production continuity
and financial stability. Second, it should build
a map of risks and indicators, where each risk
is linked to a digital data source, responsible
unit, update frequency and managerial
threshold. Third, data from ERP, MES, SCM,
SRM, HRM, Bl and SIEM should be integrated
at the level of a data warehouse or analytical
platform. Fourth, indicator weights should be
defined and ESDMI calculated. Fifth, a
dashboard and managerial response matrix
should be created. Sixth, the model should
undergo scenario testing. Seventh, it should
be regularly updated on the basis of actual
incidents, audit results and expert review [4;
10; 15; 20].

Table 8. Stages of Implementing Digital Monitoring of Economic Security

Stage Work content

Expected result

Diagnosis

Identify critical processes, contracts, resources and threats

Map of critical zones of economic security

Indicator design
persons

Select indicators, data sources, thresholds and responsible

ESDMI indicator register

Data integration
systems

Connect ERP, MES, SCM, SRM, HRM, BI, SIEM and other

Unified digital data contour
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Stage Work content Expected result
Risk scoring Norma]lse indicators, define weights and calculate Integral index and risk profile
subindices
Dashboard Visualise the security state for managerial roles Early-warning management dashboard
Eristggglz € Define actions for Green, Yellow, Orange and Red levels Escalation and responsibility matrix
Model review Audit signal accuracy and update weights and thresholds Continuous improvement of the system

Source: compiled by the authors.

In practice, it is better to begin not with
the most complex Al model, but with a
controlled minimum monitoring contour. A
first working prototype may include 20-30 key
indicators, several critical business processes
and a simple four-level warning scale. After
historical data have accumulated, the model
can be expanded with predictive analytics,
state clustering, anomaly detection or a
digital twin of enterprise economic security
[8;11; 28].

7. Limitations and directions for
further research

The main limitation of the study is its
conceptual and methodological character.
The proposed model requires empirical
validation using data from defence-industrial
enterprises or through an expert procedure
involving specialists in defence industry,
finance, logistics, production, cybersecurity
and corporate governance. Because of the
sensitivity of the defence sector, such
validation must comply with confidentiality
requirements, and its results may be
published only in aggregated or anonymised
form.

The wuse of a synthetic case is
methodologically justified for preliminary
testing of the model's logic, but it does not
replace full empirical validation. Synthetic
subindex values do not reflect the actual state
of a specific defence-industrial enterprise and
cannot be used for inter-organisational
comparison. Their function is to show how
ESDMI, thresholds, dynamic triggers and
managerial escalation can work within one

early-warning contour. The next stage of
research should test the model on
anonymised data from defence-industrial
enterprises or through a Delphi/AHP expert
procedure followed by an assessment of the
consistency of weighting coefficients [29; 30].

A second limitation is the general
character of the proposed structure. Defence-
industrial enterprises differ in production
cycles, technological complexity, supply
structure and dependence on public
procurement. ESDMI should therefore be
treated not as a fixed standard, but as a
methodological template that must be
adapted to a specific enterprise type. A third
limitation concerns data: digital monitoring
can be effective only when an enterprise has
sufficient  data  maturity, integrated
information  systems and clear data
governance rules [15; 17; 24].

A separate limitation is the initial
character of the proposed ESDMI thresholds.
The Green, Yellow, Orange and Red
boundaries used in this article are a starting
calibration scale for demonstrating the logic
of early warning. They should not be
interpreted as universal norms for all defence-
industrial enterprises. In practical application,
thresholds should be refined on the basis of
expert assessment, historical data, actual
incidents, risk appetite and the criticality of
specific  production and  contractual
processes. Further research should test
threshold stability, estimate the frequency of
false positive and false negative signals, and
determine optimal boundaries for different
types of defence-industrial enterprises.
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Further research should focus on expert
validation of ESDMI weights, development of
sectoral indicator profiles for different types
of defence-industrial enterprises, methods for
assessing the accuracy of early-warning
signals, integration of cyber risks with
financial and production consequences, and
the construction of a digital twin of enterprise
economic security. A separate promising
direction is comparative research on defence-
industrial enterprises in different countries in
terms of digital maturity, supply chain
resilience and corporate mechanisms of risk
governance [11; 18; 24; 28].

8. Conclusions.

Defence-industrial enterprises need not a
one-time assessment of economic security,
but continuous digital monitoring capable of
detecting risk deviations before they become
a crisis. Wartime, logistics, technological and
cyber instability make traditional
retrospective approaches insufficient,
because managerial decisions must be made
not after the end of a reporting period, but at
the moment an early threat signal appears.

The article proposes a digital early-
warning framework that combines economic
security indicators, digital data sources, the
integral  ESDMI,  dashboard-monitoring
architecture, a four-level warning scale and a
scenario matrix for managerial response. The
scientific contribution lies in integrating
enterprise economic security with the logic of
digital risk monitoring, supply chain
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resilience, cybersecurity risk management
and corporate governance. The practical
value of the model is that it can be used as a
basis for an internal management dashboard
of a defence-industrial enterprise, expert risk
assessment and further empirical validation.
Scenario testing on a synthetic case
shows that the proposed model can reflect
not only integral deterioration of economic
security, but also critical changes in individual
subindices. This is especially important for
defence-industrial enterprises, where a single
risk, such as a cyber incident, shortage of a
critical component or loss of a key
competence, may have a delayed but
systemic effect on production continuity and
defence contract fulfilment. ESDMI should
therefore be used not as a self-sufficient
automatic rating, but as an element of a
broader managerial contour that combines

index  assessment, dynamic triggers,
dashboard  monitoring and response
protocols.

The proposed model does not eliminate
risks automatically. It reduces the time
needed to detect them, improves the
transparency of cross-functional interaction
and helps connect financial, production,
logistics, personnel, supplier and
cybersecurity signals within one system for
managing economic security. This shift from
fragmented control to digital early warning is
a necessary condition for the resilience of
defence-industrial enterprises under
contemporary security challenges.
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MERCHANDISING TRANSFORMATION UNDER THE INFLUENCE
OF TECHNOLOGICAL, COMPETITIVE AND CONSUMER FACTORS: A
COMPREHENSIVE CONCEPT FOR RETAIL

Viktor Sibruk, Iryna Suvorova, Oleksii Yarmoliuk. “Merchandising transformation under the
influence of technological, competitive and consumer factors: a comprehensive concept for retail”. The
article examines the transformation of merchandising in the context of retail digitalization and intensifying
competition. Based on an analysis of classical theories of retail format evolution, the necessity of rethinking
traditional approaches to retail space organization with consideration of modern technological innovations is
substantiated. Four groups of factors that comprehensively influence merchandising effectiveness are
identified: technological, consumer, competitive, and economic. An integrated multi-factor model for
evaluating merchandising effectiveness is proposed, which is intended to enable quantitative assessment of
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each factor group's contribution to overall retail performance. Practical tools for improving merchandising
effectiveness are examined: basket analytics for identifying complementary products, including the use of large
language models; checkout automation integrated with loyalty programs; and dynamic customer flow
management across various functional zones of the retail space. Recommendations are developed for phased
implementation of innovative solutions in retail enterprises, considering the specifics of various formats — from
supermarkets to specialized hardware stores.

Keywords: modern merchandising, retail trade, influencing factors, innovations, integrated multi-
factor model

Bikmop Cibpyk, Ipuna Cyeopoea, Onekcili ipmoniok. “TpaHchopmayia mepyarndalizuHzy nio
8NJ1UBOM MeXHOJ102iYHUX, KOHKYPpeHMHUX ma cno)Kue4yux gpakmopie: KomnseKcHa KoHyenyia ons
pumeltiny”. Y cmammi 00ciioX)Xyemocs mpaHcopmauis MepyaHOdli3uHzy 8 ymMosax uyugposizayii
po30pi6bHOI mopeieni ma nocuneHHA KOHKypeHuil. Ha ocHosi aHanisy knacu4dHux meopil egosnouyii popm
po30pibHOI mopeigni 0b6rpyHMosaHo HeobXxiOHicmb nepeznady mpaduyiliHux nioxodie 00 opzaHizauir
mop208esibHO20 NPOCMOpY 3 YPAxy8aHHAM Cy4dCHUX MexHOI02i4HUX iHHosayil. BusHayeHo yomupu epynu
akmopis, W0 KOMNIEKCHO 8NUBAIOMb HA epheKmuUBHICMb MepuyaHOali3uHay: MmexHOI02iUHI , CNOXUBYI ,
KOHKYpeHmMHi ma eKOHOMIYHi. 3anponoHo8aHo iHmMezpaneHy 6azamoakmopHy Mooesnb OUiHKU
eghekmusHOCMi MepuyaHAal3uHzy, AKa Mae 00380/IUMU KiflbKiCHO 8U3HAYUMU 8HECOK KOXHOI 2pynu hakmopis
Y 3a2a/71bHY pe3ysbmamusHicCmb mopeosesibHoI OifnlbHOCMI. Po321aHYmMo npakmuyHi  iHcmpymeHmu
nidguweHHA ehekmusHOCMI MepyaHOali3uHay: AHAZIIMUKY CNOXUBY020 KOWUKA O/1A 8UABNIEHHA Mosapis-
KoMnsiiMeHmie, 30KpemMd 3 BUKOPUCMAHHAM BeUKUX MOBHUX Modesel; asmomamusayilo Kacosux
pO3paxyHkie ma iHmezpauito 3 npo2pamamu J10A76HOCMI; OUHAMIYHe ynpaesniHHA NOMOKOM NOKynuig y
Pi3HUX (PyHKUIOHA/IbHUX 30HAX MOpP208e/ibHO20 3aknady. BupobreHi pekomeHOayii ujo0o noemanHoz2o
8NPOBAOXKEHHA [HHOBAUIUHUX pilleHb y OifsibHiICMb nidnpuemcma po30pibHOi mopeieni 3 ypaxy8aHHAM
cneyucpiku pizHux popmamis — 8i0 cynepmapkemis 0o cneyianizosaHux byodigenbHUX YyeHmpis.

Knrouoei cnoea: cyyacHuin mepuyaHpansuHr, po3gpibHa Topriens, daktopu BRAuBY, iHHOBaUl,
iHTerpanbHa 6aratodakTopHa Mogesb OLiHKM ePeKTUBHOCTI

Introduction. The current state of retail
trade is characterized by a profound
transformation driven not only by shifts in
consumer behavior but also by the rapid
advancement of technology. Retail is an
industry that responds both to the slightest
fluctuations in global processes and to
changes in consumer preferences, under the
influence of which modern retail is
undergoing  significant  structural and
institutional changes. According to forecasts
by Wellbrock W. and Traumann Ch. [23], the
coming decade can confidently be expected
to bring changes unseen over the past fifty
years. This dynamic necessitates a rethinking
of established approaches to organizing retail
space and customer interaction.

Despite considerable progress in the
theoretical understanding of the evolution of
retail formats, there is a substantial gap
between established concepts (cyclical and
environmental theories, conflict theory, and
the Big Middle concept) and the
contemporary challenges that retailers face in
the field of merchandising. Classical theories,
as rightly noted by Brown S. [3], offer a
division into three groups: cyclical theories,
related to economic cycles; environmental
theories, pertaining to the operating
environment; and conflict theory, which is
based on the idea that institutional changes
result from competitive behavior among
retail organizations. It should be noted that
classical theories, as emphasized by Fernie J.,
Fernie S. and Moore C. [6], reflect only the
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general picture of the development of certain
retail formats, without accounting for the
influence of many environmental factors,
particularly technological innovations, which
are today reshaping the very nature of
merchandising.

With regard to the integration of
analytical tools for identifying
complementary products and developing
effective cross-category solutions, according
to McArthur E., Weaven S., and Dant R.P. [12],
existing theories remain disconnected from
one another due to an overly narrow
approach to the topic, and the overall
understanding of retail functioning s
composed of a multitude of heterogeneous
variables.

Contemporary trends in the
development of multichannel, cross-channel,
and omnichannel strategies, alongside the
persistence of traditional store-based and
non-store retail formats, are creating a new
reality to which existing theoretical
frameworks must be adapted. Issues such as
the automation of checkout processes,
personalization of loyalty programs, and
dynamic management of customer flow
within the sales floor are gaining relevance
[22]. Modern retail establishments typically
seek to develop several formats and brands
simultaneously, covering different segments
of the consumer market, which complicates
the application of traditional practices and
calls for more flexible, adaptive approaches to
retail space management. There is a growing
need to systematize innovative
merchandising approaches that take into
account the specifics of various retail formats
— from supermarkets to specialized outlets.

Analysis of recent studies and
publications. In the field of basket analytics,
PanY. Russell G, GrucaT.S., and Li C. recently
developed the MVL (Multivariate logistic
model) -Poisson model to account for the
impact of marketing activities on visit
frequency and cross-category dependencies
between product categories [14]. Kumar et al.
introduced an innovative approach to cross-
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category recommendations that combines
traditional basket analysis with LLM (Large
language model)-generated associations,
enabling the proposal of novel, contextually
relevant product combinations [8]. In the
work of Basu S., the concept of "agentic
commerce" is proposed - autonomous Al
systems that go beyond generating
recommendations and actively manage end-
to-end retail processes, including dynamic
pricing, assortment management, and
operational orchestration in an omnichannel
environment [2].

Contemporary research, particularly
Kwak confirms the high effectiveness of
implementing self-checkout systems,
although they also reveal certain peculiarities
in their usage, including longer transaction
times with fewer items per basket compared
to traditional checkout counters [9;20].
Current trends in POS (Point-of-sale) system
development include integration with mobile
applications, biometric authentication, and
smart basket scanning [13]. According to an
analytical report, loyalty programs are
evolving into a key element of data-driven
business models, where retail media function
as a continuous optimization cycle. These
capabilities enable higher basket efficiency,
better retention, and increased revenue from
Retail Media. [16].

Customer flow management has gained
new momentum through RFID (Radio-
frequency identification) technologies: Dey S.,
Lahon J., Boruah S. and Deka P. used RFID tags
to visualize customer movement trajectories
and identify the most and least visited zones
within a store [5]. Sharma P., drawing on
empirical A/B testing, confirmed the
effectiveness of the "decompression zone"
concept, demonstrating that customers need
time to adapt to the store environment upon
entry [19].

Identification of previously unresolved
parts of the overall problem. Despite a
considerable number of scholarly studies
devoted to the evolution of retail formats, the
practical aspects of implementing modern
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merchandising technologies remain
insufficiently explored. Above all, further
investigation is needed into how exactly
technological innovations - electronic shelf
labels, dynamic pricing systems based on
demand elasticity, basket analytics tools for
identifying complementary products,
automated checkout integrated with loyalty
programs, as well as RFID technologies for
monitoring customer movement - affect the
evolution of retail formats. This is particularly
relevant across different formats, ranging
from supermarkets to specialized hardware
stores, where merchandising strategies differ
substantially.

Furthermore, the issue of customer flow
management across various functional zones
of a retail establishment remains open. The
concept of the "decompression zone" at the
entrance, route optimization within the main
sales floor, and the organization of the
checkout area with its high impulse-purchase
potential, while having practical applications,
require theoretical generalization and
empirical validation. The challenge of
dynamic queue management during peak
activity periods also remains unresolved. In
addition, the differentiated effectiveness of
loyalty programs depending on the retail
format and consumer type has been
insufficiently studied.

Formulation of the article's objectives.
The purpose of this study is to develop
theoretically grounded and practically
oriented recommendations for improving
merchandising in retail trade through the
integration of modern technological
innovations across various retail formats. The
research is intended to bridge the gap
between classic theoretical approaches to the
evolution of retail formats and the
contemporary challenges facing retailers in
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the context of digitalization, intensifying
competition, and shifting consumer behavior.

Presentation of the main research
material. The methods and forms of retail
management are evolving rapidly within
various conceptual frameworks, each with its
own distinctive features, advantages, and
limitations. For the purposes of this study, the
most relevant approach appears to be the
integration of environmental theory by
Davies K., which emphasizes the adaptation of
retail enterprises to changes in the
macroenvironment, and the Big Middle
concept described in the work of Levy M.,
Grewal D., Peterson R.A., Connolly B. [4;10].
The Big Middle concept structures the market
into four segments, with the optimal one
being precisely the middle segment — where
retailers offer innovative products in a wide
assortment at reasonable prices, and where
innovative merchandising becomes
particularly critical as one of the most
significant factors in competitiveness. The
influence of various factors on the formation
of modern merchandising is presented in
Figure 1.

The contemporary competitive
environment of retail trade is characterized by
unprecedented  dynamism, compelling
retailers to rethink traditional approaches to
merchandising. Competition in retail can lead
to paradoxical effects: instead of the expected
price reductions, it stimulates assortment
expansion and price increases, since a
broader assortment becomes a strategy for
attracting customers away from competitors
and also allows for better segmentation of
consumers with heterogeneous preferences.
This  creates new  challenges  for
merchandising, which must ensure not only
an attractive price but also a unique value
proposition.
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Technological factors

- Electronic Shelf Labels (ESL)
- Radio-frequency identification
(RFID) technologies

- Al systems
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Consumer factors

- Changing preferences
- Requirement for personalization
- Time savings

Modern merchandising

Competitiveness Factors

- Pressure from New Players
- Emergence of New Retail
Formats

- Omnichannel Competition

Demand Factors

- Price Elasticity of Demand
- Income Elasticity of Demand
- Cross Elasticity of Demand

Figure 1- Integration model of factors influencing modern merchandising
Source: Developed by the authors based on [10; 6]

Pressure from new players significantly
transforms merchandising strategies. The
emergence of new competitors, especially
discount formats, makes it critically important
for incumbent retailers to develop unique
service portfolios that protect against
customer switching. Traditional retailers are
forced to invest in additional services — from
culinary studios to yoga studios — in order to
create barriers to entry for new players. At the
same time, unique services that are not
duplicated by competitors demonstrate
particular effectiveness: they foster customer
loyalty to a specific store, reducing the
likelihood of switching to a new player.

The emergence of new retail formats is
changing the very logic of merchandising. For
example, the showroom format, which is
being actively implemented by online
retailers, involves a fundamentally different
organization of retail space: here, the
customer does not purchase the product
directly but gains an experience of interacting
with the product, after which they place an
order online. This necessitates a rethinking of
the role of sales staff, product display, and
navigation. In turn, traditional department
stores are transforming from multi-category

retail outlets into multi-brand, experience-
oriented spaces where success is measured
not only by sales per square meter but also by
social media activity and the share of e-
commerce.

Omnichannel competition is becoming a
defining factor in modern merchandising. The
blurring of boundaries between sales
channels means that customers expect a
seamless experience regardless of whether
they are in a store, on a website, or in a mobile
app [25]. This requires retailers to integrate
online and offline merchandising—for
example, through in-store recommendations
of products that are available exclusively
online, which creates synergy between
channels and increases overall profitability. At
the same time, competition from platforms
such as Temu and TikTok is changing young
shoppers' expectations regarding speed,
price, and novelty of offerings, forcing
traditional retailers to accelerate assortment
updates and incorporate elements of
"treasure hunting" into merchandising.

Competitive pressure also stimulates the
adoption of technological innovations in
merchandising. Research shows that retailers
facing intense competition are more likely to
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invest in digital tools for display and price
management, as this enables more rapid
responses to competitors' actions. This is
particularly relevant for categories with high
purchase frequency, where even small
changes in price or assortment can
significantly impact market shares.

Understanding the nature of demand
and its sensitivity to various factors is a
fundamental basis for making effective
merchandising decisions. Modern retailers
use elasticity analysis to optimize pricing
policies, manage assortment, and improve
overall sales efficiency [7].

Price elasticity of demand is one of the
most important indicators determining
consumer response to price changes. It can
vary significantly across sales channels:
specifically, own-price elasticity of demand in
offline stores is higher in absolute value (on
average -1.74) compared to the online
channel (on average -0.87) [24]. This means
that consumers in traditional stores are more
sensitive to price changes, which is explained
by higher search costs and a lesser ability to
compare offers in real time. For modern
merchandising, this implies the need for a
differentiated approach to pricing depending
on the sales channel, as well as the
importance of using analytical tools to
determine precise elasticity values at the level
of individual products and stores [17].

Particular attention in merchandising
practice is paid to KVIs (Key Value Items),
which account for less than 10% of the
assortment but determine consumers'
perception of the overall price level of the
entire store. As experts note, it is precisely
these products that shape the retailer's price
image: if prices on them are competitive, the
customer extrapolates this impression to the
entire store offering. Products belonging to
this category typically have high price
elasticity, as consumers are well aware of their
market value and react sensitively to any
changes. Price optimization for KVIs requires
continuous monitoring of the competitive
environment, seasonal fluctuations, and
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changes in consumer behavior, making them
a critical element of strategic pricing.

Income elasticity of demand reflects the
sensitivity of sales volume to changes in
consumer income levels. Research empirically
confirms that income elasticity varies
depending on the type of product and retail
format. In particular, an analysis of the Seoul
market showed that a 1% increase in income
leads to a 1.083% increase in supermarket
sales, a 1.5% increase in restaurant sales, and
a 2.184% increase in mobile phone store sales
[18]. The lowest income elasticity is observed
for essential goods, which form the core of the
supermarket assortment, making this channel
more resilient to economic fluctuations.

Cross-elasticity is critical for
understanding the interrelationships
between products in the assortment and for
effective  cross-merchandising  planning.
Research shows that cross-elasticity is higher
in offline channels (on average 0.17)
compared to online channels (0.04),
indicating that consumers in physical stores
are more inclined to search for substitute
products in response to price changes [24].
This is explained by the fact that in a
traditional store, the customer has invested
time and effort in the visit, making them more
inclined to purchase an alternative productin
the same store rather than abandoning the
purchase altogether.

Understanding cross-elasticity is the
foundation of many  merchandising
strategies, in particular the use of loss leaders
to drive traffic. As economists explain, selling
certain products below cost or with minimal
margin can be profitable because it increases
cross-price elasticity of demand for other,
higher-margin  products. This strategy
demonstrates the importance of considering
interrelationships between products when
formulating pricing policies and
merchandising decisions.

For practical implementation of demand
analysis, modern retailers use structural
vector autoregressions (SVAR) and multiple
price elasticity identification methods, which
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allow combining data with managerial
insights about market functioning. This
approach helps overcome endogeneity
problems arising from the correlation
between price and unobserved demand
shocks, yielding more reliable estimates. In
particular, studies on large samples of nearly
2,000 stores demonstrate that traditional
methods often yield paradoxical positive
price elasticity estimates that contradict the
behavioral foundations of demand, whereas
modern multiple identification approaches
provide sufficient accuracy for practical use in
pricing [17]. Merchandisers, faced with high
uncertainty in elasticity identification, must
continuously monitor the effectiveness of
pricing strategies and be prepared to
frequently adjust the marketing mix in
response to the dynamics of market
characteristics.

The comprehensive impact on modern
merchandising can be viewed as a
combination of four groups of factors, each of
which must be taken into account when
planning and developing product displays,
pricing, and customer flow management.
Technological factors provide the
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instrumental  foundation for change,
consumer factors determine the direction of
these changes, competitive factors compel
the acceleration of innovation adoption, and
demand factors either constrain or stimulate
particular solutions.

One of the effective tools of modern
merchandising is Market Basket Analysis,
which allows for the identification of stable
pairs and groups of products that are
purchased together (complementary goods)
(Table 1). In contrast to the traditional
intuitive approach, where sellers have arough
idea or assumption about which products "go
well together,” modern methods employ
association  rule  mining  algorithms,
particularly the Apriori algorithm [1], which
enables the quantitative assessment of three
key metrics: support — the frequency with
which an itemset appears in all transactions;
confidence - the probability of purchasing
item B given the purchase of item A; and lift -
a measure of how much more often two items
are purchased together than would be
expected by chance.

Table 1. Application of complementary product analytics across retail formats

Typical Complementary

Retail Format .
Pairs

Placement Strategy

Expected Effect

Placement nearby or on

yourself) outlet paint + brush + masking

Supermarket Pasta + sauce; chips + beer; separate "Dinner ldea” Increase in average transaction
(FMCG) coffee + cream P value by 15-25%

shelves
DIY (do-it- Tiles + adhesive + grout; Problem-oriented grouping | Reduction of cognitive load;

("For the bathroom," "For
tape walls")

increase in sales of related products
by 30%

Laptop + case + mouse;

vitamins + probiotics

Electronics Cross-merchandising on a | Higher margins through accessory
phone + screen protector + . :

Store case single display stand sales
Shampoo + conditioner; Placement ’.‘earby?,, Buy .

Pharmacy two, get a discount Increase in repeat purchases

promotion

Source: Developed by the authors based on [8]

Contemporary research, particularly the
work of Kumar A. Pathak N., Agrawal A,
Gupta R., and Gupta C, proposes the use of

large language models (LLM) to identify new,
non-obvious categories of complementary
products. In contrast to classical basket
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analysis, which relies exclusively on historical
purchase data, LLMs enable the generation of
contextually relevant associations that extend
beyond observed patterns [8]. An LLM can
analyze textual product descriptions,
customer reviews, and repair forums to
suggest less obvious combinations - for
example, a specialized joint sealant that is not
purchased together with tiles but is logically
related to them in the context of solving a
specific task. This approach allows for going
beyond observed data and creating new
consumer  value, opening up new
opportunities for cross-category
merchandising, particularly in specialized
formats where consumers often come to
solve a specific problem rather than to buy a
single product.

The checkout area is a critical point of
customer interaction that can either
strengthen loyalty or ruin the positive
impression of the entire store visit. Traditional
queues at checkout counters, especially
during peak hours, are one of the main
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reasons for purchase abandonment and
reduced customer satisfaction. The solution
to this problem lies in comprehensive
automation,  which includes several
interrelated components. The first approach
involves the implementation of self-checkout
systems (SCO), which allow customers to scan
and pay for goods independently. As
evidenced by Decathlon's experience in
transitioning to 100% self-service, this not
only reduces queues but also enables the
reallocation of cashiers to the role of sales
floor consultants, thereby improving service
quality. According to Decathlon Turkey, the
introduction of self-checkout reduced waiting
time in queues by 50% [11]. The effectiveness
of  self-checkout systems  increases
significantly when combined with smart
basket scanners, where customers scan items
directly while selecting them from the shelf
and only pay for the already compiled receipt
at the checkout.

- mobile application;
- self-service terminal;

Level of Customer Interaction

- smart basket scanner;
- biometric authentication

- purchase history;
- personalized offers

Loyalty Management (CRM)

- points, discounts;

- automatic application of discounts;
- dynamic pricing;

Checkout Processing (POS/ERP)

- points redemption;

Figure 2 — Architecture of an integrated automation system for checkout and loyalty
Source: Developed by the authors

The second approach to optimizing
service processes is the deep integration of
point-of-sale (POS) systems with loyalty
programs. Modern architecture enables

automatic customer recognition (via mobile
app, biometrics, or smart card), retrieval of
their personalized offers, and automatic
application of discounts without requiring
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any additional action on the part of the
customer or the cashier (Fig. 2). This approach,
known as "background loyalty," not only
speeds up checkout but also creates a sense
of care and a personalized approach.

Thirdly, automation enables the
implementation of dynamic pricing directly at
the checkout. This is particularly relevant for
products with a short shelf life, where the
system can automatically offer a discount on
a product expiring today, or for stimulating
sales during "dead hours." Electronic shelf
labels (ESL) play a key role here, as they allow
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real-time synchronization of the price on the
shelf and at the checkout, avoiding conflicts
and confusion [21].

Effective management of customer
movement within the store is one of the most
underestimated reserves for increasing sales.
Different zones of the retail space have
different functional purposes and generate
different revenue volumes, which requires a
differentiated approach to their organization
(Table 2).

Table 2. Characteristics of functional zones in a retail establishment

Share of Share of Primar
Zone Total Wy Key Products
Turnover Function
Area
Forming the first .
) - Seasonal items, new
Entrance Zone o o, | IMpression, : .
) 2-5% up to 10% : arrivals, emotional
(Decompression) capturing
) products
attention
Main Zone Core sales, Planned purchase
70-85% | 75-85% | navigation, products (groceries,
(Sales Floor) : :
selection tiles, etc.)
Checkout Zone Impulse Small cheap items
(Impulse) <1% up to 5% uri hasin (batteries, gum,
P P & chocolate)
Source: Developed by the authors based on [19;5]
The entrance zone, referred to in products that create an emotional

academic sources as the "decompression
zone," is the space where customers adapt to
the store environment, shifting their attention
from external stimuli to internal tasks.
Research shows that shoppers often overlook
the first display upon entry, as they need time
to orient themselves within the space;
therefore, placing key POS materials directly
at the entrance may prove ineffective [19]. It is
considered optimal to position the first
display at a distance of 2-3 meters from the
entrance door, after the customer has already
oriented themselves toward the main sales
floor. In the entrance zone, it is advisable to
place seasonal items, new arrivals, and

atmosphere (flowers, fresh baked goods).
The main sales floor area should be
organized to provide a logical traffic flow that
covers the maximum number of product
categories. The use of RFID technologies and
CCTV (closed-circuit television) cameras with
video analytics capabilities makes it possible
to visualize actual customer movement
trajectories, determine dwell time in various
sections, and identify "cold zones" that
customers tend to bypass [15]. The data
obtained serves as the basis for store
replanning, navigation optimization, and POS
material placement. Of particular importance
is the identification of so-called "dead
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corners" — areas with low foot traffic due to
planning errors - and their correction
through route adjustments or the placement
of targeted-demand products in these zones.

Despite its small area, the checkout zone
generates a significant volume of impulse
purchases, which are based on different
merchandising methods than those used in
the main area. A customer standing in the
checkout queue has already made their
purchasing decision, calculated their budget,
and did not plan any additional expenditures.
Therefore, products in the checkout zone
must meet several criteria: low price, small
packaging, emotional appeal, and no need for
lengthy selection.

For a comprehensive consideration of the
factors influencing merchandising
effectiveness, an integrated multi-factor
model can be proposed that allows for the
quantitative assessment of the contribution
of each group and the calculation of a single
integral indicator - the Merchandising
Effectiveness Index (MEI). Similar approaches
to constructing integral indices in the field of
trade and services are used to assess the
impact of various sales channels on customer
satisfaction and business model efficiency.

The model is based on the assumption
that each group of factors has a different
weight depending on market specifics, store
format, and current operating conditions.
Weighting coefficients can be determined
either through expert assessment or on the
basis of empirical data - for example, through
regression analysis of the relationship
between factors and actual sales
performance. For each group of factors, an
aggregate indicator is calculated that
combines several measurable indicators
characterizing individual aspects of influence.

The calculation of the integral index can
be performed as the sum of the products of
weighting coefficients and the aggregate
indicators of the corresponding factor groups.
In turn, each group of factors is determined by
functions for the respective factors.
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The technological factors group may
include: the electronic shelf label adoption
index, defined as the share of product items
equipped with electronic shelf labels in the
total number of items; the RFID coverage
index, which reflects the share of products
identified using radio-frequency tags,
enabling automated inventory management
and product movement monitoring. The
artificial intelligence usage index assesses the
extent to which machine learning algorithms
are applied for demand forecasting, dynamic
pricing, and personalized recommendations.
The checkout automation index is defined as
the ratio of the number of self-checkout
terminals to the total number of checkout
terminals.

For consumer factors, the aggregate
indicator may include the Customer
Satisfaction Index, measured on the basis of
surveys, review analysis, and return data. The
Loyalty = Program  Penetration  Index,
calculated as the share of purchases made by
loyalty program members in total turnover.
The Service Time Index reflects the average
time a customer spends at checkout,
normalized relative to a target value.

Competitive factors may include: the
Competitive Pressure Index, which assesses
the number of new players in the market and
their market share; the New Formats
Emergence Index, which reflects the degree
of penetration of alternative retail forms
(discounters, showrooms, DTC channels); and
the Omnichannel Index, which measures the
integration of online and offline sales
channels. The demand factors group may
include elasticity coefficients calculated on
the basis of statistical analysis of sales and
price data, with subsequent normalization to
a scale from 0 to 1 to ensure compatibility
with other indicators.

Validation of the model should involve
data collection for a group of stores that differ
significantly in their level of technological
equipment, calculation of the integral MEI
indicator for each of them, and comparison
with actual performance metrics (growth in
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average transaction value, increase in impulse
purchases, reduction in queue waiting time).
The correlation coefficient between the MEI
and the selected performance indicators
allows for an assessment of the model's
adequacy. At correlation coefficient values
>0.7,the model can be considered suitable for
practical use.

In addition to diagnosing the current
state, the model should allow for simulation
of various scenarios of changes in external
conditions. For example, during a period of
economic instability accompanied by a
decline in household incomes, the weight of
demand factors increases, which is reflected
in the integral indicator and signals the need
to reallocate resources in favor of flexible
pricing tools and discounts for price-sensitive
customer groups. Such modeling enables
retail company managers to make informed
management decisions under conditions of
uncertainty.

From the practical recommendations for
retail enterprises seeking to implement
innovative approaches to merchandising,
several strategies can be highlighted. First,
the implementation of innovations can begin
with the analysis of existing data. Most
retailers already possess historical transaction
data, which is an invaluable source for
identifying complementary products. Even a
simple basket analysis in Excel or Google
Sheets can yield initial insights that allow for
optimizing product displays and increasing
cross-sales without additional investment in
equipment. It is also worth considering a pilot
implementation of electronic shelf labels in a
specific category or in one of the network's
stores. This would allow for assessing the real
effect of dynamic pricing, testing customer
response, and refining operational
procedures before scaling up. It is advisable to
start with categories with a short shelf life
(fresh products) or seasonal items, where
price sensitivity is highest.

Checkout automation can be combined
with active communication with customers.
Consumers often fear new technologies, so it
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is important to explain the benefits of self-
service (speed, control over the process) and
ensure the presence of support staff to assist
with any issues. A positive experience with
the technology is the best advertisement for
attracting new users. Loyalty programs
should be rethought as a data collection tool,
not merely as a means of encouraging repeat
purchases. Every transaction made by a loyal
customer is information about their
preferences, which can be used for
personalizing offers, optimizing assortment,
and managing inventory.

Conclusions.

The conducted research demonstrates
that modern merchandising is undergoing a
profound transformation driven by the
integration of technological innovations,
shifts in consumer behavior, and intensifying
competition. Classical theories of retail format
evolution, while conceptually significant,
require supplementation with consideration
of digital tools, without which they lose
explanatory power in the contemporary retail
environment. The analysis of four groups of
factors - technological, consumer,
competitive, and economic - confirms that
their combined impact on merchandising is
decisive for sales performance, and the
proposed integrated MElI model enables
qguantitative assessment of each group's
contribution and adaptation of management
decisions to the specifics of various formats.
The implementation of electronic shelf labels,
self-checkout systems, and their integration
with loyalty programs reduces service time,
minimizes pricing errors, and creates a
foundation for personalized offers. Customer
flow management, including optimization of
functional zones and dynamic queue
regulation technologies, significantly
improves operational efficiency and customer
satisfaction. The use of large language models
for identifying complementary products
opens new opportunities for cross-category
merchandising by generating associations
based on semantic analysis of textual data.
The practical value of the research lies in
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recommendations for phased innovation
implementation with continuous monitoring
through the MEI model, enabling timely
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should focus on calibrating the model's
weighting coefficients based on empirical
data from different markets and developing

strategy adjustments in response to software tools for real-time monitoring.

environmental changes. Future research

References

1. Agrawal R, & Srikant R. (1994). Fast Algorithms for Mining Association Rules. In
Proceedings of the 20th International Conference on Very Large Data Bases (VLDB '94) (pp. 487-
499). Santiago, Chile. https://www.vldb.org/conf/1994/P487.PDF

2. Basu S. (2026). Agentic commerce applications: How autonomous Al is redefining the
retail & e-commerce industry. International Journal of Computational and Experimental Science
and Engineering, 12(1). https://doi.org/10.22399/ijcesen.5091

3. Brown S. (1987). Institutional Change in Retailing: A Review and Synthesis. European
Journal of Marketing, 21(6), 5-36. https://www.emerald.com/ejm/article-
abstract/21/6/5/33404/Institutional-Change-in-Retailing-A-Review-and?redirectedFrom=fulltext

4. Dauvies, K. (1998). Applying Evolutionary Models to the Retail Sector. The International
Review of Retail, Distribution and Consumer Research, 8 (2), 165-181.

5. DeyS., LahonJ., BoruahS., & Deka P. (2024). Analyzing customer movement in retail stores
using RFID and POS data for enhanced shopping experience. Journal of Theoretical and Applied
Information Technology, 102(7), 3086-3095.

6. Fernie J, Fernie S., Moore C. (2015). Principles of Retailing. 2nd Edition. Abingdon, Oxon:
Routledge. https://catalog.uttyler.edu/cgi-bin/koha/opac-
detail.pl?biblionumber=914793&shelfbrowse_itemnumber=981095&__cf chl_f_tk=nu3lm_4nN
1dk4Fmj.YqCmDgHDNsSDkgXjz_UjVfdoK8-1782895795-1.0.1.1-
cuDUQOwor26s09V90uin3rcd1ezRiZu.Tz7IQnbdv2g#shelfbrowser

7. Haschka, R. E., & Herwartz, H. (2025). Utilizing managerial beliefs for set identification of
price elasticities of demand. Journal of Business Economics, 53, 1482-1505.

8. Kumar A, Pathak N., Agrawal A., Gupta R., & Gupta C. (2025). Beyond co-occurrence: LLM-
based novel category discovery for e-commerce. arXiv, arXiv:2505.12718v2.
https://arxiv.org/abs/2505.12718v2

9. Kwak J. K. (2020). Empirical Analysis on Comparison between Self-checkout and Regular
Staffed-checkout lanes in a Poland Retail Store. International Journal of Advanced Culture
Technology, 8(1), 56-61. https://koreascience.kr/article/JAKO202009759220175.pub

10. Levy M., Grewal D., Peterson R.A., Connolly B. (2005). The concept of the «Big Middle».
Journal of Retailing, 81(2), 83-88.

11. Logo Software and Decathlon deliver a seamless customer experience in the cloud.
(2023). https://perakende.org/logo-yazilim-ve-decathlondan-bulutta-kesintisiz-musteri-
deneyimi/#content_skip_link_anchor

12. McArthur E.S., Weaven S., Dant R.P. (2016). The Evolution of Retailing. Journal of
Macromarketing, 36(3), 272-286.

This work is licensed under a Creative Commons Attribution 4.0 International License



The electronic scientifically and practical journal 67-79
“INTELLECTUALIZATION OF LOGISTICS AND SUPPLY CHAIN MANAGEMENT”, v.38 (2026)
ISSN 2708-3195 https://smart-scm.org

13. Miller C. (2025). Emerging Biometric Authentication at the Point of Sale Scorecard.
https://javelinstrategy.com/research/2025-emerging-biometric-authentication-point-sale-
scorecard

14. Pan Y., Russell G, Gruca T. S., & Li C. (2026). Multicategory purchase behavior: basket
choice, shopping frequency, and promotional analysis. Journal of Retailing, 102(1), 44-62.

15. Pott J. (2024). Queue management for retailers: Customer convenience by respecting
their time. EuroShop Magazine. https://origin-www.euroshop-tradefair.com/en/media-
news/euroshopmag/retail-technology/queue-management-in-retail-for-greater-customer-
convenience

16. Reeve J. (2026). Changing loyalty landscape: Here’'s what retail leaders need to know.
https://www.retailbiz.com.au/contributor/changing-loyalty-landscape-heres-what-retail-
leaders-need-to-know/

17. Rodrigues, A. (2025). Consumer Choice Over Shopping Baskets: A Linear Demand
Approach. arXiv, arXiv:2511.11846. https://doi.org/10.48550/arXiv.2511.11846.

18. Seong E.Y., Chang G.C. (2017). A Study on the Impact of Income and Physical Location
Characteristics on Retail Sales - Focusing on Restaurants, Supermarkets, and Mobile Phone Stores
in Seoul. Real Estate Studies. vol.23, no.4, pp. 77-91. DOI : 10.19172/KREAA.23.4.6.

19. Sharma P. (2023). Decoding the Decompression Zone in Retail Stores. Indore
Management Journal, 15(1), 35-48.

20. Sharma P, Ueno A., & Kingshott R. (2020). Self-service technology in supermarkets — Do
frontline staff still matter? [Journal article]. Curtin University.
https://curate.curtin.edu.au/articles/journal_contribution/31711852

21. Stamatopoulos I., Sanders R., & Bray R. (2025). Electronic Shelf Labels Have Not Led to
Surge  Pricing in US Grocery Retail, Despite Regulator Concerns. SSRN.
https://doi.org/10.2139/ssrn.5271491

22. Verhoef P.C., Kannan P.K, Inman JJ. (2015). From Multi-Channel Retailing to Omni-
Channel Retailing: Introduction to the Special Issue on Multi-Channel Retailing. Journal of
Retailing, 91(2), 174-181. https://doi.org/10.1016/j.jretai.2015.02.005

23. Wellbrock W., Traumann Ch. (2012). Zukiinftige Herausforderungen im Bereich des
Handels. Chancen und Risiken ausgewahlter Supply-Chain-Management-Konzepte. Discussion
Papers on Logistics and Supply Chain Management. Philipps-Universitat Marburg. Nr. 3.
https://de.readkong.com/page/discussion-papers-on-logistics-and-supply-chain-management-
6606075

24. Xingyue L. Zh. Haluk D. (2021). Between online and offline markets: A structural
estimation of consumer demand. Information & Management. Volume 58, Issue 4.
https://doi.org/10.1016/j.im.2021.103467

25. YulJ,RenY., & Zhou C. (2024). Strategic Interactions in Omnichannel Retailing: Analyzing
Brand Competition and Optimal Strategy Selection. Journal of Theoretical and Applied Electronic
Commerce Research, 19(4), 2557-2581.

This work is licensed under a Creative Commons Attribution 4.0 International License



The electronic scientifically and practical journal 80-88
“INTELLECTUALIZATION OF LOGISTICS AND SUPPLY CHAIN MANAGEMENT”, v.38 (2026)
ISSN 2708-3195 https://smart-scm.org

DOI: https://doi.org/10.46783/smart-scm/2026-38-4

UDC 339.37:338.24:004.9:005.52 Received: 2026-07-07
JEL Classification: L81, M14, 032, Q01, L86. Accepted: 2026-08-22
Published: 2026-08-30

Dranus V.V. PhD in Economics, Associate Professor, Associate Professor of the Department
of Finance and Credit, Petro Mohyla Black Sea National University, Mykolaiv (Ukraine)

ORCID - 0000-0001-5617-6740
ResearcherID PTE-5151-2026
Scopus authorid: - 57216991567
E-Mail: drval8@ukr.net

Dranus L.S. PhD in Economics, Associate Professor, Associate Professor of the Department
of Management, Petro Mohyla Black Sea National University, Mykolaiv (Ukraine)

ORCID - 0000-0002-6427-1315
Researcher ID |1AM-4250-2023
Scopus authorid: - 57216993629
E-Mail: lyuba melnichuk@ukr.net

Prokopyshyn O.S. PhD in Economics, Associate Professor, Associate Professor of the
Department of Accounting and Taxation, Stepan Gzhytskyi National University of Veterinary
Medicine and Biotechnologies Lviv (Ukraine)

ORCID - 0000-0002-7027-3499
Researcher ID GXM-8717-2022
Scopus author id: - 57929185900
E-Mail: 0s378@ukr.net

INFORMATISATION AND DIGITALISATION OF BUSINESS
PROCESSES AS TOOLS FOR THE STRATEGIC MANAGEMENT OF
LOGISTICS ACTIVITY AND SUSTAINABLE DEVELOPMENT OF TRADE
ENTERPRISES

Valentyn Dranus, Liubov Dranus, Oksana Prokopyshyn. “Informatisation and digitalisation of
business processes as tools for the strategic management of logistics activity and sustainable
development of trade enterprises”. The study examines informatisation and digitalisation of business
processes as integrated tools of strategic logistics management in trade enterprises operating under conditions
of military risk, supply chain instability, and accelerating European integration. The research combines a
systematic synthesis of scholarly literature on digital platforms, regulatory governance, and sustainable supply
chains with conceptual modelling used to formalise the relationships identified. Unlike approaches that treat
digitalisation mainly as a means of automating operations and cutting costs, the analysis demonstrates its
system-forming role in reshaping the architecture of logistics management, integrating business processes, and
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building digital trade ecosystems; digital platforms are shown to simultaneously lower traditional market-entry
barriers and generate new strategic dependencies for enterprises joining established ecosystems, while
technologies such as the Internet of Things, Big Data Analytics, and cloud solutions create competitive
advantage only when embedded within a coherent management architecture. The regulatory dimension,
anchored in European Union digital-services legislation, is found to transform compliance from a technical
obligation into a source of strategic advantage for enterprises that adapt proactively. On this basis, the study
proposes an original Digital-Sustainable Logistics Strategy that integrates three equally weighted dimensions -
efficiency, resilience, and environmental, social, and governance-oriented responsibility - into a unified
strategic management architecture, with digitalisation positioned as a system-forming factor of strategic
sustainability rather than an auxiliary operational tool, linking digital transformation, regulatory compliance,
and sustainability outcomes within a single decision-making framework. The results offer a methodological
basis for designing corporate digital transformation programmes and sustainability-oriented logistics
strategies, with further research needed on the environmental and social effects of logistics digitalisation and
on the post-war restructuring of digital logistics ecosystems in Ukraine.

Keywords: digital platforms, supply chain resilience, digital ecosystems, regulatory compliance,
competitive advantage, ESG responsibility

BanenmuH [ipaHyc, Jlio608 [ipanyc, Okcaxa lpokonuwuH. “IHhopmamuzayis ma yugpoeizayis
6i3Hec-npoyecie AK iHCMpymMeHMuU cmpamezi4yHo20 ynpaeniHHA Jo2icmu4Holo OianbHicmiwo ma
cmanum po3sumKomM mopzoegesibHuUxX nionpuemcmea”. B 00cnioxeHHi po32niaHymo iHpopmamusayito ma
yugpposizauito 6i3Hec-npoyecie AK iHMe2posaHi iHCMpymMeHmMuU cmpameziyHo20 ynpassiHHA J102iCMUKOI0
mopzogesibHUxX NiONpUEMcMSs, Wo (yHKUIOHYIOMb 8 YMOBAX B0EHHUX pu3uKie, HecmabineHocmi naHygozie
NoCMAayYaHHA Ma NPUCKOpeHHA €sponelicbkoi iHmezpayii. [JocnioxeHHA rpyHMyemescsa Ha cucmemHoOMy
y3a2asbHeHHI HayKosoi limepamypu wo00o yugposux niaamgopm, pe2ysiamopHo20 yNnpasaiHHA ma cmanux
JIGHYr02i8 NOCMAYaHHA 8 NOEOHAHHI 3 KOHUeNnmyasribHUM MOOEeII8AHHAM, 3dCMOCo8aHuM 0715 hopmanizayii
suAsJIeHUx 830€M038’A3kKie. Ha 8iomiHy 8i0 nidxodis, w0 Mpakmymomes Yugpoesi3ayito nepesaxHo Ak 3acié
asmomamu3auyii onepauili i ckopodeHHA 8umpam, aHaniz 0eMoHCMpYye ii cucmemoymaeopiolody posib 8
mpaHcgopmayii apximekmypu J102iCmMUYHO20 ynpaessiHHA, iHMezpauii 6izHec-npoyecis ma nobyodosi
Yugposux mop2osesibHUX eKocucmeM; NOKA3aHo, Wo uyugposi nname@opmu OOHOHACHO 3HUXYIOMb
mpaouuiliHi 6ap’epu 8xo0y Ha pUHOK i NOPOOXyloMb HOBi cmpameziyHi 3anexxHocmi 0718 nidnpuemMcms, Wo
NpUEOHYIOMbCA 00 8Xe ChOPMOBAHUX ekocucmem, mooi AK maki mexHosnoeii, Ak [imepHem peued, Big Data
Analytics ma xmapHi piweHHs, 3a6e3nedyloms KOHKYpeHmMHy nepesazy suwie 3a ymosu ix sbydosaHocmi 8
uinicHy ynpasniHceKy apximexkmypy. BcmarogneHo, wjo peynamopHuli umip, 3akpinieHuli 8 3akoH00a8cmai
€sponelicbkozo Coto3y npo Yugposi nocsiyau, nepemasopioe KOMNJIAEHC i3 MexHiYH020 0608’A3KYy Ha Oxxepesio
cmpameziyHoi nepesazu 0714 NiONPUEMCMS, WO Oitomb Ha sunepedxeHHA. Ha yil ocHosi 3anponoHo8aHo
opu2iHaneHy Llugpogo-cmany no2icmuyHy cmpameeito, Wo IiHMe2pye mpu pieHO3HAYHI 8UMIpU:
egekmusHicme, cmilikicms ma ESG-opieHmoasaHy s8ionogidasneHicme 8 €OUHY apximekmypy cmpameziyHo20
ynpassiHHa, 8 AKil yugposizayia no3uyioHyemMboca AK cucmemoymaoproyull (hakmop cmpamezidyHor
cmanocmi, a He 00NOMiXHUU onepayitiHull IHCMpyMeHm, NOEOHYyHU yugpposy mpaHcgopmayiro,
pezyniamopHy 8i0nosioHicms ma pesysibmamu cmasiozo po3s8UMKY 8 Mexax EOUHOI cucmemu npulHAmMms
piweHs. Ompumati pesysemamu cmaHoeiame Memo0os102iYHy OCHOBY 0118 po3pob/ieHHA KOpnopamusHUX
npozpam yugposoi mpaHcgopmauii ma so2icmuyHux cmpameziti, OpieHMO8AHUX HA cmanul po38UMOK, a
nodasnbwi 00CNiOKeHHA MAlMb 30cepedumucs Ha OUiHUi eKoo2iuHUX i coyianbHUXx echekmis yugposizayii
J102icmUKU ma noB8oeHHIl pecmpykmypu3auil yugposux 102icmuyHUX ekocucmem 8 YKpaiHi.

Knwuoei cnoea: undposi nnatdopmu, CTiKiCTb NaHUIOrB MocTayaHHsA, UMPPOBI ekocucTemy,
perynaTtopHa BignoBigHiCTb, KOHKYpPeHTHa nepesara, ESG-signosiganbHicTb
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Introduction. The full-scale war, the
global digital transformation of the economy,
and the growing instability of supply chains
have fundamentally altered the operating
conditions of trade enterprises. The
destruction of transport and logistics
infrastructure, supply disruptions, shortages
of specific resources, cyber threats, rising
logistics costs, and the need for rapid
adaptation to a continuously changing
external environment have substantially
intensified the requirements placed on
strategic logistics management systems.
Under these conditions, the informatisation
and digitalisation of business processes cease
to be tools of purely technological
modernisation or the automation of
individual operations. They are transformed
into a strategic resource that ensures business
continuity, the resilience of logistics systems,
rapid managerial decision-making,
adaptability to crisis situations, and the
formation of long-term  competitive
advantages.

Despite the rapid development of digital
technologies and a substantial body of
scholarly research, the prevailing approach in
the contemporary literature continues to view
digitalisation predominantly through the lens
of operational efficiency gains, cost reduction,
the automation of logistics processes,
inventory optimisation, and faster order
processing. At the same time, its strategic
functions remain insufficiently studied, in
particular its role in shaping adaptive
management models, strengthening the
resilience of logistics systems to military,

economic, and technological shocks,
transforming  competitive  relationships,
developing digital trade ecosystems,

integrating ESG principles, and ensuring the
sustainable development of enterprises.
These issues are of particular relevance to
Ukraine, where military risks, the imperative of
post-war economic recovery, and integration
into the European digital space require a
reconceptualisation of digitalisation, not
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merely as a technological factor but as a
strategic driver of enterprise development. It
is precisely the need to formulate a coherent
concept of strategic logistics management
grounded in informatisation, digitalisation,
and sustainable development principles that
defines the scientific problem addressed in
this study.

The transformative impact of digital
platforms on traditional market structures has
been examined by Oluka (2024), who
established that digitalisation substantially
lowers market entry barriers and fosters
economic inclusion, while simultaneously
generating new challenges for regulation and
market participant protection. Gilardi (2022)
demonstrated that effective governance of
digital technologies requires adaptive,
forward-looking, and internationally
coordinated regulatory approaches capable
of anticipating change rather than merely
reacting to it. The regulatory dimension of
digital trade in the EU is codified in the Digital
Services Act (European Commission, 2022),
which establishes new standards of platform
accountability. The interrelationship between
digital transformation, strategic sustainability,
and sustainable development has been
investigated by Prokopyshyn et al. (2026,
2024). Among international studies, particular
significance  attaches to research on
sustainable logistics (Bag et al., 2019), digital
business ecosystems (Bohnsack et al., 2024;
Veile et al.,, 2020), and data management and
digital platform operation (Guo et al., 2020;
Qadri et al., 2025; Nozari et al., 2021; Sestino et
al.,, 2020; Chen et al.,, 2015; Teece, 2018; vom
Brocke et al, 2016). Notwithstanding this
substantial body of research, the question of
formulating a digital-sustainable logistics
strategy for trade enterprises that integrates
informatisation, ESG principles, and strategic
sustainability into a single concept remains
insufficiently developed and only partially
systematised.

The purpose of this article is to
substantiate the conceptual foundations of
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informatisation and digitalisation of business
processes as an integrated instrument of
strategic logistics management for trade
enterprises in the context of ensuring their
sustainable development, by demonstrating
the systemic impact of digitalisation on
market structures, the regulatory
environment, and the ESG dimension of
logistics strategy. To achieve this purpose, the
study examines the following research tasks:
to synthesise the theoretical foundations of
digital platform impact on market structures
and regulatory governance; to identify the
mechanisms through which digitalisation
generates verifiable sustainability outcomes
in logistics; and to develop an original
conceptual model that integrates digital
transformation, strategic resilience, and ESG-
oriented management into a unified logistics
strategy framework.

Theoretical framework.

Understanding  informatisation and
digitalisation of business processes as
instruments of strategic logistics
management in trade enterprises requires
moving beyond conventional technological
conceptions toward a comprehensive
examination of their impact on the
transformation of market structures, the
regulatory environment, and the
implementation of ESG principles.

Oluka (2024) established that digital
platforms fundamentally alter the market
structures of trade through reduced
transaction costs, network effects, and the
emergence of new business models. For trade
enterprises, this translates into lower barriers
to market entry, intensifying competitive
pressure from platform aggregators such as
Amazon and Alibaba, and the emergence of
new forms of logistics relationships among
trade enterprises, suppliers, and consumers.
Importantly, digitalisation is not solely a
threat to traditional trade formats but also a
strategic opportunity: enterprises that build
their own digital ecosystems or actively
integrate into existing platform ecosystems
gain access to new markets and logistics
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networks without a proportional increase in
operating costs (Bohnsack et al., 2024; Veile et
al., 2020). Research on omnichannel retailing
confirms that the integration of physical and
digital channels constitutes an important
determinant of trade enterprise
competitiveness (Radomska et al., 2025).

Gilardi  (2022) demonstrated that
effective governance of digital technologies
requires adaptive, forward-looking, and
internationally ~ coordinated  regulatory
approaches that evolve in tandem with
technological progress. The principal
regulatory benchmark for trade enterprises
oriented toward EU markets is the Digital
Services Act (European Commission, 2022),
which establishes requirements regarding
platform accountability, the transparency of
algorithmic recommendations, and data
protection. Its implementation directly affects
the operating conditions of trade enterprises'
logistics systems: requirements concerning
product traceability, the protection of
customers' personal data, and supply chain
transparency become mandatory standards
rather than voluntary practices. For domestic
trade enterprises seeking integration into EU
markets as part of the European integration
process, this creates new requirements for the
digital architecture of logistics systems and
for strategic management.

Research in the field of sustainable
logistics (Bag et al, 2019) and digital
transformation (Qadri et al., 2025; Nozari et al.,
2021) reveals an inseparable connection
between a trade enterprise's level of digital
maturity and its capacity to comply with ESG
principles. Digitalisation facilitates ESG
compliance through specific mechanisms. In
the environmental dimension, route
optimisation through transport management
systems and artificial intelligence reduces
mileage and CO, emissions, automated
inventory management lowers the level of
surplus stock and waste, and digital
document workflows eliminate paper-based
documentation. Within the social dimension,
omnichannel trade increases product
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accessibility,  digital  platforms  foster
transparent working conditions throughout
supply chains (Oluka, 2024; Radomska et al.,
2025), and the development of staff digital
competencies enhances their
competitiveness in the labour market. The
governance dimension is supported by digital
controlling and KPI monitoring that increase
the transparency and accountability of
managerial decisions, blockchain that verifies
ESG commitments throughout the supply
chain, and data analytics that enable
accessible public ESG reporting.

RESULTS AND DISCUSSION. The
analysis of the reviewed scholarly sources
allows for several generalisations that directly
underpin the authors' concept. First, the
studies of Oluka (2024) and Gilardi (2022)
jointly demonstrate that digitalisation exerts
a systemic effect on market structures along
two simultaneous trajectories: a disruptive
one, eroding traditional entry barriers and
redistributing market power in favour of
platform aggregators, and a constructive one,
opening opportunities to build proprietary
digital ecosystems and enter new markets
without a proportional increase in costs.
Teece (2018) refines this logic by pointing to
the dual nature of platforms: they
simultaneously confer advantages on early
adopters and create new strategic
dependencies for those entering already
established ecosystems. This implies that the
strategic choice between developing a
proprietary platform and integrating into an
external one is a decisive determinant of a
trade enterprise's long-term competitive
position. Second, the analysis of research on
data management (Chen, Preston, & Swink,
2015; Sestino et al., 2020) and digital business
ecosystems (Bohnsack et al., 2024; Veile et al.,
2020) confirms that the technological basis of
digitalisation, namely the Internet of Things,
Big Data Analytics, cloud solutions, and Al-
driven optimisation, loses its strategic value
outside the context of business processes and
organisational architecture. Digital tools
generate competitive advantage only when
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embedded within a coherent management
system with clearly defined processes,
accountability, and performance metrics
(vom Brocke, Zelt, & Schmiedel, 2016). Third,
the synthesis of research on sustainable
logistics (Bag, Gupta, & Foropon, 2019; Qadri
et al, 2025; Nozari et al, 2021) and
omnichannel trade (Radomska et al., 2025)
confirms that the measurable impact of
digitalisation on sustainability indicators is
substantial and empirically verified: Al-based
route optimisation reduces the transport
carbon footprint by 10-15 per cent,
automated inventory management reduces
spoilage-related waste by 20-30 per cent, and
Big Data Analytics-based digital reporting
reduces the cost of ESG reporting preparation
by 40-60 per cent (Bohnsack et al., 2024).
These effects are not automatic; they
materialise only when digital systems are
purposefully designed with ESG objectives in
mind. Fourth, the EU regulatory vector
embodied in the Digital Services Act
(European Commission, 2022) and examined
by Gilardi (2022) transforms digital
compliance from a technical requirement into

a strategic competitive advantage:
enterprises that proactively adapt to
requirements concerning supply chain

traceability, data protection, and algorithmic
transparency gain a time advantage over
competitors who wait for the formal
introduction of regulatory obligations.
Prokopyshyn et al. (2024, 2026) substantiate
that precisely this proactive adaptation to
regulatory change constitutes one of the key
mechanisms  for building strategic
sustainability under conditions of digital
economic transformation and wartime
uncertainty.

A defining conclusion common to all the
reviewed studies is that none of the effects
identified above is achieved through the
isolated adoption of an individual technology
or compliance with a single regulatory
requirement. Realising the potential of
digitalisation ~ requires  the  systemic
integration of the technological, regulatory,
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and value-based dimensions within a unified
management architecture. It is precisely this
conclusion that constitutes the starting point
for the authors' Digital-Sustainable Logistics
Strategy (DSLS) concept.

The DSLS concept rests on three equally
weighted strategic dimensions, each of which
is necessary but insufficient without the other
two. The first dimension, efficiency, defines
digitalisation as a source of operational
advantage: reduced transaction costs,
accelerated logistics cycles, improved
demand-forecasting accuracy, and inventory
optimisation through the integration of
transport management systems, warehouse
management  systems, and Al-driven
analytics. The second dimension, resilience,
treats digitalisation as the foundation of
resilience, that is, the capacity of logistics
systems to maintain functionality under
military risk, supply chain disruption, and
global uncertainty through decentralised
management, channel redundancy, and end-
to-end information transparency. The third
dimension, responsibility, positions
digitalisation as an instrument for
implementing ESG principles, ranging from
automated carbon accounting and digital
document workflows to the blockchain-based
verification of social commitments across
supply chains and public ESG reporting
underpinned by Big Data Analytics. These
three dimensions are not sequential stages
but operate concurrently, reinforcing one
another: efficiency gains free up resources for
ESG investment; resilience ensures the
continuity of ESG commitments even under
crisis conditions; and ESG responsibility
enhances reputational resilience and
broadens access to international capital
markets, which, in turn, finances the further
development of digital infrastructure (vom
Brocke, Zelt, & Schmiedel, 2016). To visualise
the internal logic of the DSLS concept and the
interrelationships among its elements, a
conceptual model has been developed,
presented in Figure 1.
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The conceptual model presented in
Figure 1 reflects the authors' approach to
formulating a Digital-Sustainable Logistics
Strategy for a trade enterprise, integrating the
digitalisation of business processes, the
strategic management of logistics activity,
and ESG principles within a single decision-
making system. Unlike existing models that
predominantly emphasise individual digital
technologies or the automation of logistics
processes, the proposed model treats
digitalisation as a strategic mechanism for
ensuring the  enterprise's long-term
sustainability under conditions of high
uncertainty, military risk, European
integration transformations, and intensifying
sustainable development requirements.

The novelty of the proposed model lies in
the integration of three mutually reinforcing
strategic components, namely digital
transformation, strategic sustainability, and
ESG-oriented management, within a single
conceptual  architecture  of  logistics
management. Unlike conventional
approaches, in which digitalisation performs
an auxiliary function with respect to the
automation of operational processes, in the
proposed model it acts as a system-forming
factor that ensures the continuity of logistics
system operation, adaptability to changes in
the external environment, informational
transparency, the speed of managerial
decision-making, and improved coordination
among all supply chain participants. At the
same time, ESG principles are integrated not
as a separate corporate responsibility track
but as a constituent element of strategic
management  that  determines  the
environmental, social, and governance
performance of digital transformation. The
concluding element of the conceptual model
is the block of strategic results, which
demonstrates the anticipated effects of the
comprehensive implementation of the
Digital-Sustainable Logistics Strategy. Unlike
existing models, which predominantly assess
the effectiveness of digitalisation through
isolated operational or financial indicators,
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the proposed approach reflects a
comprehensive strategic outcome that
combines enhanced competitiveness, the
assurance of strategic sustainability, the
adaptability of logistics systems to military
and other crisis risks, integration into the
European digital space, compliance with
Digital Services Act and ESG requirements,
and the achievement of long-term
sustainable development. This allows the
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model to be applied not only as a conceptual
foundation for the digital transformation of
logistics, but also as a practical instrument for
shaping strategic managerial decisions,
determining priorities for investment in
digital  technologies, evaluating the
effectiveness of digitalisation, and planning
the development of a trade enterprise under
conditions of high uncertainty.
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Figure 1-Conceptual model of the integration of ESG principles and digitalisation into the
logistics strategy of a trade enterprise (DSLS)
Source: developed by the authors.

The practical value of the proposed
model lies in its potential use as a
methodological foundation for the
formulation and implementation of trade
enterprises' logistics strategies. Its
application would enable a systematic
assessment of the relationship among
digital technologies, the effectiveness of

logistics processes, the level of strategic
sustainability, and sustainable
development indicators; the
identification of priority directions for
digital modernisation; an increase in
enterprises' adaptability to crisis and
wartime challenges; the minimisation of
logistics  risks;  compliance ~ with
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European regulatory requirements (the
Digital Services Act, ESG, and supply
chain traceability requirements); and the
formation of long-term competitive
advantages. In addition, the model may
serve as a conceptual basis for designing
corporate digital transformation
programmes, constructing systems of
strategic key performance indicators,
and assessing the effectiveness of
logistics digitalisation in the context of

achieving  sustainable  development
goals.

Conclusions.

The study substantiates that the

informatisation and digitalisation of business
processes constitute an integrated strategic
instrument that simultaneously transforms
the operational efficiency of logistics
processes, the market structures of trade, the
regulatory environment, and the mechanisms
for ensuring the sustainable development of
trade enterprises. Unlike approaches that
reduce digitalisation to the automation of
operations or the adoption of individual
technological solutions, the proposed Digital-
Sustainable Logistics Strategy (DSLS) concept
integrates three strategic dimensions, namely
efficiency, resilience, and social responsibility,
within a unified system of strategic
management.
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It has been established that the
regulatory dimension of digitalisation is an
independent strategic factor that directly
determines the parameters of the digital
architecture of logistics systems, rather than
merely an external constraint on enterprise
activity. For Ukrainian trade enterprises
pursuing European integration, proactive
adaptation to EU digital regulatory
requirements is a source of strategic
competitive advantage. The research purpose
formulated in the Introduction, namely to
substantiate the conceptual foundations of
digitalisation as integrated tools of strategic
logistics management oriented toward
sustainable development, has been achieved
through the synthesis of the theoretical
foundations of digital platform impact and
the development of the DSLS conceptual
model.

Directions for further research include the
development of methodological tools for
assessing the ESG effects of trade enterprises'
logistics digitalisation; the formulation of a
practical mechanism for adapting logistics
strategies to EU regulatory requirements
within the European integration process; and
the examination of the impact of digital
platforms on the restructuring of domestic
trade enterprises' logistics chains following
the cessation of hostilities.
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ARTIFICIAL INTELLIGENCE IN THE ACTIVITIES OF THE SECURITY
AND DEFENSE FORCES OF UKRAINE: PUBLIC AND ADMINISTRATIVE
ASPECT

Vira Dabizha, Anastasiia Nekriach “Artificial intelligence in the activities of the security and
defense forces of Ukraine: public and administrative aspect”. The article examines the use of artificial
intelligence in the activities of Ukraine’s security and defence forces from the perspective of public
administration. It is substantiated that, under conditions of digital transformation, increasing volumes of
information, and a more complex security environment, artificial intelligence is becoming not only a
technological tool but also an instrument for information and analytical support of management processes in
the field of national security and defence. The functional roles of the security forces and defence forces are
distinguished, and the specific features of Al application are identified in accordance with the competences and
tasks of individual actors. The main areas of artificial intelligence use in the activities of the Armed Forces of
Ukraine and other components of the defence forces, the National Guard of Ukraine, the State Border Guard
Service of Ukraine, the Security Service of Ukraine, intelligence agencies, the National Police of Ukraine, civil
protection forces, and cybersecurity and cyber defence actors are systematised. The information and analytical,
monitoring, forecasting, planning, coordination, and management decision-support functions of Al are
identified. Particular attention is paid to the potential of artificial intelligence to facilitate interagency
interaction, integrate relevant data, develop shared situational awareness, and improve the timeliness of
responses to complex threats to national security. The necessity of distinguishing between the output generated
by an Al system and a management decision is substantiated. It is argued that artificial intelligence should be
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regarded as an intelligent tool for supporting public management decisions, while final decision-making and
responsibility for its consequences should remain with the authorised public authority or official. Prospective
areas for further integration of artificial intelligence into the public administration system of Ukraine’s security
and defence forces are identified.

Keywords: artificial intelligence, public administration, security forces, defence forces, security and
defence sector, national security, management decisions, interagency interaction, information and
analytical support, digital transformation

Bipa fa6ixa, Auacmacia Hekpsayu «lmy4Huii inmenekm y disneHocmi cun 6e3neku i 06opoHu
YKpaiHu: ny6niyHo-ynpaeniHcbkuli acnekm». Y cmammi 00CNiOXeHO BUKOPUCMAHHA WMYYHO20
iHmenekmy e disnibHocMi cun 6e3nexu i 060poHU YkpaiHu 3 no3uyit nybniyHozo ynpaesniHHa. O6rpyHmosaHo,
wo 8 ymosax yugposoi mpaHchopmayii, 3pocmarHHA 06c¢azie iHhopmauii ma ycknaoHeHHA 6e3nekos8oz2o
cepedosuwa wWmy4HuUU iHmenekm Habysde 3HAYeHHA He JlulWe MexHO/102i4H020 3acoby, a U iHcmpymeHmy
iHhopmauitiHo-aHanimuyHo20 3abe3neyeHHA ynpassiHCbKUX npouyecie y cgepi HauioHanbHoi 6e3neku i
060pOHU. Po3mex08aHO pyHKUiOHANbHe NPU3HAYEHHA cui 6e3neku ma cun obopoHU MA BU3HAYeHO
ocobsiusocmi 3acmocysaHHs mexHosnoeili LUl 8idnogioHo 00 komMnemeHyii i 3a80aHbL OKpemux cy6’ekmie.
Cucmemamu308aHO OCHOBHI HANPAMU 8UKOPUCMAHHA WMYy4YHO20 iHmesnekmy y dianbHocmi 36polHux Cun
YkpaiHu ma iHwux cknadosux cusi 06opoHuU, HauioHaneHoi 2e8apoii YkpaiHu, [epxasHoi npukopOOHHOI
ayxé6u YkpaiHu, Cnyxbu 6e3neku Ykpaiu, po3gidysansHux opeaHie, HauioHaneHoi noniuyil YkpaiHu, cun
yusineHo20 3axucmy ma cy6’ekmis kibepbesneku i kibepaxucmy. BuokpemsneHo iHpopmayitiHo-aHanimuyry,
MOHIMOPUH208Y, NPO2HOCMUYHY, NJIAHY8A/bHY, KOOPOUHAUiUHY (yHKUil LI ma ¢yHKuito nidmpumku
nputHAMMA ynpasniHcekux piieHs. Ocobnusy ysazy npudiieHo nomeHuyiany Wwmy4Ho20 iHmesnekmy y
3abe3neyveHHi Mix8i0oM4oi 83aEMOOI, iHMe2payii peie8aHMHuUX 0aHUX, POPMYB8AHHI CnislbHOI cumyayitiHol
06i3HaHocmi ma nidsuuwjeHHi onepamusHoCMi ped2y8aHHA Ha KOMNJIEKCHI 3a2po3u HAYiOHAbHIl 6e3neuyi.
O6rpyHmosaHo HeobXiOHICMb pO3MeXy8aHHA pe3yabmamy  (PyHKUiOHy8aHHA cucmemu LI ma
ynpasniHcbKo2o piweHHs. [JosedeHo, o wmy4HuUl iHmesnekm 0oyinbHO po32nadamu aK iHmenekmyaneHuUl
iHcmpymeHm  nidmpumKku  ny67iyHO-ynpasniHCcbKUx pilieHb, mMoOi AK OCMAMoOYHe pilleHHA ma
gionogidanbHicme 3a Ui020 HACIOKU MAMe 3aAUWAMUCA 3a YNOBHOBAXEeHUM Cy6'ekmom. BusHayeHo
nepcnekmugHi Hanpamu nodasnewoi iHmezpauii LUl 8 cucmemy nybniuHo2o ynpaeniHHa cunamu 6esneku i
0060pOoHU YKkpaiHu.

Kniouoei cnoea: wtyyHun iHTenekT, nybniuyHe ynpasfiHHA, 060POHO3AaTHICTb, CcUnK Ge3neKku i
060poHK, cekTop 6e3nekn i 0OOPOHW, HauioHanbHa 6e3neka, ynpaBRiHCbKI PilleHHsA, MiXBigomua
B3aemofis, iHpopMaLiiHO-aHaniTUYHe 3a6e3neyeHHs, uMppPoBa TpaHchopmaLis

creates new opportunities for the activities of
security and defence sector actors.

Introduction. The development of
artificial intelligence is one of the key

determinants of the contemporary digital
transformation of public administration
systems and, at the same time, has a
significant impact on the nature of national
security and defence provision. The ability of
artificial intelligence systems to process large
volumes of heterogeneous data, identify
patterns, detect potential threats, model
possible scenarios, and provide information
and analytical support for decision-making

Accordingly, artificial intelligence is gradually
becoming not only a technological tool but
also an important element of modern
management processes in the security and
defence domain.

For Ukraine, these processes are of
particular importance in the context of the
full-scale armed aggression of the Russian
Federation, the hybrid nature  of
contemporary threats, the highly dynamic
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security environment, and the need to make
management decisions under severe time
constraints and considerable information
uncertainty. Modern confrontation takes
place  simultaneously across  military,
information, cyber, technological, and other
domains, which significantly increases the
volume of information requiring analysis and
complicates the processes of forecasting,
planning, and coordinating the activities of
relevant public institutions.

Under these conditions, the use of
artificial  intelligence  technologies s
becoming one of the factors enhancing the
capacity of the security and defence forces to
detect threats in a timely manner, assess risks,
analyse changes in the operational
environment, and provide information
support for management decision-making.
The potential of Al can be realised in
intelligence  and  analytical activities,
situational awareness, cybersecurity, state
border protection, critical infrastructure
protection, logistics, threat forecasting, the
operation of unmanned systems, information
security, and other areas of activity of the
security and defence forces.

At the same time, the use of artificial
intelligence in this field should not be limited
exclusively to the introduction of individual
technological solutions. From the perspective
of public administration, the integration of Al
capabilities into the system of management
relations is of fundamental importance. Such
a system encompasses the delineation of
actors’ competences, the organisation of

information exchange, interagency
interaction, coordination of activities,
formulation of management decisions,

monitoring of their implementation, and
evaluation of their effectiveness.

Another specific feature of the issue is
that the security forces and defence forces,
while constituting components of Ukraine’s
security and defence sector, have different
functional purposes. However, under
contemporary conditions, addressing a
significant proportion of security challenges
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requires their systematic interaction. Threats
to national security are increasingly complex
in nature and are not confined to the area of
responsibility of a single public authority. This
necessitates interagency data exchange,
interoperability of information systems,
harmonisation of analytical procedures, and
the establishment of a shared information
environment.

It is in this context that artificial
intelligence can be regarded as an instrument
for strengthening both horizontal and vertical
interaction among security and defence
sector actors. The integration of data from
various sources, their automated analysis, and
the timely provision of relevant information
to the appropriate levels of management can
reduce the time between threat detection
and decision-making, enhance situational
awareness, and enable a more informed
allocation of forces and resources.

At the same time, the proliferation of Al is
transforming the traditional mechanism of
management decision-making. In the
classical management model, the decision-
maker receives information, analyses it,
identifies alternatives, and makes a decision.
The application of artificial intelligence,
however, introduces an additional
information and analytical layer between the
acquisition of primary data and the
formulation of a management decision.
Algorithmic  systems can  preprocess
information, identify hidden patterns, assess
risks, forecast possible scenarios, and
generate recommendations for an authorised
official.

This provides grounds for considering Al
as an intelligent tool for supporting public
management decisions in the security and
defence domain rather than as an
independent decision-making actor. The final
decision, particularly where it may entail legal,
security-related, or other socially significant
consequences, should remain within the
competence and responsibility of the
authorised actor. Based on the above, the
technological advantages of Al must be
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combined with the fundamental principles of
public administration, namely legality,
accountability, responsibility, and the
controllability of management activities.

A relevant scientific task is therefore to
conduct a comprehensive study of the use of
artificial intelligence in the activities of
Ukraine’s security and defence forces
specifically from the perspective of public
administration. This requires identifying the
system of actors involved in such use,
systematising the main areas of Al
application, determining its role in the
performance of management functions,
examining the potential of intelligent
technologies for interagency coordination,
and substantiating their impact on the
mechanisms for preparing, making, and
implementing management decisions in the
field of national security and defence.

Analysis of recent research and
publications. The issue of the use of artificial
intelligence in the field of national security
and defence has received increasing
attention in recent years in both Ukrainian
and international academic research. Scholars
primarily focus on the practical applications of
Al technologies, their use in the military
domain, ensuring state security and
cybersecurity, the automation of specific
processes, threat forecasting, and decision-
making support.

S. Hurzhii examines the role and
significance  of  artificial  intelligence
technologies in the military-technical sphere,
analyses global trends in their application, the
specific features of Al use by armed forces, as
well as the associated risks and threats. The
research conducted by S. Bielai, V. Hladkov, O.
Pivnenko, D. Pokhodenko, and M. Skliar is also
important for the issues under consideration,
as the authors substantiate conceptual
directions for the implementation of artificial
intelligence to meet the needs of Ukraine’s
security and defence sector. The researchers
propose an approach to establishing
nationwide, departmental, and interagency
artificial  intelligence  platforms  and
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emphasise the need for cooperation among
the defence forces, public institutions, the
academic community, and civilian technology
developers.

In turn, Yu. Danyk, A. Dykyi, V. Shestakov,
and R. Shyrshov provide a comprehensive
analysis of the possibilities for the
implementation and use of artificial
intelligence to meet the needs of Ukraine’s
security and defence sector. The authors
examine the application of Al in cybersecurity,
critical infrastructure protection, information
operations, and other areas of national
security. Particular attention is paid to the
need to establish an effective system for
managing Al implementation processes,
ensuring the safety of its use, managing risks,
training personnel, and applying human-
machine models.

V. Hmyria, V. Korniienko, and M. Styshuk
examine the organisational and legal
foundations for the use of artificial
intelligence in the field of state security,
including law enforcement activities. In their
research, they focus on the legislative
framework governing the use of Al, issues of
responsibility, personal data protection,
cybersecurity, and compliance with ethical
principles in the application of relevant
technologies.

Thus, existing academic research
provides a sufficient theoretical foundation
for identifying the technological, military,
security, organisational, and legal aspects of
artificial intelligence use. At the same time,
the application of Al specifically from the
perspective of public administration of
Ukraine’s security and defence forces remains
insufficiently systematised. In particular,
further research is required into the system of
actors involved in the use of Al its
management functions, the possibilities for
ensuring interagency information and
analytical interaction, and the impact of Al
technologies on the processes of preparing,
making, and implementing management
decisions in the field of national security and
defence.
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The formulation of the goals of the
article. The purpose of the article is to provide
a theoretical substantiation of the public
administration principles governing the use
of artificial intelligence in the activities of
Ukraine’s security and defence forces, to
determine its functional role within the
national security system, and to reveal the
potential of Al as a tool for information and
analytical support, interagency coordination,
and enhancing the soundness of
management decision-making.

Presentation of the main results. The
study of the use of artificial intelligence in the
activities of the security and defence forces
requires, first and foremost, determining the
place of the relevant actors within the overall
system of ensuring Ukraine’s national
security. This approach is of fundamental
methodological importance, since the
concepts of the “security and defence sector”,
“security forces”, and “defence forces” are not
identical, and treating them as equivalent
complicates the identification of
management functions and areas of
application of Al technologies [13].

According to the Law of Ukraine “On
National Security of Ukraine”, the security and
defence sector constitutes a system
comprising public authorities, the Armed
Forces of Ukraine, other military formations,
law enforcement and intelligence agencies,
state bodies of special purpose with law
enforcement functions, civil protection forces,
the defence-industrial complex, and other
entities defined by law whose activities are
aimed at protecting Ukraine’s national
interests from threats [13].

According to the legislation, the structure
of the sector comprises four interconnected
components: the security forces; the defence
forces; the defence-industrial complex; and
citizens and public associations that
voluntarily participate in ensuring national
security. Therefore, the security forces and
defence forces should not be regarded as
synonymous concepts but rather as
functionally distinct yet interconnected
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components of a unified national security
system.

Under the legislation, the security forces
are defined as law enforcement and
intelligence agencies, state bodies of special
purpose with law enforcement functions, civil
protection forces, and other bodies entrusted
with functions related to ensuring national
security. The defence forces comprise the
Armed Forces of Ukraine, other military
formations, law enforcement and intelligence
agencies, and state bodies of special purpose
with law enforcement functions that are
entrusted with functions related to ensuring
the defence of the state [14].

Such a regulatory distinction indicates
that whether a particular actor belongs to the
security forces or the defence forces is
determined not only by its institutional status
but primarily by the nature of the functions it
performs. Moreover, certain actors may
perform tasks both within the security forces
and as part of the defence forces, depending
on the applicable legal regime, the nature of
threats, and the tasks assigned to them. A
notable example is the National Guard of
Ukraine, which in peacetime forms part of the
security forces and performs law enforcement
functions, while simultaneously developing
the capabilities required to perform tasks as
part of the defence forces.

From the perspective of public
administration, this specific feature is directly
relevant to determining the model for the use
of artificial intelligence. Al does not operate
independently of the competence of the
respective public authority. The areas of its
application should be determined by the
functional purpose of the respective actor, the
nature of the tasks assigned to it, the type of
information being processed, the level of the
management decision, and the potential
consequences of such a decision [15].

In this regard, it is appropriate to
distinguish between the institutional and
functional dimensions of artificial intelligence
application. The institutional dimension
characterises the range of bodies and
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structures that use, implement, coordinate, or
support the functioning of Al systems. The
functional dimension reflects the specific
management tasks for which the relevant
technologies are  applied, including
monitoring, analysis, forecasting, planning,
coordination, resource allocation,
information support, and decision-making
support [3].

It is the functional approach that makes it
possible to explain why the same artificial
intelligence technology may serve different
management  purposes. For example,
computer vision technologies may be used by
the defence forces to analyse the operational
environment and recognise objects, by
border guard units to monitor the state
border, by law enforcement agencies to
perform security tasks defined by law, and by
civil protection actors to assess the
consequences  of  emergencies. The
technological basis may be similar; however,
the management purpose, legal regime
governing data, level of risk, and
responsibility of the respective actors differ
significantly [1].

In this context, the concept of the
management function of Al becomes
particularly important. This does not imply
granting artificial intelligence any public
authority or decision-making powers; rather,
it involves identifying those stages of the
management  process at which Al
technologies can enhance the speed,
completeness, and soundness of the activities
of public administration actors [6].

In our view, six main functional areas of Al
use can be distinguished in the activities of
the security and defence forces:

1. information  and  analytical -
automated processing of large volumes of
structured and unstructured data, their
systematisation, identification of
interrelationships, and generation of
analytical information;

2. monitoring - continuous observation
of changes in the security environment,
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information and cyberspace, as well as the
condition of individual facilities and systems;

3. forecasting — identification of trends,
risk assessment, forecasting of potential
threats, and modelling of possible scenarios
for the development of a situation;

4. planning - information support for
strategic, operational, and resource planning,
identification of alternative courses of action,
and assessment of their potential
consequences;

5. coordination - facilitating the rapid
exchange of relevant information among
actors, harmonising data from different
sources, and creating a shared information
environment;

6. management decision-making
support — generating analytical assessments,
forecasts, and possible alternatives for
subsequent  decision-making by the
authorised actor.

This classification demonstrates that,
from the perspective of public administration,
the greatest potential of Al lies not in
replacing humans in the management
process, but in reducing the time between
receiving primary  information and
formulating a well-founded decision [2]. This
is particularly important in the field of
national security and defence, where time
itself often constitutes an independent factor
in management effectiveness.

At the same time, it should be taken into
account that the application of artificial
intelligence  changes the traditional
configuration of information flows. Under the
classical model, information sequentially
passes through individual organisational
levels, units, and officials, at each of whichiit is
summarised, analysed, and transmitted to the
next level [9]. Where a large number of actors
are involved, such a model may lead to
duplication of information, delays in its
transmission, and institutional fragmentation.

The use of Al technologies potentially
enables a transition towards an integrated
model in which data from different sources
are combined within a shared information
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and analytical environment, processed
automatically, and provided to the relevant
management actor in accordance with its
competence [10]. Within such a model, Al

does not function as an independent
management centre but rather as a
technological element that facilitates

information exchange between different
stages of the management cycle.

Therefore, interagency coordination
becomes critically important. Contemporary
threats to national security are characterised
by their interconnected nature and their
ability to manifest simultaneously across
military, information, cyber, economic, and
social domains. Accordingly, the effectiveness
of responses increasingly depends on the
capacity of public institutions not only to
collect their own data but also to promptly
integrate them with information obtained
from other actors, develop a shared
understanding of the security environment,
and coordinate management actions.
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In this context, artificial intelligence can
serve as an integrative element within the
information and analytical framework of
interagency interaction, facilitating the
processing of heterogeneous data and their
transformation into information suitable for
use at the relevant level of management.
However, establishing such an integrated
framework  requires not only the
technological interoperability of systems but
also a clear delineation of powers, rules
governing access to information,
responsibility for data quality, procedures for
data exchange, and appropriate oversight
mechanisms [12].

The public administration approach to
the use of artificial intelligence in the activities
of the security and defence forces therefore
requires Al to be considered not as an isolated
technology but as an integral component of
the management cycle, embedded within a
system of actors, functions, information flows,
and interagency interaction.

Table 1. Functional Areas of Artificial Intelligence Use in the Activities of Ukraine’s Security

and Defence Forces

Subjects / Prospective Areas of Al Use

Management Functions 2t L B

Functional Area Effect
enhanced situational
Armed  Forces of | analysis of the operational environment; . .| awareness; reduced
: . o " | analysis; forecasting; | . . AN
Ukraine and other | processing of intelligence data; - .. 2" | information processing time;
. .| planning; organisation; LY
components of the | computer vision; unmanned and robotic . . resource optimisation;
; L decision-making support | . L
Defence Forces systems; forecasting; logistics increased  timeliness  of

decision-making

National Guard of

Ukraine

part of the Defence Forces

analysis of the security environment;
monitoring; protection of designated
facilities; use of unmanned systems;
data analysis while performing tasks as

integration of security and
defence capabilities; more
rapid response; improved
coordination efficiency

monitoring; analysis;
forecasting; coordination;
decision-making support

State Border Guard

intelligent monitoring of the state border;
analysis of photo and video data;

enhanced effectiveness of
border  control; early
detection of threats;

monitoring; risk
identification;

Service of Ukraine

anomaly detection; risk forecasting;
unmanned monitoring

forecasting; control

optimisation of the use of
forces and resources

Security Service of
Ukraine and

analysis of large datasets; identification
of relationships and patterns; threat

analysis; forecasting; risk
assessment; information

early detection of threats;
improved quality of analytical

. . analysis; information-analytical and | support for decision- | information; enhanced
intelligence agencies o . . .
counterintelligence support making forecasting capacity
intelligent data analytics; analysis of N . .| faster  response;  more
. . . . . monitoring; analysis; . .
National Police of | information resources as provided by L2 0 efficient use of resources;
! . T o forecasting; organisation L
Ukraine law; support for situational analysis; risk enhanced situational
o of response measures
identification awareness

This work is licensed under a Creative Commons Attribution 4.0 International License




The electronic scientifically and practical journal

“INTELLECTUALIZATION OF LOGISTICS AND SUPPLY CHAIN MANAGEMENT”,

ISSN 2708-3195

89-99
v.38(2026)
https://smart-scm.org

State Emergency

forecasting of emergencies; analysis of

early identification of risks;

; . the consequences of destruction; . .| optimisation of response
Service of Ukraine o ) .| forecasting;  planning; i .
. . monitoring of hazardous areas; analysis L2 measures, increased
and civil protection L e coordination; control )
forces of geospatial information; resource effectiveness  of  rescue
planning operations

Cybersecurity  and
cyber defence actors

automated anomaly detection; cyber
threat  analysis;  forecasting  of
cyberattacks; detection of malicious

monitoring; analysis;
forecasting; prevention

faster detection of cyber
incidents; enhanced cyber
resilience; reduced response

activity time
development of a
Strategic and | data integration; scenario modelling; | strategic analysis; | comprehensive picture of the
interagency strategic forecasting; assessment of | planning; coordination; | security environment;
governance bodies complex risks control enhanced evidence-based
strategic decision-making
Source: systematised by the author.
The systematisation presented in Table 1 on critical infrastructure, an information

provides grounds for asserting that the use of
artificial intelligence in the activities of the
security and defence forces is characterised
by a cross-sectoral and interagency nature.
Despite differences in the competences of the
respective actors, a common management
logic of Al application can be identified,
encompassing data  acquisition and
processing, detection of potential threats, risk
assessment, forecasting of situational
developments, formulation of alternative
scenarios, and provision of information
support for management decision-making.

At the same time, the most significant
differences between the use of Al by the
security forces and the defence forces are
manifested not so much at the level of the
technologies themselves as in the objectives
of their application and the nature of
management tasks. For the defence forces,
the primary focus is on the use of Al
technologies to ensure national defence,
enhance situational awareness, support
planning, intelligence, logistics, and military
management decision-making. For the
security forces, priority areas include threat
detection and prevention, state border
protection, ensuring state and public security,
cybersecurity, civil protection, and critical
infrastructure protection [11].

At the same time, the contemporary
nature of threats is gradually reducing the
possibility of a clear organisational separation
between these areas of activity. A cyberattack

operation, sabotage activities, or a combined
attack may simultaneously require the
involvement of actors with different
competences [4]. Consequently, the
effectiveness of Al application depends not
only on the technological capabilities of an
individual authority but also on the state’s
capacity to ensure effective interagency
information exchange and interaction.

On this basis, it is proposed to distinguish
three levels of artificial intelligence use within
the public administration system of security
and defence.

The first is the institutional level, at which
Al technologies are used by an individual
actor in accordance with its competence and
functional purpose. At this level, internal
processes of information  collection,
processing and analysis, forecasting, and
planning are automated and enhanced
through intelligent technologies.

The second is the interagency level, at
which Al facilitates the analytical integration
of information generated by different actors
within the security and defence forces. Its
purpose is to overcome institutional
fragmentation of information, develop shared
situational  awareness, and  provide
information and analytical support for
coordinated responses to complex threats.

The third is the strategic level, at which
the results of intelligent analysis are used to
assess threats to national security, conduct
scenario-based forecasting, support strategic
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planning, determine state priorities, and assist
decision-making by the highest public
authorities in the field of national security and
defence

The proposed three-level approach
makes it possible to consider Al not as a set of
isolated technological solutions applied by
different public authorities, but as a potential
element of an integrated information and
analytical management framework in the
field of security and defence.

One of the key challenges of public
administration in the field of national security
is the need to coordinate a significant number
of institutions, each of which generates its
own information resources, exercises powers
defined by law, and wuses respective
departmental  systems.  Under  such
conditions, the mere availability of large
volumes of data does not guarantee an
improvement in the quality of governance [5].
Of crucial importance is the capacity to
transform heterogeneous data into relevant
information in a timely manner and to ensure
its use by the actor authorised to make the
respective decision.

The traditional model of interagency
interaction is largely based on the sequential
transmission  of information between
authorities and levels of management. Under
crisis conditions, such a model may result in
time delays, duplication of analytical work,
and the formation of different assessments of
the same security situation [7]. Artificial
intelligence technologies potentially make it
possible to transform this approach through
the automated integration, structuring, and
analysis of information from various sources
[8].

From the perspective of public
administration, the result of such a
transformation  should not be the
centralisation of all information within a
single authority, but rather the establishment
of an integrated information and analytical
framework in which each actor retains its
legally  defined  competence,  while
technological interaction ensures the
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necessary level of data exchange and shared
situational awareness.

Accordingly, the functioning of such a
framework can be represented by the
following sequence: data sources —
departmental information systems —
integration of relevant data — intelligent
processing — threat detection — risk
assessment — scenario forecasting —
identification of competent actors —
management decision support —
interagency coordination — response —
evaluation of results

A fundamental feature of the proposed
approach is that artificial intelligence is
positioned within the information and
analytical, rather than the authoritative
decision-making, segment of the system. Al
may perform analysis and forecasting, rank
risks, and generate alternatives; however, it
does not acquire the status of a public
administration actor and does not substitute
for the competence of a public authority or an
authorised official.

The public administration value of
artificial intelligence lies not only in its ability
to process information more rapidly. Of
considerably greater importance is its
potential to transform interaction among
security and defence forces from a
predominantly departmental model of
information support towards an integrated
model of situational awareness, coordination,
and management decision support.

The analysis demonstrates that the public
administration  potential of artificial
intelligence in the activities of Ukraine’s
security and defence forces is determined not
only by the technological possibilities of its
application but, above all, by its capacity to be
integrated into management processes,
provide information and analytical support,
enhance situational awareness, and facilitate
interagency coordination. At the same time,
the use of Al technologies does not alter the
subjectivity of public administration:
management decision-making and
responsibility for its consequences must
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remain with the respective public authority or
authorised official. Therefore, Al should be
regarded as a tool for enhancing analytical
capacity and management effectiveness in
the field of security and defence rather than as
a substitute for the actor exercising
management functions.

Conclusions.

The study has demonstrated that the use
of artificial intelligence in the activities of
Ukraine’s security and defence forces should
be considered not only as a direction of
technological development but also as an
important component of the transformation
of public administration in the field of
national security and defence. Al has the
potential to enhance the information and
analytical capabilities of public administration
actors, accelerate data processing, threat
detection and risk assessment, as well as
support forecasting and management
decision-making.

The main management functions of
artificial intelligence in the activities of the
security and defence forces have been
systematised, including information and
analytical, monitoring, forecasting, planning,
coordination, and management decision-
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support functions. It has been established
that specific areas of Al application are
determined by the functional purpose,
competence, and nature of the tasks
performed by the respective actor.

The use of Al is of particularimportancein
ensuring interagency interaction between
the security and defence forces. The
integration and intelligent analysis of relevant
data can contribute to the development of
shared situational awareness, reduce
information fragmentation, and improve the
timeliness of coordination and response to
complex threats to national security.

Artificial intelligence should be regarded
as an intelligent tool for supporting public
management decisions rather than as an
independent management actor. The final
decision and responsibility for its
consequences should remain with the
authorised public authority or official.
Prospects for further research are associated
with the development of an organisational
and functional mechanism for integrating Al
technologies into the public administration
system of Ukraine’s security and defence
forces, as well as with improving mechanisms
for interagency information and analytical
interaction.
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ARTIFICIAL INTELLIGENCE AS A TOOL FOR ENHANCING THE
GOVERNANCE CAPACITY OF UKRAINE'S SECURITY AND DEFENCE
FORCES

Olena Volska “Artificial intelligence as a tool for enhancing the governance capacity of Ukraine’s
security and defence forces”. The article examines artificial intelligence as a tool for enhancing the
management capacity of Ukraine’s security and defence forces. It is substantiated that, under conditions of
increased risk, time constraints, incomplete information, adversarial interference and rapidly changing
operational environments, the effectiveness of the relevant actors largely depends on the speed of data
processing, the quality of forecasting, the coordination of actions and the timeliness of management decisions.
The authors propose defining the management capacity of Ukraine’s security and defence forces as the
comprehensive ability of the relevant authorities, military formations and other actors within the security and
defence sector to exercise their statutory powers through the timely acquisition and analysis of information, risk
assessment, threat forecasting, activity planning, coordination, and the adoption and implementation of
management decisions. Its structure comprises institutional, information and analytical, forecasting, planning,
coordination and adaptive capacities, as well as the capacity to adopt and implement decisions. The article
presents an Al-supported management cycle encompassing data acquisition, information verification and
integration, situational analysis, threat identification, risk assessment, forecasting, the development of courses
of action, decision-making and monitoring of decision implementation. The information and analytical,
monitoring, forecasting, planning, coordination, resource optimisation and control functions of Al, together
with its decision-support function, are systematised. It is emphasised that artificial intelligence should not be
regarded as an autonomous management actor but as an information, analytical and forecasting tool
supporting the activities of authorised actors. Effective Al application requires a human-machine interaction
model in which algorithmic capabilities are combined with professional experience, critical thinking, contextual
understanding and human legal responsibility. Final decision-making and responsibility for its consequences
must remain with the competent official.

Keywords: artificial intelligence, management capacity, security forces, defence forces, security and
defence sector, public administration, management decisions, threat forecasting, situational awareness,
human-machine interaction
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Onena Bonecbka «lmyyHuli iHmenekm sAK iHCMpyMeHm nid8UWe€HHA ynpaesniHcbKoi
cnpomMoxHocmi cun 6e3neku i o06opoHu YKpaiHu». Y cmammi 0ocnioxeHo wmyydHUlU iHMenekm K
iHcmpymeHm nid8UWeHHsA ynpassiiHCbKOI cnpoMoXxHOCMI cun 6e3neku i 06opoHu YkpaiHu. O6rpyHmosaHo,
Wo 8 yMo8ax nidsuuweHo20 pusuKy, 0bMexeHo20 4acy, HenosHomu iHghopmauii, npomuodii npomusHuka ma
WweuoKoi 3MiHU onepamusHoOi 06cMAaHo8KU egekmugHicmMeb OifsIbHOCMI 8iONOBIOHUX Cy6'eKMi8 3HAYHOIO
Miporo 3anexume 8i0 WeBUOKOCMIi 06pob/eHHA OAHUX, AKOCMI NpO2HO3YyBAHHS, Yy3200eHocmi Oil i
€80€YACHOCMI NPUUHAMMA YNpAeniHCbKUX piuieHb. 3anponoOHOBAHO A8MOPCbKE BU3HAYEHHA YyNPAsiHCbKOT
CNPOMOXHOCMI cusl 6e3nexu i 060pOHU YKpaiHU K KOMNJIeKCHOT 30amHOCMI 8i0N0BIOHUX Op2aHis, 8ilicbKo8UX
¢opmysaHb ma iHwux cy6’ekmis cekmopy 6e3neku i 0b6OpoOHU peasnizogysamu 8U3HAYEHi 3AKOHOM
NOBHOBAXEHHA WIJIAXOM CBOEYACHO20 OMPUMAHHA U aHanisy iHgopmauii, ouiHIBAHHA pu3UKis,
NpO2HO3YBAHHA 3a2p03, NJIGHYBAHHSA Oif/IbHOCMI, Op2aHi3auii 83aemodii, npulHamMMA ma peanizayii
ynpasniHceKux piweHs. Y i cmpykmypi 8uokpemseHo iHcmumyyiliHy, iHpopmauiliHo-aHanimuyHy,
NPO2HOCMUYHY, NJAHy8aAsIbHy, KOOPOUHAUiliHy, adanmayiliiHy CnpoMOXHOCMI ma CcnpoMOXHicmb 00
nputHamms i peanizauii piweHo. [IpedcmasneHo ynpasniHcbkull Yyukn sukopucmanHa LI, wo oxonsioe
OMPUMAHHSA, nepesipKy U 06'€eOHAaHHA OaHUX, AHAI3 06CMAHOBKU, 8UABJIEHHA 3a2P03, OUIHIOBAHHSA PU3UKIs,
Npo2HO3yB8AHHSA, pO3pobsieHHsA edpiaHmie 0ili, NpulHAMMSA pileHHS Mma KOHMpOoJsb (1020 BUKOHAHHA.
Cucmemamu3o08aHO  iHPOPMAyitiHO-aHANIIMUYHY, — MOHIMOPUH208Y,  NPO2HOCMUYHY,
KOOPOUHAUiliHY, pecypCHO-onmMuMi3ayitiHy, KOHmposbHy ¢yHKyii LIl ma ¢yHkyito niompumku npuliHamms
ynpasniHceKux piweHs. HazonoweHo, wo wmy4HUl iHmMenekm Mae po321a0amucsa He AK camocmitiHul
cyb'eKm ynpaeniHHa, a AK IHCMpymMeHm iHGOpMAayiiHO-aHAIIMUYHOI ma NPo2HOCMUYHOI NiOMpPUMKU
0ifisIbHOCMI ynoBHOBAGXEHUX Cy6’ekmis. BcmaHoeneHo, wjo pesysemamugHe sukopucmarHsA LLII nompebye

NIaHyB8asbHy,

¢hopmyB8aHHA Modesi /II0OUHO-MAWUHHOI 83dEMOOIi, 3a AKOI aneopuMMIYHi MOXAUBOCMI NOEOHYIOMbCA 3
npogeciliHum 00C8i00M, KPUMUYHUM MUC/IEHHAM, KOHMEeKCMYyaslbHUM pPO3YMIHHAM i OpUOUYHO
8i0nosioanbHicmio /IIoOUHU.

Knro4oei cnoea: wutyyHnin iHTenekT, ynpasniHCbKa CMPOMOXKHICTb, cunmn 6e3nekn i 060poHU, CEKTop
6e3nekn i 06OpPOHKW, nybniuHe ynpaBfiHHA, YNPaBMIHCbKI pilleHHA, MNPOrHO3yBaHHA 3arpos,
060poHO3aaTHICTb, CUTYaUiiHa 06i3HaHICTb, Mo ANHO-MaLUNHHA B3aEMOSS.

received from numerous sources, rapid
changes in the operational environment, and
the need to coordinate the activities of

Introduction. The contemporary security
environment is characterised by dynamism,
uncertainty, the simultaneous emergence of

threats of different types, and a rapid increase
in the volume of information required for
management decision-making. In the context
of the full-scale armed aggression against
Ukraine, the ability of the security and
defence forces to obtain, process, and analyse
data in a timely manner, forecast
developments, coordinate the activities of
relevant actors, and promptly make well-
founded decisions is of particular importance.

Under such conditions, traditional
management mechanisms do not always
ensure the necessary speed of information
processing and response to threats. Large
volumes of heterogeneous data, information

different components of the security and
defence sector create a demand for the
implementation of modern information and
analytical technologies. One such technology
is artificial intelligence, whose capabilities
make it possible to automate certain
information processes, identify patterns in
large datasets, assess risks, model possible
scenarios, and provide information support
for management decision-making.

The use of artificial intelligence in the
activities of the security and defence forces is
not limited to the development of new
weapons, military equipment, unmanned
systems, and autonomous systems. An
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equally important area is the direct
application of Al in management activities,
including information collection and analysis,
monitoring of the security environment,
threat forecasting, operational planning,
resource  allocation, coordination of
interagency interaction, and the preparation
of management decision alternatives.

In this context, artificial intelligence
should be regarded as a tool for enhancing
the management capacity of Ukraine’s
security and defence forces. This refers to the
ability of the relevant actors to exercise their
legally defined powers, identify threats in a
timely manner, assess risks, ensure effective
planning, organise interaction, and make
well-founded decisions under conditions of
limited time, uncertainty, and information
overload.

According to the Law of Ukraine “On
National Security of Ukraine”, the security
forces and defence forces encompass a broad
range of military formations, law enforcement
and intelligence agencies, and other public
authorities whose activities are aimed at
protecting Ukraine’s national interests. At the
same time, these actors differ in their legal
status, functional purpose, competence,
organisational structure, and the nature of the
tasks they perform. Therefore, the
implementation of Al in their activities
requires not only appropriate technological
support but also a coordinated management
approach that takes into account the specific
characteristics of each actor, ensures the
interoperability of information systems, and
facilitates effective data exchange.

The importance of this research is further
reinforced by the fact that artificial
intelligence can simultaneously improve the
quality of management and generate new
risks. The use of algorithmic systems is
associated with the possibility of erroneous or
biased outputs, insufficient algorithmic
transparency, dependence on data quality,
cyber threats, risks of unauthorised access to
information, and uncertainty regarding
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responsibility for decisions prepared or made
with the use of Al.

Particular attention should be paid to
determining the appropriate balance
between algorithmic support and human
decision-making. Artificial intelligence should
contribute to improving the speed and
soundness of management processes
without removing humans from the
assessment of the situation or from
responsibility for the final decision. This
approach is consistent with NATO's Principles
of Responsible Use of Al in Defence:
lawfulness; responsibility and accountability;
explainability and traceability; reliability;
governability; and bias mitigation.

Ukraine has already established a general
strategic framework for the development of
artificial intelligence. The Concept for the
Development of Artificial Intelligence in
Ukraine identifies national security and
defence among the priority areas for the
application of relevant technologies, while
the Action Plan for 2025-2026 provides for
the further implementation of its provisions.
At the same time, the existing policy
documents do not provide a comprehensive
understanding of how Al should be
integrated specifically into the management
processes of the security and defence forces,
which management functions should be
supported by algorithmic systems, or what
criteria should be applied to assess the
effectiveness of their use.

Therefore, scientific consideration is
required not only of the technological
capabilities of Al but, above all, of its place
within the system of public and military
management, its impact on the management
capacity of the security and defence forces,
the limits of its use in the preparation and
adoption of decisions, and the conditions
under which the application of relevant
technologies can contribute to strengthening
Ukraine’s defence capability.

Analysis of recent research and
publications. The use of artificial intelligence
in the security and defence sector has been
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studied by foreign and Ukrainian scholars,
primarily in the context of automating
military processes, developing command-
and-control systems, deploying autonomous
systems, analysing operational information,
and supporting decision-making. S. Alon-
Barkat and M. Busuioc examine the
interaction between humans and algorithmic
systems in public-sector decision-making. In
their research, they draw attention to the risk
of “automation bias”, whereby public officials
may uncritically rely on algorithmic
recommendations, as well as to the selective
adherence to such recommendations. Their
findings are important for determining the
limits of Al use in the management activities
of security and defence forces. B. Boudreaux,
M. Ashby, F. Morgan, A. Lohn and other
scholars have systematised the principal areas
of military Al application and characterised
the associated ethical, operational and
strategic risks. The researchers emphasise
that achieving a technological advantage
requires the simultaneous introduction of
risk-mitigation ~ mechanisms and the
responsible use of

In Ukrainian academic literature, O.
Nikoliuk, O. Rodina and T. Savchenko identify
the principal areas of artificial intelligence
application in the development of
management solutions in public
administration. T. Pshenychna examines the
integration  of artificial  intelligence
technologies into public administration. O.
Harmash, T. Fedorenko and O. Hvozdova
investigate information and analytical
support,  cyber-risk  monitoring  and
assessment, substantiating the need to
transform cyber-threat data into a basis for
clear and well-founded management
decisions.

Thus, the existing studies provide a
theoretical foundation for understanding the
technological, security and ethical aspects of
artificial intelligence application. At the same
time, the public administration dimension of
this issue remains insufficiently explored,
particularly the impact of Al on the overall
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capacity of Ukraine’s security and defence
forces to perform information and analytical,

monitoring, forecasting, planning,
coordination and other management
functions.

The formulation of the goals of the
article. The purpose of the article is to provide
a theoretical substantiation of the role of
artificial intelligence in enhancing the
management capacity of Ukraine’s security
and defence forces, to systematise its key
management functions and areas of
application, and to identify the organisational
and institutional conditions for the effective
use of Al technologies in monitoring,
forecasting, planning, coordination, and
management  decision-making  support
processes.

Presentation of the main results. The
study of artificial intelligence as a tool for
enhancing the management capacity of
security and defence forces requires, first and
foremost, clarification of the meaning of the
concept of “management capacity”. In the
academic literature, capacity is generally
associated with a particular actor’s possession
of the necessary powers, organisational
structure, and human, financial, informational
and technical resources that enable the
achievement of defined objectives and the
performance of assigned tasks [9].

Management capacity cannot be
reduced exclusively to the formally
established competence of a particular
authority. The existence of legally defined
powers does not in itself guarantee the ability
to exercise them effectively in practice. Such
capacity depends on the quality of
management processes, the professionalism
of personnel, access to reliable information,
the speed of communication, the
effectiveness of interagency cooperation, and
the ability to adopt and implement decisions
in a timely manner.

Management in the security and defence
sector is distinctive because it is carried out
under conditions of increased risk, time
constraints, incomplete information,
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adversarial interference and rapidly changing
operational environments [10]. Errors or
delays in management processes may cause
not only organisational or material losses but
also directly affect human lives, the resilience
of state institutions, territorial integrity and
national defence capability.

Security forces and defence forces
constitute interconnected but functionally
distinct components of the security and
defence sector. Pursuant to the Law of
Ukraine “On the National Security of Ukraine”
[3], security forces comprise law enforcement
and intelligence agencies, state bodies with
special-purpose law enforcement functions,
civil protection forces and other bodies
entrusted with ensuring national security.
Defence forces include the Armed Forces of
Ukraine, as well as other military formations,
law enforcement and intelligence agencies
entrusted with ensuring national defence [3].

Differences in the functional purposes of
these actors determine the specific nature of
their management needs. For some actors,
the identification of military threats,
operational planning and command and
control are of primary importance; for others,
the principal priorities include state border
protection, counterterrorism, public security,
civil protection, intelligence or
counterintelligence activities [12].
Nevertheless, all of them require timely
information, threat forecasting, coordinated
action and the proper substantiation of
management decisions.

Within this study, the management
capacity of Ukraine’s security and defence
forces is proposed to be understood as the
comprehensive ability of the relevant
authorities, military formations and other
actors within the security and defence sector
to exercise their statutory powers through the
timely acquisition and analysis of information,
risk assessment, threat forecasting, activity
planning, coordination, and the adoption and
implementation of management decisions.
This definition represents the authors’
interpretation developed within the present
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study. Management capacity encompasses
not only the availability of resources to the
relevant actors but also their functional ability
to transform information into specific
management decisions and practical actions.

Based on the proposed definition, the
following interrelated components should be
distinguished within the structure of the
management capacity of security and
defence forces:

1. Institutional capacity — the existence
of clearly defined powers, an appropriate
organisational structure and mechanisms of
interaction among the relevant actors.

2. Information and analytical capacity -
the ability to collect, verify, systematise,
process and analyse information obtained
from various sources.

3. Forecasting capacity — the ability to
identify trends, assess risks and forecast
possible developments in the security and
operational environment.

4. Planning capacity - the ability to
define objectives, develop courses of action,
allocate forces, assets and resources, and
adjust plans in response to changes in the
operational environment.

5. Coordination capacity — the ability to
ensure the coherence of actions undertaken
by different components of the security and
defence  sector, facilitate information
exchange and support the joint performance
of tasks.

6. Capacity for decision-making and
implementation - the ability to select a
substantiated course of action in a timely
manner, communicate decisions to those
responsible for their execution, organise their
implementation and monitor the results.

7. Adaptive capacity - the ability to
modify structures, procedures, tactics and
management approaches in response to
emerging threats, new technologies and
acquired practical experience/

The proposed components do not
function in isolation. The quality of a
management decision depends on the
completeness of the available information;
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forecasting results influence planning, while
the implementation of plans requires
coordination and control.  Therefore,
management capacity should be regarded as
an integrated system in which the weakening
of one component may reduce the
effectiveness of the entire management
process [14].
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expanding the possibilities for working with
information [7]. Algorithmic systems can
process large volumes of structured and
unstructured data, identify hidden
relationships, compare information obtained
from various sources, and present analytical
results in a form suitable for use by public
officials and military command authorities.

Artificial intelligence affects
management  capacity  primarily by
MANAGEMENT CYCLE USING ARTIFICIAL INTELLIGENCE
° Information verification o Situati I
-> Data acquisition —> and integration _> L::I;::';a
° Forecasting <-—- Risk assessment <—-—-— Threat identification
Development of o Monitoring decision
courses of action —> Decision-making —> implementation

N\

feedback and adjustment

Figure 1. Management cycle using artificial intelligence
Source: Developed by the authors based on their own research.

At each of these stages, artificial
intelligence can perform a supporting
function by filtering information, detecting
anomalies, forecasting possible
developments, comparing alternative
scenarios and identifying deviations during
decision implementation. As a result, the time
between receiving information and initiating
a management response is reduced,
situational awareness is enhanced, and
conditions are created for a more

substantiated allocation of forces and
resources.

Therefore, Al should be regarded not as
an autonomous management actor but as an
information, analytical and forecasting tool
supporting the activities of authorised actors.
It can prepare data, identify relationships,
propose courses of action and forecast their
possible consequences. However, the final
decision and responsibility for it must remain
with the competent official.
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These steps do not involve replacing a
human manager with an algorithmic system.
Instead, they provide for the development of
a human-machine interaction model in
which the technological capabilities of Al are
combined with professional experience,
contextual understanding, critical thinking
and human legal responsibility [11]. Only
under these conditions can the use of artificial
intelligence genuinely enhance, rather than
merely complicate, the management capacity
of Ukraine’s security and defence forces [8]

Further examination of the role of
artificial intelligence requires the
systematisation of its functions in the
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activities of Ukraine’s security and defence
forces. In this context, Al functions should be
defined not according to the technical
characteristics of algorithmic systems but
according to their influence on the content,
speed and effectiveness of management
processes [6].

Based on the conducted research, it is
proposed to distinguish the information and
analytical, monitoring, forecasting, planning,
coordination, resource optimisation and
control functions of artificial intelligence, as
well as its decision-support function, in the
activities of Ukraine’s security and defence
forces (Table 1).

Table 1. Management functions of artificial intelligence in the activities of Ukraine’s security

and defence forces

Management
function

Content of Al application

Impact on management capacity

Information
and analytical

Collection, systematisation,
processing and comparison of
structured and unstructured data
obtained from different sources

Increasing the completeness and
speed of information processing;
reducing the workload on analytical
units

Monitoring

Continuous monitoring of changes in
the security and  operational
environment, detection of anomalies
and deviations from specified
parameters

Improving situational awareness and
ensuring the timely detection of
changes in  the  operational
environment

Forecasting

Identification of trends, assessment of
the probability of threats and
modelling of possible scenarios

Increasing the validity of forecasts
and enabling preventive management
responses

Planning

Development and comparison of
alternative  courses of action,
modelling  of  their  potential
consequences and adjustment of plans

Improving the quality of strategic,
operational and tactical planning

Coordination

Integration of information from
different agencies, support for
information exchange and
coordination of joint actions

Strengthening interagency
cooperation and reducing delays in
transmitting management
information

Resource
optimisation

Analysis of resource requirements,
logistical flows, technical conditions
and possible options for allocating
forces and assets

Improving the efficiency of the use of
personnel, material, technical,
financial and time resources

Decision
support

Preparation of analytical conclusions,
prioritisation ~ of  threats  and
development of alternative courses of
action

Reducing the time required to prepare
decisions and improving their
informational validity
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Control

Monitoring the implementation of
decisions, comparison of actual
results with established objectives
and identification of deviations

Ensuring feedback, timely adjustment
of actions and increasing executive
discipline

Source: Developed by the authors based on their own research

The proposed systematisation
demonstrates that artificial intelligence can
be applied at all major stages of the
management process. At the same time, the
content of each function is determined by the
competence of the relevant actor, the nature
of its assigned tasks, the level of management
and the conditions of the operational
environment.

The information and analytical function
consists in expanding the capacity of security
and defence forces to work with large
volumes of heterogeneous information. Such
data may include text messages, intelligence
data, geospatial information, photographic
and video materials, information obtained
from technical surveillance systems, data
concerning the availability and condition of
resources, and other information required for
situational assessment [4]. The application of
Al makes it possible to accelerate the
systematisation of these data, identify
recurring  patterns and develop a
comprehensive information picture.

The monitoring function involves
continuously monitoring changes in the
security and operational environment.
Algorithmic systems can detect anomalous
events, atypical changes in indicators,
potential signs of emerging threats or
deviations from established parameters [5].
This entails shifting the emphasis from
responding to events that have already
occurred to their timely identification and
prevention.

The forecasting function involves using
accumulated data to identify trends and
model possible developments. Al can assist in
assessing the probability of specific threats,
forecasting changes in the operational
environment, determining the possible
consequences of adopted decisions and

identifying factors that may affect the
achievement of established objectives [2]. At
the same time, algorithmic forecasts should
not be regarded as indisputably reliable
predictions but as one of the informational
elements used in preparing management
decisions.

The planning function consists in using Al
to develop, model and compare possible
courses of action. Algorithmic systems can
assist in assessing resource requirements,
time constraints, potential risks and the
expected outcomes of each scenario. This
contributes to improving the validity of
strategic, operational and tactical planning
but does not eliminate the need for the
professional assessment of proposed options
by authorised officials.

The coordination function is reflected in
ensuring the coherence of actions
undertaken by different actors within the
security and defence sector. Atrtificial
intelligence can facilitate the integration of
information  received  from  different
authorities and units, detect inconsistencies
in data, identify shared priorities and
promptly communicate the necessary
information to the relevant actors [13].
However, the implementation of this function
depends on the interoperability of
information systems, the availability of
common data standards and a legally
established procedure for interagency
information exchange.

The resource optimisation function
encompasses the analysis of requirements for
forces, assets, material and technical
resources,  transport, communications,
medical support and other components of
security and defence activities. Algorithmic
systems can contribute to forecasting
requirements, identifying critical shortages,
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optimising logistics routes, monitoring the
technical condition of equipment and
ensuring a more rational allocation of
available resources.

The management decision-support
function is integrative because it combines
the results of the information and analytical,
monitoring, forecasting and planning
functions. Al can synthesise information,
prioritise threats, compare alternative courses
of action and forecast their possible
consequences. Nevertheless, an algorithmic
recommendation should not automatically
become a management decision. It must be
verified with due regard to the operational
context, the reliability of source data, legal
restrictions and potential consequences.

The control function is implemented by
comparing actual results with the established
objectives, indicators and parameters of
decision implementation.  Algorithmic
systems can promptly identify deviations,
determine factors hindering task
performance and provide information on the
need to adjust existing plans. This ensures
feedback between an adopted decision, the
process of its implementation and
subsequent management responses.

The management potential of artificial
intelligence lies not in performing a single
isolated function but in combining different
capabilities within an integrated
management cycle. Information obtained
through monitoring is used for analysis and
forecasting; forecasting results provide the
basis for planning; developed courses of
action are used in decision-making; and
monitoring decision implementation
generates new data for further analysis and
activity adjustment.

At the same time, the introduction of
artificial intelligence does not imply the
complete transfer of the relevant functions to
algorithmic systems. Rather, it involves the
technological enhancement of management
activities, whereby Al supports information
processing, modelling and the preparation of
recommendations, while goal setting, the
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assessment of legal and  societal
consequences, the selection of the final
course of action and responsibility for its
implementation remain with humans [1].

Conclusions.

The conducted research demonstrates
that artificial intelligence should be
considered not only as a technological
innovation but also as an important tool for
enhancing the management capacity of
Ukraine’s security and defence forces. Under
conditions of increased risk, time constraints,
incomplete information, adversarial
interference and rapidly changing
operational environments, Al technologies
can improve the speed of data processing,
situational awareness, threat forecasting,
activity planning, interagency coordination
and the informational validity of
management decisions.

The management capacity of Ukraine’s
security and defence forces is defined as the
comprehensive ability of the relevant
authorities, military formations and other
actors within the security and defence sector
to exercise their statutory powers through the
timely acquisition and analysis of information,
risk assessment, threat forecasting, activity
planning, coordination, and the adoption and
implementation of management decisions.
This  capacity  includes institutional,
information and analytical, forecasting,
planning, coordination and adaptive
components, as well as the capacity to adopt
and implement decisions. These components
form an integrated system in which the
effectiveness of each element influences the
overall quality of management.

The study establishes that artificial
intelligence can support all stages of the
management cycle: data acquisition,
information verification and integration,
situational analysis, threat identification, risk
assessment, forecasting, the development of
courses of action, decision-making and
monitoring of decision implementation. The
use of Al can reduce the time between
receiving information and initiating a
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management response, identify patterns and
anomalies in large datasets, compare
alternative courses of action and facilitate the
rational allocation of forces and resources.

The principal management functions of
artificial intelligence in the activities of
Ukraine’s security and defence forces have
been systematised. They include information
and analytical, monitoring, forecasting,
planning, coordination, resource
optimisation and control functions, as well as
the  decision-support  function.  The
management potential of Al lies not in the
isolated performance of individual operations
but in integrating these functions within a
continuous management cycle supported by
feedback and the adjustment of actions.

At the same time, the implementation of
artificial intelligence should not result in the
transfer of management authority to
algorithmic systems. Al should be regarded as
an information, analytical and forecasting tool
that assists authorised actors in preparing and
implementing decisions. Algorithmic
recommendations  require  professional
assessment based on the operational context,
the reliability and completeness of source
data, legal restrictions, potential risks and the
possible consequences of the proposed
actions.
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Effective Al application requires the
development of a  human-machine
interaction model in which technological
capabilities are combined with professional
experience, critical thinking and contextual
understanding. Goal setting, assessment of
legal and societal consequences, selection of
the final course of action and responsibility for
its implementation must remain with the
competent official. Preserving meaningful
human oversight is therefore a fundamental
condition for the responsible use of artificial
intelligence by security and defence forces.

Further research should focus on
developing criteria and indicators for
assessing the impact of Al on management
capacity, identifying the specific features of its
application by different actors within
Ukraine’s security and defence sector,
improving interagency data exchange and
information-system interoperability, and
establishing organisational safeguards for
human  oversight and accountability.
Addressing these issues will facilitate the
responsible  integration of Al into
management processes and strengthen the
adaptability, resilience and effectiveness of
Ukraine’s security and defence forces.
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Olena Sorokivska “International information security in the context of the emergence of a global
information society” This article examines the theoretical and methodological foundations for ensuring
international information security in the context of the emerging global information society. It is argued that
the rapid development of digital technologies, the globalization of information flows, and the spread of artificial
intelligence, big data, cloud computing, digital platforms, and cross-border communications are significantly
transforming the international security environment, creating not only new opportunities for the development
of states and societies but also a wide range of information risks and threats. It is determined that the
information space is increasingly becoming an independent sphere of international confrontation, where,
alongside traditional instruments, information and psychological operations, cyberattacks, digital espionage,
manipulation of public opinion, disinformation, and other forms of hybrid influence are employed. This paper
analyzes current trends in the development of the global information society and their impact on the
transformation of international information security. It examines the activities of international organizations
and integration associations aimed at establishing mechanisms for international cooperation in the field of
information security, developing global digital security standards, and countering cybercrime, information
operations, and transnational information threats. This paper identifies the key factors influencing the state of
international information security in the context of the global information society. It substantiates conceptual
directions for improving the international information security system, including: the development of
international digital diplomacy; the creation of integrated mechanisms for monitoring information threats;
improving strategic communications systems; implementing intelligent technologies for analyzing the
information space; developing international information exchange regarding cyber incidents; establishing
uniform standards for digital trust and information resilience; and strengthening partnerships among states,
international organizations, research institutions, and the private sector in the field of protecting the global
information space.
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OneHa Copokiecbka «MixHapoOHa iH¢opmayilina 6e3neka 6 KOHMeKcmi ¢popmyeaHHsA
2n06anvHo20 iHpopmayiliHozo cycninecmea». Y cmammi 00CniOXeHO meopemuKo-mMemooos1o2idHi
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3acadu 3abe3neveHHA MiXHAPOOHOI iHpopmayitiHoi 6e3neku 8 ymosax (hopMy8aHHA 27106a/1bHO20
iHgpopmayitiHo2o cycninecmsa. O6rpyHMOBAHO, WO CMpiMKUU po3BUMOK YUPPOBUX MeExXHO0RiIl,
enobanizayis iHpopmayitiHux Nomokie, NOWUPeHHA WMy4yHOo20 iHMesieKmy, 8esuKux OGHUX, XMApHUX
obyucnieHs, yugposux nnamgopm i MPAHCKOPOOHHUX KOMYHIKauyili cymmeso mpaHcghopmyome
MiXXHAapOOHe 6e3nekoge cepedosulye, CMBOPIOIOYU He Jluwe HOBi MOXAUuBoCcMi 011 po38UMKY 0epxads i
cycninecme, a U wupokul cnekmp iHhopmauyitiHux pu3ukie ma 3aepo3. BuzHauyeHo, wo iHgopmauitHuti
npocmip dedani 6inblie nepemeoprEMbCA HA cCamocmiliHy chepy MixHapoOHo20 npomubopcmaa, 0e Nopso
i3 mpaduyiliHumu iHCMpymMeHmMamu  8UKOPUCMOBYIOMbCA  iHGOPpMAayitiHO-NcuxonoeiyHi  onepauii,
Kibepamaku, yugpose wWNu2yHCMeo, MaHinymoe8aHHA 2pOMAOCbKo OyMKor, OesiHgopmauia ma iHwi
¢opmu 2ibpudHo20 snnugy. [IpoaHanizoeaHo cy4acHi meHoeHUii po38umky 2106a/16H020 iHGhopmayitiHo20
cycninecmea ma ix 8nsiug HA MpaHchopmauyilo MiXXHApPoOHOI iHopmayitiHoi 6e3neku. JocnioxeHo
OififIbHiICMb  MiXXKHAPOOHUX OpedHi3ayili ma iHmezpayitiHux 06'€0HAaHb W000 (OPMYBAHHA MEXAHI3Mi8
MiXXHapoOHo20 chigpobimHuuymea y cepepi iHpopmayitiHoi 6e3neku, po3sumky 2106a1bHUX cmaHoapmia
yughposoi 6e3neku, npomudii Kibep3noYUHHOCMI, iHGOpMAaUitiHUM onepauiam i MPAHCHAUIOHAIbHUM
iHhopmauitiHum 3aepo3am. Y pobomi 8usHaA4eHO OCHOBHI YUHHUKU, WO 8nUBAOMb HA CMAH MiXXHAPOOHOT
iHppopmauyitiHoi  6e3neku 8 ymosax 2106anabHO20 iHopmayiliHo2o cychinecmsa. O6rpyHmMos8aHo
KOHUeNnMyasbHi HanpaAMu 800CKOHAJIEHHA CUCMeMU MiXXHApoOHOI iHhopmauiliHoi 6e3neku, ceped AKUX:
pO38UMOK MiXXHAPOOHOI Yugposoi ounsomamii; cmeopeHHsA iHMezpoB8aHUX MexdHi3Mi8 MOHIMopuH2y
iHpopmayitiHux 3aepo3; yOOCKOHAJZIEHHA cucmemM cmpameziyHUX KOMYHIKauiti;,  8npo8aoXeHHS
iHMmenekmyaneHUX MexHOA02il aHaAnizy iHYopmMayitiHo20 NpPocmopy; pPo38UMOK MiXKHAPOOHO20 OOMIHY
iHppopmauieto  wodo KibepiHyudeHmis;, opmysaHHs €OUHUX cmaHoapmig yugpposoi dogipu ma
iHhopmayitiHoi cmilikocmi; 3MiUHEHHA NAapmHepcMea Mix 0epXasamu, MiXXHAPOOHUMU Op2aHizayiamu,
Haykosumu ycmaHosamu U npusamHum cekmopom y ceepi 3axucmy eno6aneHo20 iHgpopmayitiHoz2o
npocmopy.

Knwuoei cnoea: iHdopmauinHa 6e3neka, rnobanizauina, iHbopmaLiiiHe cycninbcTBO, 3arposu,
HauioHanbHa 6e3neka, iHpopMaLiliH1IA NPOCTip, MiXKHapoaHe cniBpobiTHNUTBO, UdPOBI TEXHONOTII..

Introduction. The emergence of a global
information society is one of the defining
trends in contemporary global development,
accompanied by the rapid spread of digital
technologies, an increase in the volume of
information  exchange, and growing
interdependence among nations. The
digitization of international relations opens
up new opportunities for economic
development, international cooperation, and
innovative governance, while simultaneously
creating new challenges in the field of
international information security. Threats
related to cyberattacks, disinformation,
information and psychological operations,
interference in the internal affairs of states
through the information space, and the use of
digital technologies as a tool of geopolitical
influence are of particular concern. In today’s

world, the information space is increasingly
becoming a distinct dimension of
international competition, where information
serves as both a strategic resource and an
object requiring protection. The transnational
nature of information threats significantly
complicates individual states’ ability to detect
and neutralize them in a timely manner. This
necessitates strengthening international
cooperation, developing mechanisms for
collective  response, and  improving
international legal regulation in the field of
information security. At the same time, the
rapid pace of development in digital
technologies is far outpacing the adaptation
of existing international institutional and
legal mechanisms, which reduces the
effectiveness of efforts to counter modern
information threats. Under these conditions,
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the search for new conceptual approaches to
ensuring international information security—
based on the principles of international
partnership, digital resilience, and
information  trust—becomes particularly
relevant. Research into current trends in the
development of international information
security in the context of the formation of a
global information society is an important
prerequisite for improving international
policy in the field of protecting the global
information space and ensuring the
sustainable development of the global
community.

Analysis of recent research and
publications. Issues related to international
information security, the development of the
global information society, digital
transformation, and countering modern
information threats are the focus of the
domestic scientific community. Research by
Ukrainian scholars covers the legal,
managerial, institutional, technological, and
international-political aspects of ensuring
information security, which attests to the
interdisciplinary nature of this field.

The scholarly works of O. A. Baranov, V. G.
Pylypchuk, and I. M. Doronin are devoted to
the development of the theoretical and legal
foundations of information security, the
improvement of information legislation, the
formulation of state policy in the field of
cybersecurity and information law, as well as
the harmonization of the national information
protection system with European and
international standards. The researchers pay
particular attention to issues related to the
legal framework for digital transformation,
combating cybercrime, and developing
mechanisms to protect Ukraine’s information
space.

The research by O. P. Dzoban, I. V.
Aristova, and K. I. Belyakov focuses on issues
of public administration in the field of
information security, the development of
state information policy, the functioning of
mechanisms for ensuring information
security in government agencies, and the
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improvement of the organizational and legal
framework for state regulation in the context
of digitalization. The authors’ works justify the
need to integrate modern digital
technologies, international experience, and
European approaches into the development
of the information security system.

At the same time, issues related to
ensuring international information security—
specifically in the context of the formation of
a global information society, the
development of international digital
diplomacy, the improvement of international
coordination mechanisms, countering cross-
border information threats, and the
establishment of unified international
standards  for  digital  trust—remain
insufficiently studied in a comprehensive
manner. This necessitates further scholarly
examination of the conceptual foundations
for the development of international
information security, taking into account
contemporary processes of  digital
transformation, the globalization of the
information space, and the growing role of
international cooperation in countering the
latest information challenges.

The formulation of the goals of the
article to study the theoretical foundations of
international information security in the
context of the emergence of a global
information society, to identify contemporary
information threats, and to justify priority
areas for improving international
mechanisms for ensuring information
security.

Presentation of the main results. The
emergence of a global information society is a
natural consequence of the development of
digital technologies, international
integration, and the intensive exchange of
information, which is  fundamentally
transforming contemporary social and
international  processes. Under these
conditions, ensuring international
information security has become one of the
top priorities of international policy, as the
resilience of the global information space
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directly affects the stability of states,
international institutions, and the global
security system.

The rapid development of digital
technologies is fundamentally changing the
modern system of international relations,
contributing to the formation of a global
information society in which information and
digital data are becoming strategic resources.
The globalization of information flows
enables an unprecedented speed of cross-
border information exchange and expands
opportunities for international cooperation,
economic integration, e-governance, and the
development of the digital economy. At the
same time, the widespread adoption of
artificial intelligence, big data analytics, cloud
computing, and digital platforms significantly
enhances the efficiency of management
processes, automated decision-making, risk
forecasting, and the operation of critical
infrastructure. At the same time, digitalization
significantly increases the dependence of
states, international organizations, and
society on information and communications
infrastructure, making it a potential target for
external influence [1].

The transformation of the international
security environment is reflected in the
changing nature of contemporary threats,
which are increasingly of an informational
and cyber nature. The use of digital
technologies creates conditions for large-
scale  cyberattacks, information and
psychological operations, the spread of
disinformation, the manipulation of public
opinion, interference in electoral processes,
digital espionage, and disruptions to critical
information infrastructure. A  particular
danger is posed by the use of artificial
intelligence for the automated creation of
disinformation content, deepfake
technologies, personalized information
campaigns, and the refinement of cyberattack
tools. Furthermore, the cross-border nature of
digital communications significantly
complicates the identification of sources of
information attacks, the determination of
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jurisdiction, and the prosecution of actors
engaged in unlawful activities in the global
information space [2].

Thus, modern digital technologies serve
simultaneously as a powerful driver of social
development and a source of new
information risks, which necessitates the
improvement of international mechanisms
for ensuring information security, the
development of international cooperation,
the harmonization of legal regulations, and
the establishment of an effective system for
collectively countering global information
threats.

It is worth noting that the information
space is increasingly becoming a distinct
arena of international competition, within
which states, international organizations, and
non-state actors employ a wide range of
instruments of influence; therefore, it is
appropriate to classify them into traditional
and modern categories [3]:

1. Traditional instruments of international
information competition

- diplomatic information influence—the
use of official statements, international
negotiations, diplomatic channels, and public
diplomacy to advance national interests;

- propaganda and counterpropaganda—
the systematic dissemination of information
aimed at shaping the desired international
image of a state or discrediting an opponent;

- informational and psychological
influence—the targeted influence on public
consciousness and the moral and
psychological state of the population, the
military, and political elites;

- activities of traditional mass media—
the use of television, radio, print media, and
international news agencies to shape public
opinion;

- political and economic
communication—the wuse of information
resources during international negotiations,
the implementation of sanctions policies, and
the execution of foreign policy strategies.

2. Modern tools of international
information warfare:
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- cyberattacks - unauthorized
interference  with information systems,
government information resources, and
critical information infrastructure;

- digital espionage - the illegal
acquisition of confidential information
through the use of cyber tools, malware, and
digital data collection channels;

- disinformation and the dissemination of
fake content - the deliberate spread of false
or manipulative information to achieve
political, military, or economic goals;

- manipulation of public opinion through
digital platforms - the use of social media,
recommendation algorithms, bot networks,
targeted advertising, and other digital
technologies to influence public sentiment.

- next-generation information and
psychological operations—the
comprehensive use of digital technologies,
social media, artificial intelligence, and big
data technologies to exert targeted
informational influence;

- artificial intelligence and deepfake
technologies—the automated creation of
realistic audio, video, and text content for the
purpose of disinformation, discrediting, or
misleading a target audience;

- hybrid information operations—a
combination of cyber tools, information and
psychological influence, economic pressure,
political instruments, and diplomatic
measures within a unified strategy to achieve
geopolitical goals.
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Thus, modern international information
warfare is characterized by the integration of
traditional and digital tools of influence. While
traditional methods were primarily aimed at
shaping international public opinion through
classic communication channels, modern
technologies enable high-speed, large-scale,
personalized, and often covert influence on
the information space, which significantly
complicates efforts to ensure international
information security and requires the
development of new mechanisms for
international cooperation and collective
response.

The emergence of a global information
society is accompanied by a large-scale digital
transformation of the global landscape, which
is changing the nature of international
interaction, economic development, public
administration, and security processes.
Modern digital technologies not only provide
new opportunities for the integration of
states and the development of international
cooperation but also give rise to
fundamentally new challenges in the field of
international information security. In this
regard, it is advisable to analyze the key
trends in the development of the global
information society and determine their
impact on the transformation of the
international security environment [4]:

Table 1 - Current trends in the development of the global information society and their
impact on the transformation of international information security

Current Trends in the
Development of the Global
Information Society

Characteristics of the Trend

Impact on International Information
Security

Information Space information flows,

information exchange.

The Globalization of the | The rapid growth of cross-border | It strengthens the interdependence of nations,
digital | but at the same time increases the risks of
communications, and international | cross-border cyberattacks, disinformation, and

information interference.

Digital Transformation of | Active
Public Administration

implementation of e-| It improves the efficiency of public
government, digital services, and | administration while highlighting the need to

interagency information sharing.

protect government information resources and
critical digital infrastructure.
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The Spread of Artificial
Intelligence and Big Data
Technologies

The use of intelligent algorithms to

automate  processes,  analyze
information, and support
management decisions.

It expands the capabilities for predicting and
monitoring threats, but creates risks related to
the automation of cyberattacks, information
manipulation, and the use of deepfake
technologies

The Dominance of Digital
Platforms and Social Media

Digital platforms are becoming the
primary medium for international
communication and the
dissemination of information.

They facilitate the global exchange of
information, but they also create the conditions
for the widespread dissemination of
disinformation, information and psychological
operations, and the manipulation of public
opinion.

Cooperation in the Field of
Cybersecurity

mechanisms  for  coordination,
information exchange, and the
harmonization ~ of information
security standards.

Digitalization ~ of  Critical | The  integration ~ of  digital | It improves the efficiency of managing critical

Infrastructure technologies into the operations of | systems, but also increases their vulnerability to
the energy sector, transportation, the | international cyberattacks and cyberterrorism.
financial system, healthcare, and the
public sector.

Strengthening International | The development of international | It lays the groundwork for a collective response

to global information threats, strengthens digital
resilience, and improves the international
information security system.

Source: compiled by the author based on data from [5]

Consequently, current trends in the
development of the global information
society are significantly transforming the
international information  environment,
altering both the nature of international
interaction and the nature of information
threats. Digitalization, the development of
artificial intelligence, global digital platforms,
cloud technologies, and cross-border
information communications are creating
new opportunities for the sustainable
development of states, but at the same time
are increasing the vulnerability of the
international information space to cyber
threats, disinformation, and hybrid
influences.  Under these  conditions,
international information security takes on a
multifaceted character, necessitating the
improvement  of international legal
mechanisms, the development of interstate
coordination, the strengthening of digital
resilience, and the establishment of an
effective system for collective response to
contemporary information threats.

Current trends in the development of the
global information society indicate that
information threats are increasingly taking on
a cross-border nature, extending beyond the

jurisdiction of individual states and posing
risks to international security. Under these
conditions, effectively ensuring international
information security can no longer rely solely
on national mechanisms but requires the
consolidation of  the international
community’s efforts, the harmonization of
regulatory and legal approaches, and the
development of institutional mechanisms for
international cooperation. In this regard, the
activities of international organizations and
integration associations take on particular
significance, as they shape the modern
architecture of international information
security, develop global digital security
standards, and coordinate joint measures to
counter cybercrime, information operations,
and transnational information threats [6-8]:

1) The United Nations (UN)—establishing
international legal principles for responsible
state behavior in cyberspace and fostering
global dialogue on information security. The
work of the UN Group of Governmental
Experts (UN GGE) and the Open-Ended
Working Group (OEWG); the development of
voluntary norms for responsible state
behavior in cyberspace; and the promotion of
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international cooperation in the field of
cybersecurity.

2) NATO—integration of cybersecurity
and information security into the collective
defense system; development of member
states’ cyber resilience. Recognition of
cyberspace as a distinct operational domain;
activities of the Cooperative Cyber Defense
Center of Excellence (CCDCOE) in Tallinn;
conduct of the international exercises Locked
Shields and Cyber Coalition; exchange of
information on cyber threats.

3) European Union (EU) - harmonization
of digital legislation; enhancing the cyber
resilience of member states; protecting the
digital market and critical infrastructure.
Adoption of the NIS2 Directive, the DORA
Regulation, the Cybersecurity Act, and the
Cyber Solidarity Act; activities of ENISA;
creation of a CSIRT network for rapid response
to cyber incidents.

4) Council of Europe - combating
cybercrime and improving international
cooperation in criminal law. The Convention
on Cybercrime (Budapest Convention) and
the Second Additional Protocol on Electronic
Evidence; international cooperation among
law enforcement agencies during cybercrime
investigations.

5) Organization for Security and
Cooperation in Europe (OSCE) - reducing the
risks of conflict in the digital environment and
building trust among states regarding the use
of ICT. Implementation of Confidence-
Building Measures (CBMs) in cyberspace;
consultations among states on the
prevention of cyber incidents; mechanisms
for transparency and information sharing.

6) International Telecommunication
Union (ITU) - development of global digital
infrastructure and international standards for
information and communication
technologies. Global Cybersecurity Agenda
(GCA); Global Cybersecurity Index (GCl);
development of international technical
standards and support for the development
of states’ cybersecurity capabilities.
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7) International Criminal Police
Organization (INTERPOL) — coordination of
the international fight against cybercrime and
transnational digital crimes. The work of the
Cybercrime Directorate; international
operations against ransomware, botnets, and
online fraud; and the operations of the Global
Complex for Innovation in Singapore.

An analysis of the activities of
international organizations shows that the
modern system of international information
security is based on multilevel cooperation,
within which each institution performs
specialized functions. The UN defines general
principles of international law governing
states’ conduct in cyberspace; NATO ensures
the development of collective cyber defense
and cyber resilience; the European Union
establishes a comprehensive regulatory
framework for digital security; the Council of
Europe coordinates international efforts to
combat cybercrime, the OSCE develops
confidence-building mechanisms in
cyberspace, the ITU establishes global
technical standards, and Interpol facilitates
international cooperation among law
enforcement agencies in the fight against
transnational cybercrime.

This comprehensive approach
demonstrates that ensuring international
information security can no longer be
achieved solely at the national level, but
requires constant coordination among states,
international organizations, the scientific
community, and the private sector, as well as
the harmonization of international legal,
organizational, and technological
mechanisms for responding to modern
information threats.

However, despite the active
development of international cooperation in
the field of information security and the
improvement  of  international legal
mechanisms to counter modern threats, the
global information environment continues to
undergo dynamic transformation under the
influence of technological, political, and social
processes. This gives rise to new factors that
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shape the current state of international

information security, alter the nature of

information confrontation, and require
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constant updating of approaches to ensuring
the resilience of the global information space
(Table 2).

Table 2 - Key factors influencing the state of international information security in the context

of the global information society

Factor

Manifestations in the Current Context

1. The digital
transformation of society

The widespread digitization of public administration, the economy, education,
the financial system, and critical infrastructure improves the efficiency of
societal processes, but at the same time increases the number of potential
targets for cyberattacks and unauthorized access to information.

2. The development of
artificial intelligence

The use of Al for information analysis, the automation of management
processes, cybersecurity, and risk forecasting is accompanied by the potential
for its use in the automated creation of disinformation, cyberattacks,
personalized information influence, and deepfake technologies.

3. The intensification of
information wars and
hybrid conflicts

The information space is used as a separate arena of international
confrontation, where information and psychological operations are combined
with military, political, economic, and cyber instruments of influence.

4, The spread of
cyberterrorism and
transnational cybercrime

There has been an increase in the number of attacks on government agencies,
critical infrastructure, financial institutions, the energy sector, and international
information networks using ransomware, malware, and other cyber tools.

5. The use of deepfake
technologies and the
automation of
information and
psychological influence

Realistically generated audio, video, and text content, automated bot
networks, and generative Al algorithms are being used to manipulate public
opinion, discredit political leaders, and destabilize the information
environment.

6. The use of algorithmic
systems and digital
interdependence among

The algorithms of digital platforms determine the dissemination of information
and shape the information agenda, while the high level of integration of digital
infrastructures and global services leads to the rapid spread of information

nations

threats across nations and heightens the need for international coordination.

Source: compiled by the author based on data from [9-10]

Thus, the current state of international
information security is determined by a
complex of interrelated technological,
political, and security factors that are
significantly transforming the nature of the
global information environment. Digital
transformation, the development of artificial
intelligence, the intensification of information
warfare, cyberterrorism, deepfake
technologies, the automation of information
and psychological influence, the
algorithmization of digital platforms, and the
growing digital interdependence of states are
shaping a new architecture of international
information security. This indicates that
modern information threats are complex and
transnational in nature, and their effective

prevention is possible only through a
combination of technological innovations,

international legal regulation, interstate
coordination, and the development of
mechanisms  for  collectively  ensuring

information resilience.

An analysis of current trends in the
development of the global information
society and the key factors influencing
international information security shows that
modern information threats are complex and
transnational in nature, as their emergence,
spread, and consequences are not limited by
national borders. The rapid development of
digital technologies, the global integration of
information systems, and the high level of
digital interdependence among states
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contribute to the rapid spread of cyber
threats, disinformation, information and
psychological operations, and other forms of
hybrid influence, which can simultaneously
affect multiple countries and regions.

Under these circumstances, effectively
preventing and countering cyberattacks,
information and psychological operations,
disinformation, digital espionage,
cyberterrorism, manipulation of public
opinion, the use of deepfake technologies,
and other forms of hybrid information
influence requires a systematic international
approach based on the coordination of efforts
by states, international organizations, the
private sector, and the scientific community;
the harmonization of international legal
norms; the development of mechanisms for
the rapid exchange of information; a
coordinated response to cyber incidents; and
the strengthening of global digital resilience.

At the same time, the deepening digital
transformation of the global community, the
growing number of cross-border information
threats, and the insufficient effectiveness of
existing international response mechanisms
necessitate the improvement of the
international information security system.
Under current conditions, its development
must be based on a comprehensive
combination of legal, organizational,
technological, and institutional mechanisms
aimed at ensuring the resilience of the global
information space. In this regard, it is
appropriate to identify the following
conceptual  directions  for  improving
international information security [11]:

1) Development of international digital
diplomacy—this involves expanding
international dialogue to develop common
approaches to regulating the digital space,
coordinating information security policies,
and preventing international information
conflicts;

2) Creating integrated mechanisms for
monitoring information threats—
establishing international platforms for the
early detection of information threats will
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ensure the timely exchange of analytical data,
risk forecasting, and the coordination of joint
actions to mitigate them;

3) Improving strategic communications
systems—developing international
cooperation in the field of strategic
communications will help increase the
effectiveness of countering disinformation,
information and psychological operations,
and other forms of hybrid influence;

4) Implementation of intelligent
technologies for analyzing the information
space—the use of artificial intelligence, Big
Data, and machine learning will enable the
automation of detecting information attacks,
analyzing trends in the spread of
disinformation, and forecasting potential
threats;

5) Developing international information
sharing on cyber incidents—establishing
effective mechanisms for the rapid exchange
of information among states, international
organizations, and national response centers
will facilitate the swift containment of cyber
incidents and minimize their consequences;

6) establishing uniform standards for
digital trust and information resilience—the
harmonization of international regulatory,
legal, and technical standards will help
enhance the security of digital infrastructure,
foster the development of a secure digital
environment, and strengthen trust among
participants in international cooperation;

7) Strengthening partnerships among
states, international organizations, research
institutions, and the private sector—
consolidating the resources and expertise of
all stakeholders will ensure a comprehensive
approach to developing innovative solutions,
training specialists, conducting joint research,
and establishing an effective international
information security system.

Thus, improving the international
information security system requires a shift
from a predominantly reactive response to
information threats to a proactive model of
international governance based on risk
forecasting, international coordination, and
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the widespread use of digital innovations. The
priority areas for such development include
strengthening international digital
diplomacy, implementing smart technologies
for monitoring and analyzing the information
space, improving strategic communications
systems, harmonizing international digital
security  standards, and  deepening
partnerships among states, international
organizations, the scientific community, and
the private sector. Implementing these
priorities will contribute to the development
of a resilient, adaptive, and effective
international information security system
capable of ensuring an adequate level of
protection for the global information space
amid ongoing digital transformation and the
rise of transnational information threats.

Conclusions.

Thus, the emergence of a global
information  society is fundamentally
transforming the international security
environment, turning the information space
into one of the key dimensions of
international interaction and confrontation.
The rapid development of digital
technologies, the spread of artificial
intelligence, the globalization of information
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flows, and the growth of digital
interdependence among states—along with
new opportunities—are giving rise to a
complex set of transnational information
threats that cannot be effectively countered
at the national level alone. This study has
confirmed the decisive role of international
organizations in shaping the modern
architecture of international information
security, while also demonstrating the need
for further improvement of mechanisms for
international cooperation. Under current
conditions, the development of international
digital diplomacy, the harmonization of
international digital security standards, the
implementation of intelligent technologies
for monitoring the information space, the
improvement of strategic communications,
and the strengthening of partnerships among
states, international organizations, the
scientific community, and the private sector
have become priorities. Implementing these
priorities will contribute to the formation of
an effective, adaptive, and resilient system of
international information security capable of
ensuring the protection of the global
information space in the face of
contemporary civilizational challenges.
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SCENARIO MODELLING OF INVESTMENT NEEDS FOR THE
RESILIENT RECOVERY OF UKRAINE’S CRITICAL INFRASTRUCTURE:
STRATEGIC PATHWAYS UNDER WARTIME AND POST-WAR
RISKS

Nataliia Trushkina. “Scenario Modelling of Investment Needs for the Resilient Recovery of
Ukraine’s Critical Infrastructure: Strategic Pathways under Wartime and Post-War Risks”. The article
substantiates a scenario-based approach to assessing investment needs for the resilient recovery of Ukraine’s
critical infrastructure under wartime and post-war risks. The empirical basis of the study comprises the results of
RDNA1-RDNAS5, which were used to systematise the dynamics of direct damage, economic losses, and recovery
needs and to construct an analytical infrastructure block. The methodological framework combines systems
and comparative analysis, scenario and simulation modelling, and multi-criteria assessment. Investment needs
are treated as a dynamic variable that changes under the influence of new and repeated damage, project
implementation rates, financial and institutional constraints, the selected recovery standard, and the capacity
of investments to reduce future risks. Four strategic pathways are proposed — minimal-recovery, functional-
adaptive, Build Back Better modernisation, and resilience-transformational - together with three types of risk
environment, integrated into a scenario matrix. Under the specified scenario assumptions and a baseline value
of USD 218.9 billion, the estimated residual needs in 2030 amount to USD 253.8, 197.9, 171.1, and 142.4 billion,
respectively. The findings demonstrate that minimising initial capital expenditure is not equivalent to
minimising long-term investment needs and systemic risk. The scientific novelty lies in distinguishing strategic
choice from the external risk environment, interpreting investment needs dynamically, and linking resource
constraints with functional outcomes. The practical significance of the proposed approach lies in its applicability
to scenario testing, prioritisation, and portfolio formation of critical infrastructure projects

Keywords: critical infrastructure, resilient recovery, investment needs, scenario modelling, strategic
pathways, wartime risks, post-war recovery, Build Back Better, investment prioritisation, external threats

Hamania Tpywkina. “CyeHapHe mooesl08aHHA iHeecmuyiliHux nompe6 014 pe3u/lbEHMHO20
8i0HOBJIEHHA KpUumMu4Hoi iHhpacmpykmypu YKkpaiHu: cmpameeziyHi mpaekmopii 8 ymoeax 60€HHUX i

This work is licensed under a Creative Commons Attribution 4.0 International License


mailto:nata_tru@ukr.net

122-147
v.38 (2026)
https://smart-scm.org

The electronic scientifically and practical journal
“INTELLECTUALIZATION OF LOGISTICS AND SUPPLY CHAIN MANAGEMENT”,
ISSN 2708-3195

NOBOEHHUX pu3ukie”. Y cmammi o6rpyHmos8aHo cueHapHul nioxio 00 OUiHIO8AHHA iHBecmuyiltiHux nompe6
0711 pe3u/IbEHMHO20 B8iOHOB/IEHHA KpUMUYHOI iHGhpacmpykmypu YKpaiHu 8 yMos8ax 80EHHUX i NOBOEHHUX
pusukie. EmnipuyHy ocHosy O0ocnioxeHHA cmaHosname pesynemamu RDNAT-RDNA5, 3a akumu
cucmemamuso8aHo OUHAMIKY NPAMOI LWKOOU, EKOHOMIYHUX 8mpam i nompeb y 8iOHO8/1eHHI Ma chopmMO8aHO
aHanimuynul iHppacmpykmypHut  610k. MemoouyHul iHCmpymeHmapit noeoHye cucmemHul i
NopieHANbHUU aHANIi3, cueHapHe ma imimauitiHe MoOeso8aHHA, 6azamokpumepidsibHe OUiHI8AHHA.
IHsecmuuiliHi nompebu po321aHYmMo AK OUHAMIYHY BeUYUHY, WO 3MIHIOEMbCA ni0 8nUBOM HOBOI i
NnosmMopHOI' WKoOU, memnis peanizauyii npoekmis, giHaHcosux ma iHcmumyuyitiHux obmexeHb, 06paHo20
cmaHoapmy 8i0OHo8eHHsA i 30amHocmi iHgecmuyiti 3HUXy8amu matibymHiti pusuk. 3anponoHoO8aHo Yomupu
cmpameziyHi mpaekmopii — MiHiManbHO-8i0HOBHY, (yHKUiOHAMbHO-adanmueHy, ModepHizauitiHy Build Back
Better ma pe3unbeHmMHo-mpaHcopmauitiHy — i mpu munu pu3uKo8020 cepedo8uUUd, NOEOHAHI Y CUEHAPHY
mMampuuto. 3a 3a0aHUX CYeHapHUX npunyujeHb i 6a308020 3HaveHHA 218,9 mapo don. CLUA po3paxyHkosul
3anuwok nompeb y 2030 p. cmaHosume 8idnosioHo 253,8; 197,9; 171,1 i 142,4 map0 dosn. BcmaHoseneHo, wjo
MiHIMi3ayia noYyamkosux KanimasaeHUX 8UMpPAm He MOMOXHA MiHIMi3auil doszocmpokosux nompeb i
CUCMeMHO020 pu3uKy. Hayko8a HOBU3HA NO/IA2AE Y pO3MEXYBAHHI CMpameziyHo20 8UuGOPY Ma 308HIUHbO20
puU3UKOB020 cepedosuwyd, OUHAMIYHOMY MPAaKmMy8aHHi iHeecmuyitiHux nompe6 i NOEOGHAHHI pecypcHUX
0bMexeHsb i3 hyHKUIOHAIbHUM pe3ysibmamom. [pakmuyHe 3Ha4yeHHA nioXo0y NOJIA2AE Y MOXIUBOCMI (1020
BUKOPUCMAHHA 0714 CUEHApHO020 mecmyeaHHs, npiopumu3sauii ma ¢opmysaHHa nopmeena npoekmis
KpumuyHoi iHppacmpykmypu.

Kniouoei cnoea: kputnyHa iHbGpacTpyKTypa, pe3unnibeHTHE BiAHOBMIEHHA, IHBECTUUINHI noTpebn,
CLleHapHe MOAENoBaHHA, CTpaTeriyHi TPaeKTOpIl, BOEHHI pU3NKK, NOBOEHHE BigHOBNeHHA, Build Back
Better, iHBecTuuinHa npiopuTM3auia, 30BHILWHI 3arpo3su.

managing infrastructure  functionality,
changed not only the scale of destruction vulnerability, and investment needs under
inflicted on Ukraine’s critical infrastructure conditions of uncertainty [1-5].

but also the underlying economic logic of its The  quantitative  parameters  of

Introduction. The full-scale war has

recovery. Under the conventional post-crisis
model, damage  assessment,  needs
estimation, and the development of
reconstruction programmes generally take
place after the destructive event has ended.
The situation in Ukraine is fundamentally
different. Recovery activities are being carried
out while the military threat persists, meaning
that already repaired facilities may suffer
repeated damage, the spatial distribution of
population and economic activity continues
to change, the cost of equipment and
construction works rises, logistics chains
become increasingly complicated, and
requirements for physical, technological, and
digital security are continuously tightened. As
a result, recovery can no longer be regarded
as a one-time reconstruction of lost assets.
Instead, it becomes a prolonged process of

reconstruction confirm the systemic nature of
this challenge. According to the five
consecutive Rapid Damage and Needs
Assessments, from RDNA1 to RDNAS5, direct
damage to Ukraine increased from 97.4 billion
to 195.1 billion United States dollars,
economic losses from 252.0 billion to 666.7
billion United States dollars, and ten-year
recovery needs from 348.5 billion to 587.7
billion United States dollars [6-11]. At the
same time, economic losses accumulated
substantially faster than physical damage.
Between 2022 and 2025, economic losses
increased by 164.6 percent, compared with an
increase of 100.3 percent in direct damage,
while the ratio of losses to damage rose to
3.42. This indicates that the economic
consequences of infrastructure destruction
arise not only at the moment when an asset is
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physically damaged. A considerable share of
these consequences accumulates throughout
the period in which critical functions remain
disrupted, taking the form of foregone
revenues, additional operating costs,
shortages of essential services, reduced
production activity, and secondary effects
transmitted across interdependent sectors.

An important structural feature of the
recovery process is the increasing role of the
infrastructure component. For analytical
purposes, an infrastructure block was
constructed on the basis of the Rapid Damage
and Needs Assessments, comprising energy
and extractive industries,  transport,
telecommunications and digital
infrastructure, water supply and sanitation,
and municipal services. The estimated
recovery needs of this block increased from
98.9 billion United States dollars in RDNAT to
218.9 billion United States dollars in RDNA5
[6-11]. It accounted for approximately 50.2
percent of the overall increase in recovery
needs between the first and fifth assessments,
and for 77.2 percent of the increase between
RDNA4 and RDNAS5. At the same time, this
analytical aggregate should not be equated
with  Ukraine’s legally defined critical
infrastructure system. Its analytical value lies
primarily in its ability to trace the dynamics of
sectors  whose  functioning  directly
determines the continuity of basic services
and the resilience of other components of the
economic system. For this reason, allocating
resources solely according to sectoral
affiliation or the scale of physical destruction
is insufficient. Investment decisions must also
take into account the criticality of the function
performed, the number of dependent users,
the possibility of substitution, the facility’s
position within the network, and its potential
to trigger cascading failures.

This leads to a distinction that is
fundamental to investment planning: direct
damage, recovery needs, and the amount of
investment actually required are not
equivalent concepts. The value of a damaged
asset reflects the scale of the physical loss, but
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it does not automatically determine either the
cost of restoring the critical function or the
target configuration of the recovered system.
An estimated recovery need, in turn, is not
equivalent to the volume of financing that
can be mobilised and effectively utilised
within a given period. Likewise, the formal
completion of construction or repair works
does not necessarily mean that the required
level of functionality and resilience has been
achieved [1; 6-14]. This distinction is
particularly  pronounced in  network
infrastructure. Physical damage of the same
monetary value may produce substantially
different consequences depending on the
systemic role of the damaged node, the
availability of alternative routes and reserve
capacities, the duration of disruption, and the
possibility of rapid substitution. The initial
capital cost of a project therefore cannot, by
itself, serve as a sufficient criterion for
determining its investment viability.

A further constraint arises from the gap
between the scale of long-term needs and the
actual capacity to transform financial
resources into completed projects that deliver
functional outcomes. The problem extends
well beyond a shortage of financing.
Investment feasibility depends on the
availability of a sufficiently prepared project
pipeline, feasibility studies and design
documentation, secure access to
infrastructure facilities, contractor and
production capacity, access to equipment,
procurement timelines, institutional
coordination, and the capacity to operate and
maintain newly created or restored facilities.
Consequently, the path from total estimated
recovery needs to the actual restoration of a
critical function involves not one but several
successive gaps: financial, project
preparation, implementation, technical,
functional, and resilience gaps. Treating these
gaps as a single issue creates the misleading
impression that mobilising the required
amount of funding automatically means that
recovery has been completed.
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The choice of the infrastructure condition
that investment is intended to achieve is
equally important. Restoring  pre-war
technical characteristics may be justified
when the immediate objective is to return
specific functions to operation, but it is not
always rational from a life-cycle perspective. If
reconstruction reproduces the previous
territorial  concentration of capacities,
technological obsolescence, insufficient
interchangeability, or single points of failure,
it simultaneously preserves some of the
vulnerabilities embedded in the pre-existing
system. An alternative approach is to
incorporate modernisation, physical and
digital protection, redundancy,
decentralisation, autonomy, spatial
dispersion of critical nodes, and improved
maintainability into investment decisions.
This is precisely where the difference between
restoring an asset and ensuring the resilient
recovery of a system becomes apparent.
Higher expenditure at the initial stage may be
economically justified if it shortens the
duration of future disruptions, reduces the
scale of repeated damage, and lowers
expected losses over the infrastructure life
cycle [2-4;7-11].

The challenge of financing critical
infrastructure therefore has not only a
quantitative dimension but also structural
and temporal dimensions. The key issue
becomes the choice among different ways of
allocating scarce resources: rapidly replacing
damaged assets; prioritising the restoration of
critical functions through temporary, mobile,
and  reserve  solutions;  undertaking
technological modernisation in line with new
standards; or  pursuing a  deeper
transformation of the infrastructure system
aimed at reducing future risk. These
alternatives differ not only in their initial costs
but also in implementation timelines,
financing requirements, their effects on
system functionality, and their capacity to
prevent the renewed accumulation of
recovery needs.
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The need to make such choices will
persist even after the intensity of direct
hostilities declines. A post-war environment
will not automatically imply a transition to
risk-free reconstruction. Accumulated
damage and the territorial unevenness of
destruction will be compounded by limited
availability of long-term capital, changes in
the spatial distribution of population and
economic activity, shortages of certain types
of equipment and specialised expertise, cyber
and technological threats, and the need to
align  new infrastructure  with  the
requirements of European integration,
decarbonisation, energy efficiency, and
resource efficiency. Accordingly, decisions
taken under the pressure of urgent wartime
needs will have long-term consequences.
They may either create the foundation for
structural modernisation or lock the system
into technological and spatial configurations
whose subsequent modification would
require substantial additional expenditure.

Against this background, the scientific
problem lies in the need to reconcile the
dynamic formation of investment needs with
the choice of a strategic trajectory for critical
infrastructure recovery in a changing risk
environment. A  static estimate of
reconstruction costs does not capture the fact
that future needs depend on new and
repeated damage, the pace of project
implementation, the level of available
financing, the selected recovery standard, and
the capacity of completed investments to
reduce subsequent vulnerability. Nor does
such an estimate allow the economic
consequences of alternative decisions to be
compared  adequately, ranging from
minimum repair to functional adaptation,
technological modernisation, and the
resilient transformation of the infrastructure
system.

Investment justification for critical
infrastructure therefore requires a shift away
from searching for a single “cost of
reconstruction” towards analysing a range of
possible recovery trajectories. Each trajectory
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is shaped by a particular combination of the
external risk environment, the target
condition of the infrastructure, the pace of
project implementation, resource constraints,
and the expected effect of risk reduction.
Scenario modelling within this framework
makes it possible to assess not only the
amount of investment required but also the
consequences of choosing different recovery
models over time. The rationality of an
investment decision is therefore determined
not by the minimisation of initial expenditure
as such, but by the relationship between
investment, function, time, risk, and avoided
losses. This relationship makes it possible to
connect the cost of reconstruction with its
ultimate outcome: the capacity of critical
infrastructure to sustain vital functions and
adapt to wartime and post-war risks.

Analysis of recent research and
publications. Scientific approaches to the
study of critical infrastructure have
undergone a marked evolution over recent
decades. While earlier research focused
primarily on the physical protection of
individual assets and on minimising the
probability of their damage, contemporary
scholarship increasingly relies on a systemic
understanding of infrastructure as a set of
interconnected networks, functions, and
services whose disruption may generate
much broader economic and social
consequences. At the same time,
international and Ukrainian researchers have
developed this understanding under different
institutional and security conditions, which
has resulted in certain differences in the focus
of analysis, methodological tools, and the
interpretation of recovery priorities.

In the international literature, the
resilience-oriented approach has become one
of the leading perspectives. A. Mentges et al.
[1] demonstrate that the meaning of
resilience is context-dependent and that no
universal interpretation can be applied
equally to different types of critical
infrastructure. W. Liu et al. [15] understand
infrastructure resilience as the capacity of a
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system to prepare for disruptive events,
absorb their consequences, restore its
functioning, and adapt to changed
conditions. The systematic reviews by M.
Sathurshan et al. [16] and B. Rathnayaka et al.
[17] confirm the growing wuse of
multidimensional approaches to resilience
assessment, in which physical reliability is
considered alongside functionality, recovery
time, adaptability, cross-sectoral
interdependencies, and changes in the state
of the system after a shock. Criticality in the
international research discourse is therefore
increasingly determined not only by the
physical characteristics of an asset but by the
function it performs within the wider system.

Ukrainian scholarship initially followed a
somewhat different research logic. The
development of the national critical
infrastructure protection system led to the
predominance of security-oriented,
regulatory, legal, and public governance
approaches. However, following the
beginning of the Russo-Ukrainian war, and
particularly after the full-scale invasion, the
scope of research expanded considerably. O.
Sukhodolia [18] examines critical
infrastructure resilience through its capacity
to maintain vital functions and services, which
effectively brings the Ukrainian approach
closer to the international functional
paradigm of resilience. O. Shpatakova, R.
Ivanenko, and M. Pohrebytskyi [19] focus on
the specific challenges of restoring critical
infrastructure in de-occupied territories,
where reconstruction is directly connected
with the restoration of territorial integrity,
economic activity, and the basic conditions
required for everyday life. V. Mykytenko [20],
in turn, interprets the post-war recovery of
critical  infrastructure as part of its
reconstructive development, implying a
transition  towards  qualitatively new
parameters of system functioning.

The distinction between these two
research traditions is therefore gradually
diminishing. International research
historically shifted earlier from the protection
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of individual assets towards the preservation
of critical functions, whereas the Ukrainian
discourse has evolved from a security and
institutional  interpretation  of critical
infrastructure  towards an  integrated
understanding that combines protection,
functional resilience, recovery, and long-term
development. At the same time, the Ukrainian
approach understandably retains a stronger
emphasis on military conditions, territorial
considerations, and public governance.

A second important area of comparison
concerns the interpretation of risk.
International research generally
conceptualises critical infrastructure as a
highly interdependent system in which the
failure of one node may trigger a chain of
secondary disruptions. This perspective shifts
the focus of analysis away from immediate
physical damage towards the functional and
economic consequences generated as
disruption propagates through the system. S.
Hallegatte, J. Rentschler, and J. Rozenberg
[21] demonstrate that the economic
significance of infrastructure resilience is
determined not only by reducing the value of
physical damage but also by shortening
service disruptions and limiting the
associated welfare losses. S.-A. Mitoulis et al.
[2] adapt this logic to conflict environments,
where functional interdependencies,
cascading effects, and the restoration of
critical services become integral elements of a
broader conflict-resilience framework.

Ukrainian research on risk has largely
developed around the identification of
specific ~ military  threats and  the
determination of protection priorities. A
representative example is the study by R.
Murasov and Ya. Melnyk [22], which applies
expert assessment to quantitatively prioritise
threats to critical infrastructure under missile
and drone attacks. This methodological
orientation directly reflects Ukraine’s current
needs, while also illustrating an important
difference between the two research
traditions: international scholarship focuses
more extensively on the behaviour of
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interconnected systems after a shock,
whereas Ukrainian studies devote
considerable attention to identifying and
ranking the sources of danger themselves. For
the purposes of investment justification for
resilient recovery, however, these approaches
should not be regarded as mutually exclusive;
rather, they are complementary.

The most visible difference remains the
degree of quantitative formalisation.
Alongside indicator-based systems,
international research makes extensive use of
probabilistic, network-based, multi-criteria,
and dynamic models. H. O. Caetano et al. [3],
for example, employ dynamic Bayesian
networks to assess critical infrastructure
resilience and to model the propagation of
evidence across system components. The
studies reviewed by M. Sathurshan et al. [16]
and B. Rathnayaka et al. [17] assess resilience
using indicators of functional performance,
recovery time, vulnerability, adaptability, and
other parameters. Such approaches make it
possible to move beyond recording the
current state of infrastructure towards
analysing how an infrastructure system may
behave under different conditions.

Ukrainian studies more commonly
employ systemic, institutional, expert-based,
comparative, and structural-logical methods.
Their principal advantage lies in their ability to
capture  national specificities, actual
constraints on public governance, and the
distinctive characteristics of the wartime
environment. At the same time, some studies
already demonstrate a movement towards
greater formalisation of risk assessment [22].
This creates the basis for the further
development of scenario-based and dynamic
modelling, in which the object of analysis
should extend beyond the level of threat or
resilience observed at a particular point in
time to include changes in recovery and
investment needs over time.

The Build Back Better concept forms a
separate methodological dimension. In
international approaches, it fundamentally
changes the relationship between damage
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and recovery needs. According to the
guidance provided by the Global Facility for
Disaster Reduction and Recovery [12] and the
study by S. Hallegatte, J. Rentschler, and B.
Walsh [13], reconstruction should not
reproduce pre-existing vulnerabilities but
should use post-crisis recovery as an
opportunity to strengthen infrastructure
systems, accelerate their recovery, and
increase their inclusiveness. From an
economic perspective, this means that
required investment may exceed the cost of
simply replacing a damaged asset because it
also incorporates expenditure on
modernisation, redundancy, protection,
autonomy, and other characteristics that
contribute to future resilience.

In Ukrainian research, a similar idea
acquires a specific meaning because recovery
and development need to be pursued
simultaneously. V. Mykytenko [20] directly
links the reconstruction of critical
infrastructure with improvements in its
quality and reliability, while O. Lazor, I. Yunyk,
and A. Zabolotnyi [23] consider post-war
recovery within the framework of a national
strategy that should encompass not only the
reconstruction of damaged facilities but also
the modernisation of vital sectors and the
identification of appropriate financing
sources. Thus, the international approach
more explicitly formalises the principle of
“building back better”, whereas the Ukrainian
perspective adds the question of whether and
how such a transition can be implemented
institutionally under conditions of extensive
destruction, resource constraints, and an
uncertain security environment.

The investment dimension of recovery is
also interpreted differently, although the two
perspectives are becoming increasingly
aligned. In the international discourse [12; 13;
21], investment in resilience is evaluated
according to its capacity to reduce future
disruptions and losses rather than solely by
the volume of capital expenditure. T. Becker et
al. [14], when examining the prospects for
Ukraine’s reconstruction, emphasise the need
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to combine external financing with
institutional reforms, modernisation, and
European integration. The OECD [24]
additionally highlights the importance of a
clear prioritisation framework, the availability
of implementation-ready projects, efficient
use of resources, and consistency between
reconstruction  efforts and long-term
digitalisation and decarbonisation objectives.

Historical studies of post-war recovery
further  reinforce this argument. B.
Eichengreen (4] demonstrates the
importance of institutional coordination,
investment, and structural adaptation for
Europe’s post-war economic growth. R.
Mallett and A. Pain [25], in their analysis of
post-conflict recovery, draw attention to the
role of markets, the private sector, and
infrastructure linkages in restoring economic
activity. The outcome of reconstruction,
therefore, is determined not simply by
whether capital has been mobilised, but by
how those resources are transformed into a
new functional and institutional
configuration of the economy.

The Ukrainian context fundamentally
complicates this logic because investment
decisions have to be made before the
principal destructive factor has ceased to
operate. A reconstructed facility may be
damaged again, while the actual level of need
may continue to change even as the
investment portfolio is being designed and
implemented. The works of Ukrainian
researchers [18-20; 22-23] convincingly
demonstrate the importance of functional
resilience, territorial specificities, military
threats, public-sector coordination, and the
strategic nature of post-war recovery. At the
same time, a particularly important task for
the Ukrainian academic discourse is to move
beyond assessing what has been damaged
and to what extent, towards determining how
much should be invested, in what sequence,
and towards what target state of the system
in order for such investment to be
economically justified.
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The comparative analysis therefore
points not to a fundamental opposition
between international and Ukrainian research
approaches, but rather to their potential
methodological complementarity. A major
strength of the international discourse lies in
its high degree of formalisation of resilience,
its analysis of cross-sectoral
interdependencies and cascading effects, and
its attention to the dynamics of system
functioning. Ukrainian studies, by contrast,
provide a deeper reflection of the specific
characteristics of the wartime environment,
territorial heterogeneity, institutional and
resource constraints, and the need to address
protection, recovery, and modernisation
simultaneously. Combining these research
perspectives provides a theoretical and
methodological foundation for moving from
a static assessment of reconstruction costs
towards  scenario-based  analysis  of
investment needs and strategic trajectories
for the resilient recovery of Ukraine’s critical
infrastructure.

Identification of previously unresolved
parts of the overall problem. Despite
substantial progress in research on critical
infrastructure resilience, risk management,
post-war recovery, and the principles of Build
Back Better, the investment dimension of this
field remains methodologically fragmented.
In most existing approaches, the assessment
of physical damage, the estimation of
recovery needs, the analysis of resilience, and
the justification of investment decisions are
treated as relatively independent analytical
tasks. As a result, the transition from the
estimated cost of recovery to the
determination of an investment volume and
structure capable of ensuring not only asset
reconstruction but also the restoration of
critical functions, the reduction of future
vulnerability, and the achievement of a target
level of resilience remains insufficiently
formalised.

A separate unresolved issue is the
predominantly static interpretation of
investment needs. Conventional approaches
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to damage and needs assessment are useful
for establishing a baseline estimate of the
scale of reconstruction, but they are
considerably more difficult to apply in an
environment where the level of need itself
changes during the implementation of
recovery measures. This is particularly
important for Ukraine, where new and
repeated destruction, revisions of existing
assessments, changes in the cost of works and
equipment, different rates of financing
utilisation, and limited project readiness may
simultaneously increase or reduce residual
needs. Investment needs should therefore be
viewed not as a one-off estimate, but as a
dynamic outcome of the interaction between
accumulated damage, newly incurred losses,
the pace of project implementation, and the
characteristics of the selected recovery
model. In the present study, this
interdependence is treated as a key property
of the object of scenario modelling.

The combined consideration of the
external risk environment and the strategic
choice concerning the target state of
infrastructure also remains insufficiently
developed. Existing studies generally
examine either the impact of threats on
system resilience or the advantages of
particular recovery and modernisation
models. Yet the same strategy may have very
different economic consequences under
stabilisation, prolonged military pressure, or
the escalation of compound threats. Similarly,
at the same level of risk, minimum recovery,
functional adaptation, modernisation, and
resilient  transformation may generate
different trajectories of capital requirements
and residual vulnerability. It is therefore
essential to distinguish analytically between
external conditions that are beyond the
control of the decision-maker and the
strategic trajectory that results from a
deliberate management choice. Such a
distinction makes it possible to compare
alternative strategies under the same level of
risk exposure and to avoid conflating external
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uncertainty with the parameters of the
recovery strategy itself.

Another research gap concerns the
insufficient distinction between long-term
needs, the priority project portfolio,
committed financing, investments actually
implemented, and the functional outcomes
ultimately achieved. A financing gap is only
one of the barriers to recovery. Even when
financial resources are formally available,
incomplete projects, equipment shortages,
limited contractor capacity, security
constraints, or a mismatch between the
selected technical solution and the critical
function may create additional project
preparation,  implementation,  physical,
functional, and resilience gaps. Consequently,
assessing reconstruction performance solely
in terms of funds mobilised or spent does not
reveal the extent to which systemic
vulnerability has actually been reduced. For
this reason, investment analysis needs to
move beyond the value of a damaged asset
towards the broader logic of “investment -
function - time - risk — avoided losses.”

A comprehensive approach that
simultaneously links the dynamics of

investment needs, alternative strategic
recovery trajectories, changes in the wartime
and post-war risk environment,

implementation capacity, and the economic
effects of increased resilience therefore
remains insufficiently developed.
Overcoming this methodological
fragmentation requires a scenario-based
formulation of the problem in which
investment needs are assessed not in
isolation, but as the outcome of the
interaction between external risks and
managerial choices concerning the future
configuration of critical infrastructure.
Formulation of the article's objectives.
The aim of the study is to develop and test a
scenario-based approach to assessing
investment needs and substantiating
strategic trajectories for the resilient recovery
of Ukraine’s critical infrastructure, taking into
account the dynamics of their formation,
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implementation capacity, financial
constraints, and the changing wartime and
post-war risk environment.

Achieving this aim requires addressing
the following tasks: to systematise the
dynamics of direct damage, economic losses,
and recovery needs based on the results of
RDNA1-RDNAS5 and determine the role of the
infrastructure component within their overall
structure; to distinguish between direct
damage, estimated recovery needs, the
required volume of investment, committed
financing, investments actually implemented,
and the functional outcomes achieved; to
develop a system of strategic trajectories
reflecting alternative target states of critical
infrastructure, ranging from minimum
restoration of damaged assets to the resilient
transformation of the system; to identify types
of external risk environments and integrate
them with strategic alternatives into a single
scenario matrix; to conduct simulation-based
assessment of the dynamics of residual
investment needs for 2026-2030 under
different  combinations  of  scenario
parameters; to determine how the pace of
investment  implementation,  additional
expenditure on resilience enhancement, and
reductions in future risk affect the long-term
dynamics of required resources; and to
substantiate criteria for selecting a strategic
trajectory on the basis of the relationship
between “investment — function - time - risk
- avoided losses”.

The methodological foundation of the
study comprises systemic, functional, risk-
oriented, resilience-based, and scenario-
based approaches. The research employs
methods of analysis, synthesis, and scientific
generalisation; comparative and structural-
logical analysis; systematisation and dynamic
analysis of RDNA1-RDNAS5 data; scenario and
simulation modelling; and multi-criteria
assessment to substantiate the selection of
strategic trajectories for the resilient recovery
of critical infrastructure.

Within this study, scenario modelling is
not regarded as a tool for producing a
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deterministic forecast of reconstruction costs,
but rather as a means of comparing
alternative management decisions under
different combinations of external risks and
recovery parameters. This approach makes it
possible to assess not only the scale of the
resources required but also the long-term
consequences of choosing among minimum-
restoration, functional-adaptive,
modernisation, and resilience-transformation
trajectories for the recovery of critical
infrastructure.

Presentation of the main research
material. Scenario-based assessment of
critical infrastructure investment needs
should not be structured around the search
for a single final “cost of reconstruction”, but
rather around a sequence of decisions that
transform assessed damage into a restored
critical function. This approach is particularly
important for Ukraine, where reconstruction
is taking place under conditions of a
continuing military threat, repeated damage,
restricted access to certain territories,
changing price conditions, and uneven
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capacity to implement projects. The PDNA
and Disaster Recovery Framework
methodologies provide the basic framework
for distinguishing between damage, losses,
needs, and priorities, while the Build Back
Better approach adds the requirement not to
reproduce pre-existing vulnerabilities, but to
reduce future risk [5-6; 12-13].

For investment analysis, it is essential to
distinguish between five categories: direct
damage, estimated recovery needs, the
required volume of investment taking into
account the target state of the infrastructure,
investments actually implemented, and the
functional outcome achieved. Treating these
categories as equivalent distorts
management decisions: the availability of
financing does not yet mean that
implementation has taken place, the
completion of construction works does not
guarantee the restoration of the service, and
the physical reconstruction of an asset does
not necessarily reduce systemic risk. In a
concise form, this relationship can be
expressed as:

Dyt % Ny 2 117 £ 177" = RI™, (1)

where D,,, denotes the direct damage to asset
or system i in period #; N, denotes estimated
recovery needs; Il.q;,, denotes the required
investment taking into account the target
state of the infrastructure; I, denotes
investment actually implemented; Rf=<,,
denotes the achieved level of functional
recovery. Equation (1) is conceptual in nature:
it represents different stages of a single
process rather than an arithmetic inequality
between indicators.

The empirical basis of the calculations
consists of five consecutive Rapid Damage
and Needs Assessments - RDNAT-RDNA5 [7-
11]. They are used as a system of
interconnected analytical snapshots rather
than as a homogeneous statistical time series.
The assessments were prepared as of

different dates, cover different durations of
the war, and incorporate revisions to sectoral
boundaries, price assumptions, and needs
that had already been met. RDNAS5 is
therefore used as the baseline for the scenario
simulation, while the preceding assessments
are employed to identify structural changes,
verify the direction of observed dynamics,
and establish sensitivity ranges.

The consecutive assessments
demonstrate not only an expansion in the
scale of destruction, but also a substantial
change in the relationship between physical
damage and the economic consequences of
disrupted functions. Between RDNA1 and
RDNAS5, direct damage increased from USD
974 Dbillion to USD 195.1 billion,
approximately doubling, whereas economic
losses rose from USD 252.0 billion to USD
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666.7 billion, an increase of 164.6%. Ten-year
recovery needs increased from USD 348.5

billion to USD 587.7 billion (Table 1) [7-11].

Table 1 — Dynamics of the Overall RDNA1-RDNAS5 Estimates
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Indicator RDNA1 | RDNA2 | RDNA3 | RDNA4 | RDNA5 | Change, RDNA1-RDNAS, %
Direct damage, USD billion 97.4 1347 | 1525 | 176.1 195.1 100.3
Economic losses, USD hillion 252.0 | 2891 499.3 | 588.8 | 666.7 164.6
Recovery needs, USD billion 348.5 410.6 486.2 523.6 587.7 68.6
Losses / damage, times 2.59 2.15 3.27 3.34 3.42 32.0
Recovery needs / damage, times |  3.58 3.05 3.19 2.97 3.01 -15.9

Note: Relative changes were calculated using the values reported in the respective
assessments; minor discrepancies may occur due to rounding.
Source: systematised and calculated by the author based on [7-11].

The most important finding is that
economic losses have increased faster than
direct damage. The rise in the losses-to-
damage ratio to 3.42 indicates that the
economic cost of the war accumulates not
only through the destruction of assets, but
also  through prolonged disruptions,
additional  operating costs, foregone
revenues, and services that could not be
provided. At the same time, the relative
stability of the recovery-needs-to-damage
ratio at around three after RDNA2 does not
justify the use of a universal coefficient for
converting damage into recovery needs. The
aggregate ratio conceals substantial sectoral
differences and depends on the selected
recovery standard, the structure of prices, and
methodological revisions.

For the purposes of this article, energy
and extractive industries,  transport,
telecommunications and digital
infrastructure, water supply and sanitation,
and municipal services are combined into an
analytical “RDNA infrastructure block” (Table
2). This grouping is used solely to ensure
comparability across the five assessments and
should not be equated with the legally
defined list of critical infrastructure sectors.
When moving from aggregate assessment to
individual projects, priority should instead be
determined by the criticality of the function,
the number and scope of affected users,
substitutability, cross-sectoral
interdependencies, and cascading potential.

Table 2 — Dynamics of the RDNA Infrastructure Block across RDNAT-RDNA5

Indicator RDNA1 RDNA2 RDNA3 RDNA4 RDNA5
Damage to the infrastructure block, USD billion 37.3 52.5 55.2 66.9 78.5
Share of total damage, % 38.3 39.0 36.2 38.0 40.2
Losses of the infrastructure block, USD billion 49.8 70.9 115.4 140.9 172.2
Share of total losses, % 19.8 24.5 23.1 23.9 25.8
Recovery needs of the infrastructure block, USD hillion 98.9 156.4 148.0 169.4 218.9
Share of total recovery needs, % 28.4 38.1 304 324 37.2
Energy sector recovery needs, USD billion 10.4 47.0 471 67.8 90.6

Source: systematised and calculated by the author based on [7-11].

The recovery needs of the infrastructure
block increased by USD 120.0 billion and
accounted for approximately half of the
overall increase in recovery needs between

RDNA1 and RDNAS5. The most recent interval

between  assessments is  particularly
illustrative: out of the USD 64.1 billion
increase in total recovery  needs,
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approximately USD 49.5 billion, or 77.2%, was
attributable to the infrastructure block. This
indicates that the infrastructure component is
becoming increasingly important not only as
a consequence of physical destruction, but
also as a source of prolonged functional
losses.

Moving from aggregate recovery needs
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content. Within the proposed framework,
basic physical restoration is separated from
the costs of restoring service delivery,
preparatory works, technological
modernisation, and the resilience premium.
Such a hierarchy reduces the risk of double
counting while also making it possible to
compare alternative target states of the

to an investment decision requires system.
decomposition according to economic
N = Npaseld g yserv g yenabteo 4 gnmodla 4 anTesto, )

where r denotes the territory; s denotes the
sector or critical function; ¢ denotes the
period; k denotes the scenario; N*¢ denotes
basic physical restoration or replacement;
Nsev denotes the costs of restoring service
delivery and operational capacity; Neable
denotes  demining, access  provision,
dismantling, design, and other preparatory
activities; ANmd denotes the additional cost of
a modern technological equivalent; AN’
denotes  expenditure on  protection,
redundancy, autonomy, decentralisation,

resid _ pyresid new repeat reval
Ni:z1 = Nig = + Njepg +N; + N1

L i,t+1

Equation (3) shows that changes in
residual needs result from two opposing
flows. Residual needs increase as a result of
new and repeated damage, reassessment,
rising costs, new standards, and the resilience
component, while they decrease through
works actually implemented. Consequently,
an increase in residual recovery needs does
not in itself indicate an absence of
reconstruction, just as a decline in residual

Iimpl

it = min{[

it
where CF,, denotes committed financing;

Jready . denotes the value of the
implementation-ready  project portfolio;

req ready ,delivery
CFie,Vie 70 Ci )

cyber resilience, and the reduction of
systemic risk.

A key property of the model is the
dynamic nature of residual recovery needs.
Even when investments are being
implemented, residual needs may increase if
new and repeated damage, reassessment
effects, price changes, and higher recovery
standards exceed the volume of completed
works. This fundamentally distinguishes
wartime recovery from one-off post-crisis
reconstruction:

price standard res impl
+ N; + Ni,t+1 + ANi,t+1 - Ii_t (3)

i,t+1

needs does not necessarily demonstrate the
full restoration of a critical function.

A second constraint is implementation
capacity. Committed financial resources can
be utilised only when there is an adequately
prepared project portfolio, access to the
facility, available equipment, contractors, and
effective management coordination. The
maximum volume of actual implementation
is expressed as:

(pi,t' 0< (pi,t < 1' (4)

Cdevery, denotes the physical and institutional
delivery capacity; i, denotes a coefficient
reflecting the impact of  security,
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procurement, logistics, and coordination
constraints. The use of the minimum operator
prevents the model from assuming that
resources can be utilised beyond any of the
actual implementation limits.

The strategic trajectory determines not
the pace at which funds are spent, but the
target state that the recovery process is
intended to achieve. The study identifies four
alternatives (Table 3), forming a progression
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from the short-term restoration of basic
operability to the transformation of the
system configuration in order to reduce
future risk. These alternatives should not be
interpreted as interchangeable “better” or
“worse” scenarios. The rationality of each
depends on the criticality of the function, the
decision horizon, the security environment,
and implementation capacity

Table 3 — Comparative Characteristics of Strategic Trajectories for Resilient Recovery

Characteristic RMlnlmurp- ACELIEL - BBB Modernisation RIS
estoration Adaptive Transformation
Objective Rapid restoration Restoration of the Modern technological New system
of basic operability | critical function and | equivalent configuration with lower
reduction of systemic risk
downtime
Object of Damaged asset Function, reserve Asset + technological System, network,
investment capacities, and modernisation interdependencies, and
temporary solutions life cycle
Priority Minimum CapEx, Critical loads, Efficiency, digitalisation, | Protection,
rapid repair recovery time, EU standards decentralisation,
substitutability redundancy, autonomy
Spatial logic Predominantly the | Selective relocation | Reconsideration of Dispersion of critical
previous location or mobile solutions | location based on future | nodes and elimination of
demand single points of failure
Financial logic Emergency and Blended financing International financial Portfolio financing,
budget financing for critical projects institutions, programme | guarantees, insurance,
funding, private capital public-private
partnerships
Expected Asset restored, More resilient Higher performance and | Lower future losses and
outcome with part of the operational function | compliance with greater system
previous standards adaptability
vulnerability
retained
Time horizon Short term; Short- and medium- | Medium- and long-term | Long-term; multi-phase
emergency phase | term; phased transformation
recovery
Key performance | Time required to Share of the critical | Life-cycle costs, Reduction in expected
criterion restore basic function restored efficiency, and losses, cascading risk,
operability and reduction in technological outcomes | and residual vulnerability
TTR
Main risk of Preservation of Temporary Technological Excessive capital
inappropriate pre-existing solutions becoming | overcomplication, intensity, coordination
application vulnerability and permanent and delayed commissioning, | complexity, and system
repeated financing | fragmentation of the | and mismatch with design errors
system future demand

Source: developed by the author based on [5-14; 21; 24; 26; 27-29].

The proposed strategic trajectories
should be interpreted not as four mutually

exclusive stages of a single process, but as
ideal-type investment regimes that define
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different target states of the system and
different logics for allocating scarce resources.
At the national or sectoral portfolio level, they
may be applied simultaneously, while for an
individual facility they may replace one
another sequentially. For example, the
emergency restoration of a service may
initially be achieved through a minimum-
restoration or functional-adaptive solution,
whereas capital modernisation or
transformation may be undertaken after
security and project conditions have
stabilised. This approach reduces the risk of
artificially selecting a single universal scenario
for different sectors and territories [5; 12-13;
26].

Minimum-restoration  trajectory. Its
economic logic is based on minimising the
time required to restore basic operability and
the initial CapEx. It is rational for localised
damage, emergency works, facilities with
limited cascading potential, or as a temporary
bridge towards a more sophisticated solution.
At the same time, restoring a particular asset
should not become an end in itself. If the
critical function can be provided more
effectively through another technological
solution, relocated to another site, or
integrated into a different network, the
managed non-restoration of an obsolete
asset may be economically more justified
than mechanically reproducing the pre-war
configuration [14; 24].

The principal risk associated with this
trajectory arises from path dependence.
Rapid repair of a centralised node, insufficient
redundancy, or the repeated use of unique
equipment may preserve previous
vulnerabilities and create technological lock-
in. Where the probability of repeated damage
is high, a cheaper initial solution may
generate higher expected costs of future
repairs and service interruptions. The
minimum-restoration regime should
therefore be concluded not only with the
commissioning of the facility, but also with an
explicit assessment of residual risk and the
conditions under which a transition to an
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adaptive, modernisation, or transformation
model becomes necessary [5; 7-11; 21].

Functional-adaptive trajectory. Unlike the
first model, its primary object is the critical
service rather than a particular asset. The
investment portfolio is formed from
permanent, reserve, mobile, and
organisational solutions that make it possible
to reduce the functional deficit even before
capital reconstruction has been completed. In
the energy sector, such solutions may include
mobile substations, distributed generation, or
microgrids; in water supply, reserve sources
and modular systems; and in digital
infrastructure, duplicated communication
channels, autonomous power supply, and
backup data centres. Under conditions of
prolonged wartime risk, this trajectory
effectively allows investment not merely in
physically restored assets, but in time and
continuity of critical functions [5; 18; 21].

Its weakness lies in the risk that
temporary solutions may become permanent.
The  accumulation of  incompatible
equipment, differing donor standards, and
local bypass arrangements may reduce the
future manageability of the system and
increase operating costs. The functional-
adaptive model therefore requires a
predefined exit trajectory, including
interoperability  standards,  rules  for
integrating temporary assets into the target
architecture, and triggers for transition to
modernisation. The key indicators in this case
are the share of critical load restored, TTR, the
availability of reserve capacity, and the
duration of service interruptions, rather than
the number of repaired facilities [20; 21].

Build Back Better modernisation
trajectory. This model assumes that
reconstruction should create a modern
technological equivalent rather than a replica
of the damaged asset. The investment
decision incorporates life-cycle costs, energy
and resource efficiency, digitalisation of
management, maintainability, compatibility
with European Union standards, and
alignment with the expected structure of
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future demand. Its application is most
justified where the future function is expected
to remain consistently necessary, the project
has a sufficiently long operating horizon, and
the operator has the capacity to maintain a
technologically more complex solution [12-
14; 24; 26].

At the same time, Build Back Better
should not be equated with maximising
technical  complexity.  Overdesign, a
prolonged project cycle, or dependence on
uncertain future demand may increase the
losses associated with delayed
commissioning. Moreover, new equipment
does not in itself eliminate systemic
vulnerability: a highly efficient but excessively
centralised node  without adequate
redundancy may remain a single point of
failure. The modernisation trajectory is
therefore economically justified when the life-
cycle and technological benefits exceed the
cost of delayed commissioning and when the
project simultaneously meets minimum
thresholds for security, autonomy, and
maintainability [5; 12-13].

Resilience-transformation trajectory. lts
defining feature is that it changes not an
individual asset, but the configuration of the
infrastructure system itself. It is most justified
for functions characterised by high criticality,
low substitutability, substantial cross-sectoral
interdependencies, and a high probability of
repeated or compound impacts. Investment
is directed towards alternative routes, the
spatial dispersion of critical nodes, consumer
autonomy, physical and cyber protection,
decentralised capacity, and rapid
reconnection mechanisms. In this case, the
resilience premium cannot be defined as a
single percentage of the value of damage. Its
economic meaning depends on the extent to
which  additional investment reduces

Skz

where Tq denotes the strategic trajectory and
Ep denotes the external risk environment.
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expected future losses and shortens the
duration of functional deficits [12-13; 21; 26].

The transformation model places the
greatest demands on data, project
preparation, and coordination, because a
system design error may be more costly than
a local repair error. At the same time, it does
not necessarily imply restoring a larger
number of assets. Some obsolete or
excessively vulnerable nodes may be
replaced by alternative technologies,
relocated, or excluded from the future system
configuration. The performance of this
trajectory should therefore be assessed not by
the amount of CapEx utilised, but by the
reduction in residual systemic risk, shorter
TTR, the magnitude of avoided losses, and a
reduction in cascading potential [5; 14; 21;
26].

In practice, the choice of trajectory should
be regarded as conditional rather than
prescriptive. As the criticality of a function, the
recurrence of threats, and cascading potential
increase, and as substitutability declines, the
case for functional-adaptive and resilience-
transformation solutions becomes stronger.
Conversely, high urgency combined with low
project readiness increases the role of
minimum-restoration and adaptive measures.
In a stabilisation and post-war environment,
when the inflow of new damage declines and
the planning horizon becomes longer, part of
the portfolio will naturally shift towards
modernisation and systemic transformation.
The strategic trajectory is therefore a
controllable variable of investment policy
rather than a direct function of the fact of
destruction itself.

For a methodologically sound scenario
analysis, the strategic choice must be
separated from the external environment. A
scenario is defined as a combination of a
strategic trajectory and a risk environment:

T, X E,, (5)

This two-dimensional framework separates
the controllable strategic choice from
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conditions that arise beyond the boundaries
of a specific project.

Table 4 — Characteristics of External Risk Environments
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territories

dependence on
international support

Risk Security Macroeconomic and Data and Access Implications for the
Environment Characteristics Financial Conditions Model
Stabilisation Substantial decline in More predictable Improved access | Lower inflow of new
and post-war the intensity of attacks; | funding flows, but and verification; damage; greater scope
transition persistence of localised, | persistently high territorial and for longer-term
mine-related, cyber, demand for capital and | demographic integrated projects;
and technological risks | reconstruction uncertainties increasing share of
resources remain modernisation
Prolonged Regular attacks on Limited availability of Uneven access; Phased implementation,
wartime risks particular sectors and long-term capital; high | periodic revision mobile solutions,

of data

redundancy, and priority
given to rapid
restoration of critical
functions

Escalation and
compound
threats

Intensive repeated
attacks; cyber and
cascading impacts

Higher risk premium,
more expensive
resources, and tight
fiscal constraints

Significant areas
of uncertainty and
restricted access

Increase in new and
repeated damage;
higher protection costs;
preference for

autonomous and
spatially dispersed
solutions

Source: developed by the author taking into account [7-11; 14; 24].

Table 5 — “Strategic Trajectory — Risk Environment” Matrix

Strategic Stabilisation / Post-War Prolonged Wartime Risks Escalation and
Trajectory Transition Compound Threats
Minimum- Selective repair only where Rapid emergency repairs with | Limited to the urgent restoration
restoration modernisation is a high risk of repeated of local vital functions
economically unjustified or financing
the function has low criticality
Functional- Transitional model leading to | Core approach based on Autonomous and mobile
adaptive subsequent modernisation; mobility, redundancy, phased | solutions for critical loads
reserve capacities serve as a | implementation, and rapid become predominant
contingency layer restoration of functions
BBB Principal mode of Phased modernisation of the | Applied selectively to facilities
modernisation | technological renewal and most implementation-ready where a longer implementation
alignment with European and adequately protected cycle does not create an
Union standards projects unacceptable service deficit
Resilience- System-level redesign of Selective transformation of Highest relevance for critical
transformation | networks, elimination of nodes with high cascading systems, but also the most
critical dependencies and potential demanding in terms of
single points of failure protection, financing, and
coordination

Source: proposed and developed by the author based on the analysis of reports by international
organisations and analytical centres and the findings of previous studies [27-29].

The

risk

environment

(Table
determines the intensity of new and repeated
damage, the risk premium, access to capital,

4) and the level of informational uncertainty,

whereas the strategic trajectory determines
the target state, the additional modernisation
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or resilience component, the pace of actual
implementation, and the mechanism through
which future risk is reduced.

The matrix should therefore not be
interpreted as a set of twelve independent
forecasts, but rather as a stress-testing
architecture (Table 5). It makes it possible to
compare alternative management decisions
under the same level of external pressure and
to test the robustness of a particular strategy
as the external environment changes.

For the purpose of testing the proposed
scenario framework, the recovery needs of
the RDNAS infrastructure block, amounting to
USD 218.9 billion as of 31 December 2025,
were used as the baseline [11]. The numerical
simulation is conducted under a single
assumed baseline level of external pressure
approximating a prolonged wartime risk

N(S)

where N5, denotes the residual need under
trajectory s at the beginning of year 1, g
denotes the exogenous rate of increase
resulting from new damage, reassessment,
and price changes; o, denotes the effect of

) = Nt(s)(l + gy — a5 + T — M),
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environment. This assumption deliberately
holds the external component constant in
order to isolate the effect of strategic choice
itself. The full matrix is subsequently used as a
framework for stress-testing the parameters
under stabilisation or escalation conditions.
The calculation is methodological in nature
and should not be interpreted as a statistical
forecast or an official estimate of financing
requirements. Its purpose is to demonstrate
the direction of change in residual needs
under different combinations of the rate of
new damage, additional expenditure on
modernisation and resilience, the effect of
future risk reduction, and the actual capacity
to implement investment projects.

The simplified equation describing the
simulation dynamics is expressed as:

(6)

initial recovery need that can actually be
implemented during the year. For the
methodological simulation, g is assumed to
be 8% for all trajectories, while the remaining
parameters are differentiated according to

reducing future risk; m, denotes the the substantive characteristics of the
additional modernisation or resilience respective strategies (Tables 6, 7).
component; m; denotes the share of the
Table 6 — Simulation Parameters under the Baseline Risk Environment
Parameter Minimum- | Functional- BBB Resilience-
Restoration | Adaptive | Modernisation|Transformation
Exogenous growth in needs g1, % 8 8 8 8
Future risk reduction effect as, percentage points 0 2 4 6
Additional component 1, in 2026-2027, % 0 2 4 8
Additional component 11, in 2028, % 0 2 4 4
Additional component T, in 2029-2030, % 0 2 2 2
Share of actual implementation mg, % 5 10 12 15
Net rate in 2026-2027, % +3 -2 -4 -5
Net rate in 2028, % +3 -2 -4 -9
Net rate in 2029-2030, % +3 -2 -6 -11

Note: The parameters represent scenario assumptions used for methodological testing and should be

subject to sensitivity analysis.

Source: author’s assumptions based on the dynamics of RDNAT-RDNA5 [7-11].
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Table 7 — Simulated Dynamics of Residual Recovery Needs of the Infrastructure Block,
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USD Billion
. 2025,
Trajectory baseli 2026 2027 2028 2029 2030
aseline

Minimum-Restoration 218.9 225.5 232.2 239.2 246.4 253.8
Functional-Adaptive 218.9 214.5 210.2 206.0 201.9 197.9
BBB Modernisation 218.9 210.1 201.7 193.7 182.0 1711
Resilience-Transformation 218.9 208.0 197.6 179.8 160.0 142.4

Source: calculated by the author using Equation (6).

The results presented in Table 8 reveal moderate reduction in residual needs,

fundamentally different patterns of long-term
dynamics. The minimume-restoration option
does not offset the inflow of new damage and
reassessment effects: under the specified
parameters, residual needs increase to USD
253.8 billion by 2030. The functional-adaptive
trajectory shifts the system towards a

bringing them down to USD 197.9 billion.
Despite a higher additional component in the
initial years, the BBB modernisation trajectory
reduces residual needs to USD 171.1 billion,
while the resilience-transformation trajectory
lowers them further to USD 142.4 billion.

Table 8 — Summary Results of the Simulation for 2026-2030

Estimated .
. Investment Res!dual Change from .
Trajectory Needs in 2030, the 2025 Dominant Outcome
Implemented over 5\ \;qp piion | Baseline, %
Years, USD Billion ’
Minimum- 58.1 253.8 +15.9 Substantial volume of repairs
Restoration without reversing the
accumulation of residual needs
Functional- 105.2 197.9 9.6 Stabilisation of residual needs
Adaptive and faster restoration of critical
functions
BBB 120.8 1711 -21.8 Technological upgrading and
Modernisation sustained reduction in residual
needs
Resilience- 144.6 142.4 -34.9 System-wide reduction in
Transformation vulnerability and cascading risk

Note: The amounts of investment implemented are elements of the scenario simulation rather than a

budget forecast.
Source: calculated by the author.

This result does not imply that the most
expensive trajectory is  automatically
preferable for every facility. Rather, it
demonstrates a nonlinear trade-off: higher
initial expenditure on protection,
redundancy, and system reconfiguration may
reduce the future accumulation of needs and
shorten the duration of functional
disruptions. A comparison based solely on
current CapEx therefore systematically
undervalues alternatives whose economic

benefits emerge over the infrastructure life
cycle.

For the practical selection of a scenario,
the residual level of investment needs alone is
insufficient. It is advisable to consider
simultaneously the volume of investment, the
functional outcome achieved, the recovery
time, the increase in resilience, and the
present value of avoided losses. A composite
criterion may be expressed as:
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Scores = wy (1 — I) + w,RI™™ + w3 (1 — TTRy) + w,RG, + ws AL, (7)

where the normalised indicators represent,
respectively, the investment burden, the
degree of functional restoration, the time
required to restore the function, the increase
in resilience, and avoided future losses; w;
denotes the weight assigned to criterion jj,
with the sum of all weights equal to one. The
weights should be determined on a sector-
specific basis: for energy, water supply, or
emergency medical infrastructure, greater
importance should be assigned to speed and
continuity of service, whereas for long-term
transport projects, life-cycle costs, capacity,
and network effects should carry greater
weight.

Scenario-based assessment of
investment needs should also be linked to the
actual capacity to transform long-term needs
into an annual project portfolio (Table 9). The
RDNA2-RDNAS5 data reveal a substantial gap
between ten-year recovery estimates and the
scale of annual priorities. During 2023-2026,
annual priorities accounted for only 2.59-
3.43% of long-term recovery needs, while
committed financing in 2024-2026 covered
less than half of the identified annual
priorities [8-11].

Table 9 — Long-Term Recovery Needs, Annual Priorities, and Financial Provision

. RDNA2 / RDNA4 / RDNA5 /

Indicator 2023 RDNA3 /2024 2025 2026
Long-term recovery needs, USD billion 410.6 486.2 523.6 587.7
Annual priorities, USD billion 141 15.3 17.32 15.245
Annual priorities / long-term recovery needs, 3.43 3.15 3.31 2.59
%
Committed financing, USD billion n/a approximately 5.5 7.37 5.765
Financing gap, USD billion n/a approximately 9.5 9.96 9.48
Coverage of annual priorities, % n/a approximately 42.6 37.8

35.9

Note: Due to rounding and differences in financing categories, the sum of committed resources and
the financing gap may not exactly equal the annual priority.
Source: systematised and calculated by the author based on [8-11].

The financing gap is defined as the
difference between the annual priority need
and committed financing:

FG, = N'""™ _ CF,. (8)

However, this indicator captures only one
component of the overall shortfall. Even full
financial coverage does not eliminate
shortages of implementation-ready projects,
equipment, contractor capacity, permits,
secure access, and operational capability.
Portfolio  formation should therefore
distinguish at least between financial, project

preparation, implementation, technical,
functional, and resilience gaps.

Project prioritisation cannot be based
solely on the value of the damaged asset or
the extent of its physical destruction. To
compare alternatives, a multi-criteria index is
proposed (Table 10), combining function
criticality, functional deficit, population

coverage, cross-sectoral interdependencies,
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resilience
readiness,

substitutability,
gains, avoided

recovery time,
losses, project

PRIL = Z;n=1 W] Zij'

where z; denotes the normalised value of
criterion j for project i, and w; denotes the
weight assigned to that criterion. For
indicators where a lower value is preferable,
such as recovery time or substitutability when
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financial feasibility, and implementation
capacity:
awi =1, w; = 0, 9)

interpreted in terms of high irreplaceability,
inverse normalisation is applied. The weights
should be transparent, tested for sensitivity,
and, where possible, determined separately
for different sectoral groups.

Table 10 - Criteria for Prioritising Critical Infrastructure Investment Projects

Criterion Economic Rationale Efefe'.red Example Indicator
irection
Criticality Importance of the function for vital Maximum Composite criticality index
societal needs and security
Functional deficit Scale of the service that is unavailable Maximum Share of lost capacity, %
or provided at a reduced level
Coverage Population and organisations Maximum Number of users
dependent on the function
Cross-sectoral Number and strength of dependent Maximum Interdependency / cascading
impact functions potential index
Substitutability Possibility of providing the service Minimum Switching time and share of
through alternative means demand that can be redirected
Recovery time Time required to restore the target Minimum Days / months
function
Resilience gain Reduction in vulnerability after project Maximum Change in expected risk
implementation
Avoided losses Expected economic benefit Maximum Discounted value of avoided losses
Project readiness | Availability of documentation, permits, Maximum Readiness stage, %
and procurement readiness
Financial feasibility | Realism of financing sources and cost Maximum Share of committed financing
of capital
Implementation Ability to implement and subsequently Maximum Capacity coefficient
capacity operate the project

Source: proposed by the author based on the analysis of [5; 7-11; 18; 22; 26; 27-29].

A unified scenario logic does not imply
the use of identical parameters across all
sectors. Energy, transport, digital
infrastructure, water supply, and municipal
systems differ in the duration of project
cycles, the nature of network
interdependencies, the potential for private
financing, and the consequences of
functional deficits. For this reason, applying a
universal resilience premium or assuming the
same implementation rate across sectors
would be methodologically unjustified.

In the energy sector, priority s
determined by available capacity, critical
loads, redundancy, and the effects on
dependent systems; in transport, by route
capacity, the availability of alternatives, and
network bottlenecks; in digital infrastructure,
by network availability, power autonomy,
channel redundancy, and cyber resilience; in
water supply, by the ability to localise failures,
the availability of reserve sources, and
dependence on energy supply; while for
municipal infrastructure, territorial
differentiation, migration-related changes,
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and the capacity of local communities
become particularly important. The value of a
damaged asset should therefore be
supplemented by functional and systemic
Criteria.

A separate limitation concerns the RDNA
data. The five assessments do not constitute a
regular statistical time series, and their values
reflect not only new physical damage but also
reassessment effects, price and exchange-
rate changes, revisions to classifications, and
partial accounting for completed recovery
works [7-11]. The simulation for 2026-2030
should therefore be interpreted as a scenario
experiment rather than a forecast. A transition
to autoregressive or other forms of statistical
forecasting would require the construction of
a harmonised quarterly or monthly time series
in constant prices, consistent sectoral
boundaries, a clear distinction between gross
and residual needs, and the inclusion of
explanatory variables capturing new damage,
financing, implementation, risk, and price
dynamics.

Taking these limitations into account, the
proposed approach should be regarded as a
tool for economic and portfolio-level
decision-making prior to detailed
engineering design. Its practical value lies in
the possibility of comparing alternatives
within a common analytical framework
without reducing reconstruction
performance to the amount of funds
disbursed. The decisive criterion becomes the
relationship between “investment - function
- time - risk — avoided losses.” A trajectory
can be considered justified when, given the
criticality of the function, the acceptable
duration of service disruption, and actual
resource constraints, it provides the best
balance between the speed of service
restoration and the reduction in the expected
cost of future disruptions.

Conclusions.

The study has shown that investment
needs for the recovery of Ukraine’s critical
infrastructure cannot be treated as a fixed
value derived directly from the monetary

122-147
v.38 (2026)
https://smart-scm.org

scale of physical destruction. Under
conditions of an ongoing war, these needs
evolve dynamically under the influence of
accumulated, new, and repeated damage;
economic losses resulting from disruptions to
critical functions; changes in the cost of works
and equipment; the selected recovery
standard; the availability of financing; project
readiness; and the actual capacity to
implement investment projects. Economically
justified assessment should therefore be
based not only on the value of the damaged
asset, but also on the functional condition
that the infrastructure system needs to
achieve and the level of future risk that can be
considered acceptable.

The analysis of RDNA1-RDNA5 confirmed
that economic losses have accumulated faster
than direct damage. Between the first and
fifth assessments, direct damage increased by
100.3%, economic losses by 164.6%, and ten-
year recovery needs by 68.6%. Under RDNAS5,
the needs of the infrastructure block
constructed for the purposes of this study
reached USD 218.9 billion, accounting for
37.2% of total estimated recovery needs. This
indicates that the economic consequences of
infrastructure destruction are determined not
only by the physical loss of assets, but also by
the duration of service disruptions, the scale
of functional deficits, and the cascading
transmission of adverse effects across
interdependent sectors.

The proposed scenario framework is
based on four strategic trajectories:
minimume-restoration,  functional-adaptive,
Build Back Better modernisation, and
resilience-transformation. These trajectories
differ primarily in the target condition of the
infrastructure, ranging from the rapid
restoration of basic operability to a deeper
transformation of the system configuration
aimed at reducing future losses and systemic
vulnerability. Importantly, these trajectories
are not treated as a universal sequence or a
rigid hierarchy. The rationality of each
depends on the criticality of the function, time
constraints, available resources, the level of
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threats,
potential.

One of the key results of the study is the
development of a two-dimensional scenario
architecture based on the relationship
“strategic trajectory - risk environment.” The
matrix ~combines  four  management
alternatives with three types of external
conditions: a stabilisation and post-war
transition environment, a prolonged wartime
risk environment, and an environment
characterised by the escalation of compound
threats. This distinction makes it possible to
separate controllable recovery parameters
from exogenous conditions and,
consequently, to compare alternatives more
accurately under the same level of external
pressure or to assess the robustness of a
particular trajectory under different scenarios
for the evolution of the security environment.

The simulation exercise based on the
RDNA5 needs of the infrastructure block
demonstrated substantially different
dynamics of residual investment needs.
Under the adopted scenario assumptions, the
minimume-restoration trajectory does not
offset the inflow of new damage and
reassessment effects, causing residual needs
to increase to USD 253.8 billion by 2030.
Under the functional-adaptive trajectory,
residual needs decline to USD 197.9 billion;
under the modernisation trajectory, to USD
171.1 billion; and under the resilience-
transformation trajectory, to USD 1424
billion. These values should not be
interpreted as forecasts of future budget
expenditure or financing. Their analytical
significance lies elsewhere: higher initial
expenditure may be economically justified if
it slows the accumulation of new needs,
shortens the duration of functional
disruptions, and reduces expected losses over
the infrastructure life cycle.

A further result concerns the distinction
between long-term needs, annual priorities,
committed financing, realised investment,
and the actual functional outcome achieved.
During  2023-2026, annual priorities

substitutability, and cascading
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represented only about 2.6-3.4% of long-
term needs, while in 2024-2026 committed
financing covered less than half of the
identified priorities. At the same time,
insufficient capital is not the only limiting
factor. Between estimated needs and the level
of functionality ultimately achieved, financial,
project preparation, implementation,
technical, functional, and resilience gaps may
emerge successively. The amount of financing
mobilised or actually utilised therefore cannot
be treated as a self-sufficient indicator of
reconstruction performance.

The scientific novelty of the results lies in
the further development of a scenario-based
approach to assessing critical infrastructure
investment needs through the integration of
several analytical components: distinguishing
the strategic trajectory as the outcome of a
management decision from the risk
environment as an exogenous condition;
constructing a matrix of twelve scenario
combinations; representing residual
investment needs as a dynamic variable that
changes under the influence of new and
repeated damage, realised investment, and
the modernisation and resilience
components; and incorporating financial,
project preparation, and implementation
capacity into the transition from estimated
needs to the achieved functional outcome.
The approach to evaluating investment
alternatives has also been further developed
through the relationship “investment -
function — time - risk — avoided losses,” which
shifts the selection criterion away from
minimising initial expenditure towards
assessing outcomes over the entire life cycle.

The practical significance of the proposed
approach liesinits potential application at the
stages of scenario testing, investment
portfolio formation, and preliminary project
prioritisation before proceeding to detailed
feasibility assessment and engineering
design. Depending on the Ilevel of
governance, the following targeted
recommendations can be proposed:
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— The Cabinet of Ministers of Ukraine
and central executive authorities should
complement the criterion based on the scale
of physical destruction with indicators of
function criticality, the duration of functional
deficit, substitutability, cascading potential,
and the expected reduction in future risk.

— Sectoral ministries and critical
infrastructure operators should establish
sector-specific requirements for acceptable
recovery time, redundancy, autonomy,
physical and cyber protection, and should
justify the resilience component of
investment not through a universal
coefficient, but on the basis of the
characteristics of the specific function and
infrastructure system concerned.

— Regional military administrations
and local self-government authorities should
align infrastructure projects with territorial
planning, demographic changes, the spatial
relocation of population and businesses,
future demand, and the actual operational
capacity of territories.

— International financial institutions,
donors, and development banks should
distinguish between financing for emergency
recovery, functional adaptation,
modernisation, and systemic transformation,
while linking financial support to project
readiness, expected functional outcomes, and
the capacity of the project to reduce long-
term risk.

— Private investors, banks, and
insurance  institutions  should  assess
infrastructure projects with due consideration
of life-cycle costs, the risk of repeated
damage, mechanisms for guarantees and
war-risk insurance, and the economic effects
arising from reduced future losses.

The study has several limitations that
define the boundaries within which its results
should be interpreted. RDNAT-RDNAS5
represent successive analytical snapshots
rather than a homogeneous statistical time
series: the assessments were prepared as of
different dates, cover different durations of
the war, and incorporate changes in sectoral
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boundaries, price parameters, and the
treatment of needs that had already been
met. The simulation parameters used in the
study therefore serve a methodological rather
than forecasting purpose. The RDNA
infrastructure block constructed for the
analysis was used solely to ensure
comparability over time and should not be
regarded as equivalent to Ukraine’s legally
defined critical infrastructure system. The
proposed model also does not replace
engineering analysis of individual facilities
and, at this stage, does not incorporate a fully
parameterised matrix of cross-sectoral
interdependencies, empirically estimated
probabilities of repeated damage, or sector-
specific functions of avoided losses.

Future research should focus on testing
the proposed scenario model using actual
data from individual sectors of Ukraine’s
critical infrastructure. This will require the
development of comparable dynamic data
series reflecting the scale of damage, residual
investment needs, volumes of financing,
actual project implementation, and changes
in the intensity of risks. Such an empirical
database would make it possible to gradually
replace conditionally specified scenario
parameters with empirically grounded
estimates and to determine more precisely
how different strategic recovery trajectories
affect the scale and dynamics of investment
needs over the long term.

Use of artificial intelligence

During the preparation of this
manuscript, the author used ChatGPT
(OpenAl, GPT-5.6 Sol) to assist with the
translation of the manuscript from Ukrainian
into English and for subsequent language
editing and stylistic refinement, including
improvements in grammar, academic
wording, clarity, consistency, and readability.
Artificial intelligence was used exclusively as a
language-support tool and was not used to
formulate the research problem, research
design, methodology, analytical framework,
or scientific hypotheses; to perform data

This work is licensed under a Creative Commons Attribution 4.0 International License



The electronic scientifically and practical journal 122-147

“INTELLECTUALIZATION OF LOGISTICS AND SUPPLY CHAIN MANAGEMENT”, v.38 (2026)
ISSN 2708-3195 https://smart-scm.org
analysis, calculations, modelling, or statistical accuracy and consistency with the original
procedures; to generate or interpret the scientific meaning. The author takes full
research results; or to develop the scientific responsibility for the content and final version
conclusions. All Al-assisted translations and of the manuscript.

language revisions were carefully reviewed
and verified by the author to ensure their
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"SAFE CITY" AS A SECURITY COMPONENT OF THE SMART CITY
CONCEPT: PUBLIC AND MANAGEMENT ASPECT

Sporyshev Kostyantyn, Bondarenko Oleksandr "Safe City" as a security component of the Smart
City concept: public and management aspect”. The article examines the Safe City concept in the context of
Smart City development and determines its public governance dimension in the conditions of digital
transformation of the urban environment. It is substantiated that the contemporary understanding of Smart
City is gradually moving beyond a purely technological approach and increasingly encompasses the efficiency
of public governance, sustainable development, the quality of urban services, human and social capital, and the
implementation of data-driven governance. The key components of Smart City — Smart Governance, Smart
Economy, Smart Mobility, Smart Environment, Smart People, and Smart Living — are analyzed, with particular
attention paid to their security dimension. It is established that security has a cross-cutting nature and includes
the protection of information systems and data, cybersecurity, transport and public safety, economic and
infrastructure resilience, prevention of environmental and technological threats, and the development of a
public safety culture.

The evolution and transformation of the Safe City concept are examined. A gradual transition is identified
from local video surveillance and crime-recording systems towards the integrated use of digital technologies,
intelligent video analytics, geographic information systems, Internet of Things devices, big data, and
interagency information exchange tools. Particular attention is paid to the changing role of data in urban
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security governance and its use for monitoring, threat detection, risk assessment, forecasting, and decision-
making support.

The public governance dimension of the Safe City system is determined through a combination of
monitoring, information and analytical, coordination, organizational, preventive, and control functions, as well
as the function of supporting managerial decision-making. It is demonstrated that the digitalization of urban
security creates the prerequisites for a transition from a predominantly reactive model of responding to
hazardous events towards preventive and risk-oriented governance. It is emphasized that the effectiveness of
the Safe City system should be assessed not by the number of surveillance technologies deployed, but by its
capacity to ensure timely threat detection, information exchange, interagency coordination, well-grounded
managerial decisions, and rapid response while simultaneously respecting human rights and freedomes.

Keywords: Smart City, Safe City, public governance, digitalization, urban security, digital
technologies, data-driven governance, managerial decision-making, security risks, urban environment,
national security

Kocmanmuu Cnopuwes, OnekcaHop boHOapeHko. «be3ne4yHe micmo» sk 6e3nekoea cknaooea
KoHyenyii Smart City: ny6niuHo-ynpaeniHcokuli acnekm». Y cmammi 0ocniioxeHo KoHyenyito «besneuHe
Micmo» y KoHmekcmi pozsumky Smart City ma su3sHayqeHo ii nybniyHo-ynpasniHcokuli 3micm 8 ymosax
yugpposoi mparcgopmauii micokozo cepedosuwa. Ob6rpyHmMosaHo, wo cyydcHe po3ymiHHa Smart City
Nnocmynogo 8uxo0UMs 3a MeXi MexHO102{4HO20 NiIOX00y Ma OXONJIIOE NUMAHHA echekmu8HOCMI Ny61iHHO20
YyNnpasniHHA, cmasnozo0 po3s8UMKY, AKOCMI MiCbKUX NOC/Ye, BUKOPUCMAHHA JII0OCbKO20 i coyianbHo20 Kanimarsny
ma enpoeaodXeHHS ynpassiHHSA, 3dCHO8AH020 HA OaHux. [lpoaHaniz3o8aHo ocHo8HI ckiadosi Smart City: Smart
Governance, Smart Economy, Smart Mobility, Smart Environment, Smart People ma Smart Living - ma
8U3HaAyeHo ix 6e3nekosuli sumip. BcmaHogneHo, wo 6e3neka MAae HaCKPi3HUU xapakmep ma OXONJIHE 3axucm
iHpopmayitiHux cucmem | daHux, kibepbesneky, mpaHcnopmHy ma 2poMaocbKy 6e3neky, eKOHOMIYHy U
iHgppacmpykmypHy cmilikicme, nonepeoXeHHA eKOT02IYHUX | MeXHO2eHHUX 3a2po3, d MAKOX (POpMyB8aHHSA
Kynemypu 6e3neku HacesieHHs.

JocnioxeHo cmaHosneHHA ma mpaHcgopmauito koHuenuii Safe City («besneyHe micmon).
BcmaHosneHo nocmynosuli nepexio 8i0 8UKOPUCMAHHA JIOKAZIbHUX cUCMeM 8i0eocnocmepexeHHa ma
¢ikcayii npasonopyweHb 00 KOMNJIEKCHO20 3ACMOCYBAHHA UUgposux mexHosnoe2il, iHmenekmyanbHoi
gideoaHanimuku, 2eoiHgopmauiliHux cucmem, npucmpois IHmepHemy peudel, 8esluUKUX Macusig 0aHux ma
3acobis mixgidomMuyo20 iHpopmayitiHozo obmiHy. Ocobnusy yeazy npudineHo 3miHi posi 0aHux y cucmemi
3a6e3neyeHHA MicbKoi 6e3neku ma ix 8UKOPUCMAHHIO 071 MOHIMOPUH2Y, 8UABJIEHHA 3A2P03, OUIHIOBAHHSA
pU3UKi8, NpO2HO3YBAHHA MaA NIOMPUMKU NpUUHAMMA yNpasaiHCbKUX pilieHsb.

BusHaueHo ny6niyHo-ynpassiHcekul  3micm cucmemu «besneuyHe micmo» uepe3 cyKynHicmes
MOHIMOPUH2080i,  iHhopMauiliHo-aHANIMUYHOI,  KOOPOUHAYIUHOI,  Op2aHi3ayiliHoi, — npeseHMUuUBHOI,
KOHMPObHOI pyHKUIU ma pyHKUii niOmpumku npulHamma ynpaeniHCbKux piuweHos. [JogsedeHo, wWo
yugpposizauis micekoi 6e3neku cmeoptoe nepedymosu 0718 nepexody 8i0 NepesaxHo peakmusHoi Mooesi
peazysaHHsa Ha Hebe3sneyHi nodii 00 npedeHMUBHO20 MA PU3UK-OPIEHMOBAHO20 ynpasiHHA. HazonouweHo,
wo eghekmugHicme cucmemu «beaneyHe Micmo» NOBUHHA 8U3HAYAMUCA He KislbKiCmIo mexHiYHuUX 3acobig
cnocmepexeHHs, a 30amHicmio 3abe3nedysamu C80€YdCHe BUABNIEHHA 3azpo3, iHopMayitiHy 83aEmMooito,
MixgidomMuy KOOpOUHauito, 06rpyHMoBaHicme ynpasaiHCbKUX piuleHb ma onepamusHicme peazysaHHs 3
00HOYACHUM OOMPUMAHHAM Npas i ceo600 JIOUHU.

Knwuoei cnoea: Smart City, Safe City, «be3neuHe micto», nybniyHe ynpasniHHA, undposizaLis,
MicbKa 6e3neka, unudposi TexHonorii, data-driven governance, ynpaBniHCbKi pilleHHs, 6e3neKoBi pr3mnKy,
HauioHanbHa 6e3neka.
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Introduction. The rapid development of
digital technologies, urbanisation processes
and the increasing complexity of managing
modern territorial communities are driving
the transformation of traditional approaches
to the organisation of wurban space.
Digitalisation is gradually encompassing not
only the provision of administrative services
and communication between  public
authorities and citizens but also transport,
housing and communal services, energy,
environmental protection, infrastructure
management, public order, civil protection
and emergency response. Consequently,
cities increasingly function as complex
information and communication systems
whose management is based on the
collection, integration, processing and use of
large volumes of data.

The Smart City model has emerged as a
conceptual reflection of these
transformations. It involves the
comprehensive  application of digital,
information and communication, and
analytical technologies to improve the
effectiveness of urban governance, the
quality of public services, the efficient use of
resources and the living conditions of the
population. At the same time, the
technological development of the urban
environment creates new requirements for
ensuring its security. The increasing number
of digital systems, information flows, critical
and municipal infrastructure facilities,
transport networks and public spaces
highlights the need to move from fragmented
responses to individual threats towards
integrated urban security management.

In this context, the Safe City concept is
becoming particularly important. It s
gradually evolving from a local video
surveillance and public-order control system
into an integrated information and analytical
mechanism for ensuring the security of the
urban environment. Modern Safe City
systems may combine video surveillance
networks, intelligent video analytics
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technologies, geographic information
systems, Internet of Things (loT) sensors and
devices, automated traffic-control systems,
situation centres, public warning systems,
information resources of law enforcement
and emergency services, as well as data
analysis and risk-forecasting tools.

At the same time, the proliferation of
digital security technologies is transforming
not only the technological support available
to public authorities but also the public
governance model itself. Data obtained from
different urban subsystems provide an
informational basis for situational monitoring,
risk identification, coordination among
different actors, operational response and
management decision-making. Thus, a
gradual transition is taking place from a
predominantly reactive urban security
management model, focused on responding
to events that have already occurred, towards
a preventive and analytical model aimed at
the early identification of potential threats
and the mitigation of their consequences.

These processes are particularly relevant
to Ukraine, where the digital transformation
of territorial communities is taking place
alongside the need to ensure the resilience of
the urban environment under martial law,
heightened security risks, threats to critical
infrastructure and the need for the
operational coordination of local self-
government bodies, law enforcement
agencies, emergency services and other
actors within the security sector. Under such
conditions, Safe City is becoming not merely a
local-level technological project but also a
component of the public governance system
for ensuring the security and resilience of
territorial communities.

Nevertheless, the Smart City and Safe City
concepts are frequently examined separately
in academic and practical discourse. Smart
City is predominantly considered through the
lens of the digitalisation of urban governance,
infrastructure  development,  electronic
services, mobility and sustainable
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development, whereas Safe City is often
reduced to the use of video surveillance
systems, public-order control and law
enforcement activities. Such an approach
does not fully reflect the contemporary nature
of the relationship between a city’s digital
development and the provision of its security.

In view of the above, it is important to
develop a public governance approach
according to which Safe City should be
regarded as a functional security component
of the Smart City concept. This component
ensures the integration of digital
technologies, data, institutions and
management processes to prevent threats,
respond to them promptly and ensure the
safe and resilient functioning of the urban
environment.

Analysis of recent research and
publications. The development of the Smart
City concept and the integration of security
components into contemporary urban
governance have been addressed by both
international and Ukrainian scholars. A.
Caragliu, C. Del Bo, and P. Nijkamp examine
Smart City through the interconnection
between technological infrastructure, human
and social capital, and sustainable urban
development. V. Albino, U. Berardi, and R. M.
Dangelico systematize the main approaches
to defining Smart City, its dimensions, and
development criteria. The use of urban data
and digital technologies in public governance
has been explored by S. Barns, J. R. Gil-Garcia,
M. Gasco-Hernandez, T. A. Pardo, J. Kandt, M.
Batty, E. Przeybilovicz, M. A. Cunha, and
others.

A separate area of research focuses on the
relationship between Smart City and Safe City.
M. Lacindk and J. Ristvej emphasize the
importance of strengthening the safety and
security dimension of Smart City and examine
the potential of modern technologies for
ensuring urban safety. J. Ristvej, M. Lacindk,
and R. Ondrejka further develop this
approach by considering Smart City and Safe
City as interconnected concepts and
identifying the areas in which they overlap.
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Among Ukrainian scholars, particular
aspects of the Safe City system have been
studied by I. S. Drok, O. V. Zinchenko, T. I.
Kadlubovych, and M. O. Karpenko, with a
focus on transport safety, emergency
response, protection of state sovereignty, and
the implementation of Safe City projects at
the national level. At the same time, the public
governance dimension of the Safe City system
and its role in Smart City development require
further research, particularly regarding the
use of digital data, interagency cooperation,
risk prevention, and support for managerial
decision-making.

The formulation of the goals of the
article. The purpose of the article is to provide
a theoretical substantiation of the place and
functional role of the “Safe City” concept
within the Smart City framework, define its
public administration content, and reveal the
mechanisms for integrating digital security
technologies into the management system of
the modern urban environment.

Presentation of the main results. The
formation of the Smart City concept is a
natural consequence of the transformation of
the modern urban environment under the
influence of urbanization, the development of
information and communication
technologies, the digitalization of public
governance, and the growing public demand
for improved quality of urban services [16].
The increasing complexity of modern cities,
population growth, growing pressure on
transport, energy, and utility infrastructure, as
well as the need to ensure environmental
sustainability and security, have created a
need to search for new approaches to
organizing urban development governance.

The concept of Smart City became widely
used in academic and governance discourse
at the beginning of the 21st century. At the
same time, its formation was associated with
earlier processes of urban informatization and
the development of the concepts of the
digital city, information city, sustainable city,
and e-governance [17].
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One of the important approaches to
understanding Smart City is presented by A.
Caragliu, C. Del Bo, and P. Nijkamp, who
associate the development of a smart city not
only with the availability of physical and
technological infrastructure but also with
human and social capital [4]. The researchers
emphasize the importance of information and
communication technologies for enhancing
the efficiency and competitiveness of modern
cities. Thus, technology is viewed not as an
end in itself in Smart City development, but as
one of the instruments for the comprehensive
development of the urban environment.

This approach is particularly important
for examining Smart City from the perspective
of public governance, as it makes it possible
to move beyond its narrow interpretation as
merely a set of digital technologies. The
availability of sensors, video surveillance
cameras, digital platforms, automated
transport systems, or other technological
solutions does not in itself constitute a smart
city. What is decisive is how these
technologies are integrated into the urban
governance system and used to address
socially significant issues, improve the
efficiency of public authorities, and enhance
the quality of life of the population.

V. Albino, U. Berardi, and R. M. Dangelico
emphasize the multidimensional nature of
the Smart City concept. Based on an analysis
of academic literature and documents issued
by international institutions, the researchers
draw attention to the absence of a single
universal definition of Smart City and to the
diversity of components used to characterize
the “smartness” of a city [1]. Therefore, Smart
City should be regarded not as a separate
technology or a local digital project, but as a
comprehensive direction of urban
development encompassing various spheres
of city functioning.

In this context, digital technologies
primarily perform an instrumental function.
Their application enables the collection and
processing of data on the condition of urban
infrastructure,  traffic ~ flows,  energy
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consumption, environmental conditions, the
functioning of utility systems, the state of
public spaces, and other urban processes.
Based on such data, public authorities are
able to assess situations more promptly,
identify problematic areas, forecast the needs
of the territorial community, and make
appropriate governance decisions.

Thus, Smart City development is directly
associated with the spread of data-driven
governance. Under  this approach,
information obtained from various urban
subsystems is transformed into a resource for
public governance. First and foremost, the
nature of governance activities changes:
alongside traditional administrative
mechanisms, digital monitoring, analytical
data processing, forecasting, automated data
exchange, and interagency information

interaction are becoming increasingly
important.
Importantly, the contemporary

understanding of Smart City is gradually
moving beyond a purely technological
approach. One of the key criteria for smart city
developmentis becoming the ability of digital
solutions to deliver tangible improvements in
the functioning of urban services and the
quality of life of the population. This approach
is reflected, in particular, in the international
standard ISO 37122:2019 “Sustainable cities
and communities - Indicators for smart
cities”, which associates Smart City
development with the improvement of urban
services and quality of life and establishes a
system of indicators for assessing progress in
this area [8].

Currently, academic discourse
demonstrates a gradual transition from a
technology-oriented understanding of Smart
City towards a comprehensive governance
approach. While at the initial stages
considerable attention was focused on the
development of information and
communication infrastructure and the
implementation of digital technologies,
Smart City is increasingly associated with
governance efficiency, sustainable
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development, human and social capital, the
quality of public services, and the capacity of
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public authorities to use data for managerial
decision-making [18].

Table 1 — Key Components of Smart City and Their Security Dimension

Content of the

Smart City Component Component

Public Governance
Aspect

Security Dimension

Smart Governance Digitalization of
governance processes, e-
services, open data, and
digital interaction between

public authorities and

Improving governance
responsiveness; using
data for decision-making;
interagency information
exchange

Protection of information
systems and data;
cybersecurity; rapid
exchange of threat-related
information; coordination

citizens among security actors

Smart Economy Innovation, digital Creating an enabling Economic resilience of the
economy, environment for city; protection of digital
entrepreneurship, innovation; digitalization of | economic infrastructure;
technological economic processes; ensuring the continuity of
development, and urban support for technological | businesses and essential
competitiveness development services

Smart Mobility Intelligent transport
systems, traffic
management, and digital

mobility services

Monitoring traffic flows;
traffic management;
optimization of transport
infrastructure

Road safety; detection of
accidents and hazardous
situations; emergency
response; monitoring and
management of traffic flows

Smart Environment Environmental monitoring,
energy efficiency,
resource and waste

management

Collection and analysis of
environmental data;
management of natural
and energy resources;
planning of environmental
policy measures

Early detection of
environmental and
technological hazards;
monitoring of risk indicators;
prevention of emergencies

culture, housing,
education, social
infrastructure, and safety

and quality of urban
services; creating a
comfortable and resilient
urban environment

Smart People Human and social capital, | Citizen engagement in Development of a safety
digital competencies, urban governance; culture; public information on
education, and civic development of digital threats; digital channels for
participation literacy; e-participation reporting hazardous events;

and communication citizen participation in
ensuring urban safety

Smart Living Quality of life, healthcare, | Ensuring the accessibility | Public and personal safety;

protection of public spaces;
video surveillance;
emergency response; Civil

protection; crime prevention

Source: systematized by the author based on:[1, 6].

The analysis of the Smart City
components (Table 1) demonstrates that
security is not limited exclusively to the Smart
Living component, within which it has
traditionally been associated with the quality
of life of the population. In fact, the security
dimension is cross-cutting and is manifested
across all components of a smart city: from
cybersecurity and the protection of
governance data within Smart Governance, to

transport safety within Smart Mobility,
economic resilience within Smart Economy,
the prevention of environmental and
technological  threats  within  Smart
Environment, and the development of a
safety culture within Smart People. Thus, the
role of security within the Smart City structure
is gradually expanding, creating grounds for a
separate examination of Safe City as a
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security-oriented dimension of the digital
development of the modern city.

For the purposes of this study, the Smart
Living component is of particularimportance,
since the quality of urban life directly depends
not only on the accessibility of services,
housing conditions, mobility, or the state of
the environment, but also on the level of
personal and public safety. At the same time,
the security component is not confined to a
single area of Smart City. Transport system
safety is associated with Smart Mobility, the
protection of digital infrastructure with Smart
Governance, the resilience of energy and
utility systems with Smart Environment, while
the ability of public authorities to identify
threats in a timely manner and coordinate
response measures directly depends on the
quality of digital governance.

Therefore, security should be regarded as
one of the cross-cutting prerequisites for the
effective functioning of Smart City. The higher
the level of digital integration of the urban
environment, the greater the importance of
timely threat detection, protection of the
population and infrastructure, coordination
of relevant services, emergency response, and
the use of information to prevent potential
risks.

In this context, within the broader
development of Smart City, a distinct security-
oriented direction is gradually emerging,
associated with the wuse of digital
technologies for monitoring urban spaces,
preventing offences and emergencies,
protecting infrastructure, and providing
information and analytical support for the
activities of  public  authorities. Its
development creates the prerequisites for the
formation and expansion of the Safe City
concept.

Ensuring the safety of the population is
one of the fundamental prerequisites for the
sustainable functioning and development of
the modern city. Urban population growth,
the increasing complexity of transport and
utility infrastructure, the concentration of
numerous economic and social facilities, the
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growing intensity of information flows, and
the emergence of new technological risks
significantly broaden the range of threats
faced by the urban environment. Under these
conditions, security is gradually ceasing to be
regarded exclusively as the responsibility of
law enforcement agencies and is acquiring a
comprehensive character, encompassing
public, transport, technological, information,
cyber, infrastructure, and other
interconnected dimensions of security.

These processes have directly influenced
the development of the Smart City concept.
The digitalization of the urban environment
has created new opportunities not only for
optimizing traffic flows, managing energy
resources, or providing public services, but
also for monitoring the state of urban spaces,
detecting hazardous situations, preventing
offences, coordinating the activities of
relevant services, and ensuring rapid
response to threats. As a result, security issues
have gradually become one of the important
areas of smart city development.

The relationship between the
technological development of Smart City and
the provision of urban security is reflected in
the works of international researchers. In
particular, K. T. Chui, P. Vasant, and R. W. Liu,
examining urban monitoring and surveillance
systems, draw attention to the potential of
information and communication
infrastructure, sensor devices, cameras, and
big data analytics technologies for protecting
people and property. At the same time, the
use of such technologies is accompanied by a
number of challenges related to data quality,
privacy, information security, and relevant
public policy [5]. Thus, the digitalization of
urban security creates not only new
governance instruments but also new objects
and risks of public regulation.

The gradual emergence of a distinct
security-oriented dimension of urban digital
development contributed to the spread of the
Safe City concept. At the initial stages, its
practical implementation was largely
associated with maintaining public order,
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preventing crime, and using video
surveillance systems. Surveillance cameras
made it possible to continuously monitor
specific areas of urban space, record events,
and use the information obtained in law
enforcement  activities. However, the
development of information and
communication technologies has gradually
expanded the capabilities of such systems.

An important direction of this
transformation has been the use of data not
only to record offences that have already
occurred but also to prevent them. Research
in the field of urban security demonstrates the
potential for combining crime-related
information with data on the characteristics of
the urban environment, land use, population
movements, and other factors. On this basis,
digital systems can be used as decision-
support tools in the formulation and
implementation of urban security policies.

In the academic literature, Safe City is
considered one of the directions for
developing a secure urban environment
through the application of modern
technologies. In particular, a systematic
review devoted to the development of a
conceptual Safe City model associates a safe
city with the use of technologies by public
authorities, communities, and  other
stakeholders to reduce crime risks and create
an environment in which the population can
feel safe. At the same time, security is
identified as one of the essential aspects of
Smart City development.

At the same time, the relationship
between the concepts of Smart City and Safe
City is not interpreted uniformly in
contemporary academic literature. Some
approaches consider Safe City as a separate
functional component of Smart City, primarily
focused on ensuring public safety. Other
studies emphasize the much broader scope of
urban security, which does not allow Safe City
to be fully subordinated to the Smart City
concept.

The position of J. Ristvej, M. Lacindk, and
R. Ondrejka is particularly illustrative in this
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context. The researchers note that at the early
stages of their research they considered Safe
City as one of the systems within Smart City;
however, they subsequently concluded that
such an approach did not cover the entire
spectrum of urban security issues [14]. As a
result, they proposed considering Smart City
and Safe City as independent but partially
interconnected concepts. This position
demonstrates the complexity of establishing
a clear hierarchy between a “smart” and a
“safe” «city and indicates the gradual
expansion of the scope of the Safe City
concept.

From a public governance perspective,
this transformation in the functional content
of Safe City is of particular importance. While
traditional urban security systems were
primarily focused on surveillance, event
recording, and subsequent response by
relevant services, modern digital
technologies make it possible to establish a
significantly more complex system of
information support for governance. Video
surveillance is complemented by intelligent
video analytics, geographic information
systems, sensors and Internet of Things
devices, automated recognition of specific
objects and events, big data analytics, digital
public warning systems, and interagency
information exchange tools.

Accordingly, the role of data in the urban
security system is also changing. Data can be
used not only as a source of information
about events that have already occurred, but
also to identify high-risk areas, detect
patterns, forecast possible developments,
and select the most appropriate governance
measures. This creates the prerequisites for a
transition from a predominantly reactive
approach to urban security towards more
preventive and risk-oriented governance.

Along with the technological expansion
of Safe City, the range of actors involved in
ensuring urban security is also broadening.
While law enforcement agencies and
emergency services traditionally played the
primary role in this field, the functioning of a
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modern digitalized city requires interaction
among local self-government bodies, state
authorities, police, rescue and medical
services, urban infrastructure operators,
transport enterprises, municipal services, and
other actors. Consequently, the issue of urban
security is acquiring a distinct interagency
and cross-sectoral character.

At the same time, the technological
advancement of security should not be
equated with the unlimited expansion of
surveillance systems. Contemporary research
increasingly focuses on risks related to
privacy, personal data protection,
cybersecurity, algorithmic data analysis, and
the possibility of excessive surveillance of
urban spaces. Therefore, the effectiveness of
Safe City is determined not only by the
number of installed cameras, sensors, or other
digital tools, but also by the existence of
appropriate  organizational, legal, and
governance mechanisms regulating their use.

Thus, the development of Safe City is
characterized by a gradual transition from
local surveillance and monitoring
technologies to the comprehensive use of
digital data in urban security processes. This
transformation simultaneously broadens the
scope of public governance: alongside
maintaining public order, it increasingly
encompasses risk prevention, infrastructure
protection, information exchange,
coordination among relevant services, data
protection, and ensuring the resilient
functioning of the urban environment.

In this regard, the study of Safe City in the
context of Smart City requires a shift from a
purely technological interpretation towards
an analysis of its governance dimension. Of
particular importance is the question of how
information obtained through the city's
digital infrastructure is integrated into the
activities of public authorities, transformed
into governance decisions, and used to
prevent and minimize security risks.

The development of Safe City systems
highlights the need to consider them not
merely as a set of technical tools for
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surveillance, event recording, and data
analysis, but as an element of the
contemporary system of public governance
of urban security. Technological
infrastructure alone does not ensure the
security of the urban environment [2]. Its
practical value is determined by the capacity
of public authorities to use the data obtained
to identify problems, assess risks, coordinate
the activities of relevant services, make
governance decisions, and organize timely
responses.

This  approach  corresponds  with
contemporary research on smart urban
governance. E. Przeybilovicz and M. A. Cunha
consider the digital transformation of the
urban environment as a factor contributing to
the emergence of new dynamic models of
urban governance, within which the nature of
interaction among public authorities,
information and communication
technologies, and citizens directly influences
the mechanisms through which governance
functions are performed [12]. In turn, S.
Ranchordas and A. Klop associate the
development of data-driven governance in
Smart City with the use of big data, artificial
intelligence, the Internet of Things, and
predictive analytics to improve the efficiency
of public services and managerial decision-
making. The combination of these
components makes it possible to understand
Safe City more broadly than traditional video
surveillance  systems  or  automated
monitoring of individual areas of urban space
[13].

In the traditional model of urban security,
information about an offence, accident,
emergency, or other hazardous event is
generally received by the relevant authority
or service only after the event has occurred.
Subsequent governance actions are aimed at
containing the event, mitigating its
consequences, establishing the
circumstances, and restoring the normal
functioning of the affected area or facility.
Such an approach is predominantly reactive,
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as the governance system responds to a
threat that has already materialized.

The digitalization of the urban
environment creates the prerequisites for a
gradual transformation of this model. The
continuous flow of information from various
sources enables public authorities and
relevant services to obtain data on the
condition of individual facilities and processes
in near real time. As a result, information can
be used not only to record an event but also
to detect deviations, identify potentially
hazardous situations, assess risks, and take
appropriate measures in advance.

In this context, one of the key elements of
the public governance dimension of Safe City
is the information and analytical function.
Large volumes of information obtained from
various sources acquire governance value
only when they are systematized, compared,
and analyzed [3]. Therefore, what becomes
fundamentally important is not the
accumulation of data itself, but its
transformation into information suitable for
use in managerial decision-making.

At the same time, the effective use of data
requires their integration. Information on the
condition of public spaces, transport
infrastructure, road traffic, municipal facilities,
or emergencies may be generated by
different authorities, services, and
information systems. The isolated use of such
information limits the possibilities for a
comprehensive assessment of the situation.
In contrast, effective information exchange
makes it possible to develop a more
comprehensive understanding of the state of
the urban environment and the nature of
existing risks.

This leads to another important function
of the Safe City system - the coordination
function. Ensuring the security of a modern
city extends beyond the competence of any
single public authority. Responding to
different types of threats may simultaneously
require the involvement of local self-
government bodies, law enforcement
agencies, civil protection authorities and
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units, emergency medical services, municipal
enterprises, transport services, and other
actors [7]. Under such conditions, governance
effectiveness depends not only on the powers
of each actor but also on the speed of
information exchange and the coordination
of joint actions.

The monitoring function also plays an
important role in the operation of Safe City
and involves systematic observation of the
urban environment and individual processes
relevant to security. Unlike the episodic
receipt of information, digital monitoring
makes it possible to generate continuous
information flows, track changes in relevant
indicators, and promptly identify
developments requiring governance
intervention.

The preventive function is directly related
to the monitoring and information and
analytical functions. The use of accumulated
data and the results of their analysis creates
opportunities to identify recurring patterns,
determine high-risk areas or facilities, and
plan measures aimed at preventing or
reducing the likelihood of adverse events.
Thus, governance activities gradually shift
from responding to consequences towards
preventing threats.

The managerial decision-support
function is of particular importance. Given the
large number of simultaneous information
flows, an official or public authority may not
always be able to process the entire volume of
available information promptly. Digital
analytical tools make it possible to structure
data, identify priority events, reveal
interrelationships, and provide an
information basis for selecting appropriate
governance decisions [9]. At the same time,
technology should not replace the
competent public authority: it performs a
supporting role, while responsibility for
decision-making remains with the relevant
authority or official.

Today, digital technologies are changing
the nature of information support for public
governance. In the traditional governance
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model, information was largely received
through citizens’ appeals, reports from
relevant services, statistical reporting, and
other documented sources. In the digitalized
urban environment, these sources are
supplemented by automated data flows that
can be generated continuously and
characterize the current state of particular
processes. As a result, the time between the
emergence of a hazardous situation, its
detection, and the initiation of a governance
response is reduced.

The public governance dimension of the
Safe City system is also manifested through its
organizational function. The integration of
digital technologies into security processes
requires the identification of responsible
actors, the delineation of their competencies,
the establishment of procedures for access to
information resources, information exchange,
and response algorithms. Therefore, the
technological integration of information
resources should be accompanied by the
corresponding organizational integration of
the activities of public governance actors.

Equally important is the control function,
which is associated with the possibility of
evaluating the outcomes of governance
decisions and measures implemented. The
accumulation of data makes it possible to
compare the state of the urban environment
before and after the implementation of
relevant decisions, assess the response time
of services, identify recurring problems, and
adjust governance measures accordingly [11].
This creates a feedback mechanism linking
information  collection, decision-making,
implementation, and evaluation of results.

At the same time, the digitalization of
urban security governance gives rise to a
number of new governance and legal
challenges. The concentration of large
volumes of information, including data on
individuals’ movements and behavior, creates
risks of unlawful interference with privacy,
unauthorized access to information, data
leakage, or the use of data for purposes other
than those for which they were originally
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collected [15]. The wuse of algorithmic
analytical systems further raises issues
concerning the transparency of technological
solutions, non-discrimination, the limits of
automated data processing, and
accountability for decisions made with the
use of such technologies.

Therefore, the public governance
effectiveness of Safe City cannot be assessed
solely by the number of installed cameras and
sensors, established situation centers, or the
volume of accumulated data. It should be
determined by the system’s capacity to
ensure timely threat detection, effective
information exchange, coordination among
relevant actors, well-grounded governance
decisions, rapid response, and respect for
human rights and freedoms [10].

Thus, from a public governance
perspective, the Safe City system is
characterized by a combination of
monitoring, information and analytical,
coordination, organizational, preventive, and
control functions, as well as the managerial
decision-support function. Their
implementation enables the transformation
of digital data on the state of the urban
environment into a public governance
resource and creates the prerequisites for
improving the responsiveness and soundness
of public authorities’ activities in the field of
urban security.

Accordingly, the fundamental difference
between the contemporary Safe City system
and traditional technical surveillance systems
lies not so much in the number or
technological complexity of the tools
employed, but rather in the integration of the
data obtained through these tools into the full
public governance cycle — from problem
identification and risk assessment to decision-
making, organization of response measures,
and evaluation of their effectiveness. It is this
aspect that makes it possible to consider the
development of Safe City systems as part of
the broader processes of the digital
transformation of public governance of the
urban environment.
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Conclusions.

In the context of the digital
transformation of the urban environment,
security is becoming one of the key
dimensions of Smart City development. At the
same time, its role cannot be limited
exclusively to the Smart Living domain, since
security-related objectives are, to varying
degrees, integrated into all major
components of a smart city. The protection of
information resources, transport safety, urban
infrastructure resilience, prevention of
technological and environmental threats,
maintenance of public order, and
development of a public safety culture
constitute an interconnected set of tasks that
requires the coordinated use of digital and
governance instruments.

The development of the Safe City
concept demonstrates a gradual
transformation of the approach to ensuring
urban security. A Safe City can no longer be
identified solely with video surveillance
systems, technical recording of events, or
monitoring of public spaces. Its contemporary
content is primarily determined by the
capacity to integrate various sources of
information and use the data obtained for
timely threat detection, risk assessment,
forecasting of possible developments, and
the organization of coordinated response
measures. Accordingly, the technological
development of Safe City is gradually
evolving into a broader transformation of
urban security governance.

A key outcome of this transformation is
the changing role of information in the
governance process. Data no longer serve
exclusively as a means of recording events but
are increasingly becoming a resource for
public governance. Their  systematic
collection, integration, and analytical
processing make it possible to reduce the
time between the emergence of a threat, its
detection, and the initiation of a governance
response. This creates the conditions for a
gradual transition from a predominantly
reactive security model to preventive and risk-
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oriented governance of the urban
environment.

The governance effectiveness of the Safe
City system therefore depends not on the
number of cameras, sensors, information
platforms, or other technical tools, but on the
extent to which they are integrated into the
activities of public authorities and relevant
services. Of decisive importance is the
system's capacity to ensure continuous
monitoring,  analytical  processing  of
information, effective interagency data
exchange, coordination among relevant
actors, support for managerial decision-
making, and control over the results of
implemented decisions. Therefore,
technological  integration  should be
accompanied by  organizational and
governance integration.

At the same time, the expansion of the
technological capabilities of Safe City creates
a new set of risks for public governance. The
accumulation of large volumes of data, the
increasing use of intelligent video analytics,
and algorithmic data processing raise
important issues related to personal data
protection, privacy, cybersecurity,
transparency in the wuse of digital
technologies, and accountability for decisions
made with their assistance. Therefore, the
further development of Safe City should be
based on a combination of technological
efficiency, appropriate legal and
organizational frameworks, and respect for
human rights and freedomes.

Thus, the prospective development of
Safe City systems should focus not on simply
expanding digital infrastructure, but on
establishing an integrated mechanism for
urban security governance in which
technologies provide the information basis
for monitoring, threat prevention,
coordination, and decision-making. It is
precisely the capacity to transform digital
data into timely and well-grounded
governance actions that will determine the
actual effectiveness of Safe City as a security-
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oriented dimension of contemporary Smart
City development.
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OPTIMIZATION OF UKRAINE-EU LOGISTICS ROUTES UNDER
WARTIME RISKS

Danylo Grabovsky, Dmytro Bugayko. “Optimization of Ukraine-EU Logistics Routes Under
Wartime Risks”. The full-scale war has fundamentally transformed freight flows between Ukraine and the
European Union, restricted the use of traditional maritime routes, and substantially increased pressure on road,
rail, and inland waterway corridors. Under these conditions, logistics route selection cannot be based solely on
minimizing distance or transportation costs. It must also account for delivery time, infrastructure capacity,
border-crossing delays, technical interoperability, disruption probability, and security risks. The purpose of this
study is to substantiate approaches to optimizing logistics routes between Ukraine and the EU under wartime
risks and to identify the factors determining the choice of an efficient, reliable, and resilient route. The
methodological framework combines a systems approach, comparative analysis of the principal transport
corridors, synthesis of multimodal transport practices, and a multi-criteria approach to logistics decision-
making. The study proposes a conceptual objective function incorporating transportation cost, delivery time,
risk level, and delay probability, with the weight assigned to each criterion depending on the type, urgency, and
value of the cargo. The Polish, Slovak, Hungarian, Romanian, and Danube corridors are examined. The findings
indicate that logistics resilience cannot be ensured by a single universally optimal route; instead, it requires a
portfolio of interchangeable primary, backup, and supplementary corridors. The principal constraints on route
optimization include insufficient capacity at individual border crossings, border queues, incompatibility
between the Ukrainian and European railway gauges, limited terminal capacity, and the risk of transport
infrastructure disruption or damage. The study substantiates the need to expand multimodal transportation,
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develop logistics hubs in western Ukraine, extend European-standard railway infrastructure, and strengthen the
Danube transport corridor. Digital platforms, GPS and geographic information systems, transport management
systems, and artificial intelligence tools are shown to provide a foundation for forecasting delays and
dynamically adjusting routes in response to changing operational conditions. The practical significance of the
results lies in their potential application by logistics companies and public authorities when designing resilient
transport networks, planning alternative corridors, and improving the continuity of Ukraine’s foreign trade. The
proposed approach links operational efficiency with supply chain resilience and treats route redundancy as an
essential component of logistics optimization under wartime uncertainty.

Keywords: route optimization, transport logistics, wartime risks, transport corridors, multimodal
transportation, supply chain resilience, logistics digitalization

HAanuno lpaboecebkuii, mumpo byeaiiko. «Onmumizayia snozicmuyHUX mMapuwipymie mix
YKpaiHotlo ma €C 8 ymosax 80€EHHUX pU3uKie». [TosHomacwmabHa 8iliHa 00KOPIHHO 3MiHUIA cMpyKkmypy
8AHMAXHUX NOMOKI8 MiX YkpaiHoto ma €sponelicokum Cor30M, 0OMexusa 8UKOPUCMAHHA MpaoduyitiHux
MOPCbKUX Mapuwipymis i cymmego niosuwyusia HagaHmaxeHHA Ha dsmomobinbHi, 3a1i3HUYHI ma pidkosi
MPAaHcnopmHi Kopudopu. 3d mMAxkux ymoe 8ubip s102iCMUYHO20 MApWpymy He MOXe rpyHmysamucs
BUKJ/IIOYHO HA MiHImi3ayii eidcmaHi abo eapmocmi nepese3eHHs, OCKislbKU HeobxiOHO 0OHOYACHO
spaxogygsamu 4ac 00CMAsKU, NPONYcKHy 30amHicme iHGpacmpykmypu, mpusasicme NPOXOOXeHHS
KOpOOHY, MeXHI4YHy CYMICHICMb MPAHCNOPMHUX cucmem, iMOBipHiICMb 3ampumokK i 6e3nekosi pusuKu.
Memoto 0ocnioxeHHA € 06rpyHmMys8aHHs nioxodie 00 onMmumi3ayii 102icmuyHUX Mapwpymis mix YkpaiHoto
ma €C 8 yM08ax 80EHHUX pU3UKi8 | BUSHAYEHHS YUHHUKIB, AKi 8n1U8Aoms Ha 8ubip ehekmueHoz0, HadiliHo20
ma cmilikoeo mapwpymy. MemodonoziyHy OcHO8Y OOC/TIOXeHHA CMAHo8nAMb cucmemMHuUd nioxio,
NOpIBHAIBbHUU AHA/3 OCHOBHUX MPAHCNOPMHUX KOPpUOOPI8, y3a2anbHeHHA NPAKMUKU MYy/1bmUMOOaIbHUX
nepegeseHb | 6azamokpumepianbHuli nioxi0 00 NpUUHAMMA J102ICMUYHUX pilieHb. 3anponoHO8AHO
KOHUenmyasbHy Yinbosy yHKUi0 8ubOpy Maplupymy, aKa 8paxosye mpaHcnopmHi sumpamu, mpusasaicme
0ocmasku, piseHb pusuky ma UmMOo8ipHICMb 3aMpUMKU, d 8a20MICMb KOXHO20 KpUMepIo 8U3HAYAEMbCA
sudom, mepmiHosicmio | uiHHicmio saHmaxy. [lpoaHanizosaHo nosbcbKUl, C108aybKul, YeopcbKud,
pymyHcokul i [yHalicekul Kopudopu ma 8cmAHoB/1eHo, Wo cmilikicme Js102icmuyHoi cucmemu
3a6e3nedyyemobca He OOHUM YHIBepCAIbHO ONMUMAJIbHUM MApWwpymom, a nopmepesiemM 83AEMO3AMIHHUX
OCHOBHUX, pe3ep8HUX i 000aMKO8UX HaNPAMI8. BUSHAYeHO K/1t0408i 0OMexXeHHA MapwpymHoi onmumisayii:
HeAoCMamHio NponyckHy 30amHicmes OKpeMux NyHKMi8 nponycky, Yepau Ha KOPOOHi, BIOMIHHICMb WUPUHU
3ani3HuUYHOIi Konii YkpaiHu ma €C, obMmexeHi MOX/IUBOCMI mMepMiHaGnie | pusuKUu NOUWKOOXeHHA
mpaHcnopmHoiiHppacmpykmypu. O6rpyHmMos8aHo 00UiIbHiCMb pO38UMKY MY/TbMUMOOAIbHUX Nepese3eHs,
J102icmuydHuUX 8y3/1i8 y 3axiOHUX pe2ioHax YkpaiHu, iHgppacmpykmypu esponelicbkoi konii ma JlyHaticekozo
mpaHcnopmHo20 kopuoopy. [lokazaHo, wo yugposi nnamgopmu, cucmemu GPS i GIS, cucmemu ynpasniHHsA
MpaHcnopmom ma [HCMpyMeHmMuU WMmy4yHO20 iHMesieKmy Cmeopioiomb OCHOB8Y 071 NPO2HO3YB8AHHA
3ampumoK | OUHAMIYHOI 3MiHU Mapwpymy 8i0nogioHo 00 nomoyHoi cumyayii. [TpakmuyHe 3Ha4YeHHs
pe3ysbmamie noJbeae y MOXAUBOCMI IX BUKOPUCMAHHA J102ICMUYHUMU KOMNAHIAMU U op2aHamu
0epxasHo20 ynpassiHHA 0718 hoOpMy8aHHA CMIUKUX MPAHCNOPMHUX Mepex, N/IaHY8AHHA AllbMepHamMuU8HUX
mapwpymis i niosuwieHHs 6e3nepeps8HOCMi 308HIWHbOI Mopeieni YKpaiHu.

Knioyoei cnoea: ontymisauisa mapLipyTiB, TPAHCMOPTHA JIOMCTMKA, BOEHHI PU3NKKU, TPAHCMOPTHI
Kopuzopw, MynbTUMOAANbHI NepeBe3eHHs, CTINKICTb NaHLoriB nocTayaHHs, LmdpoBsizauia norictuku.

Introduction. Cooperation between governed by the Association Agreement
Ukraine and the EU in the transport sector is between Ukraine and the European Union,
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the European Atomic Energy Community, and
their member states. The aim is to promote
the development of stable transport systems,
ensure efficient and safe transportation, as
well as intermodality and operational
compatibility of transport systems. (Mission
Ukraine to European Union (2026)).

In today’s environment, logistics is one of
the key factors supporting stable
international trade and economic
development. For Ukraine, the transport and
logistics system is particularly important: the
country remains an important link in
European and international supply chains,
while its geographical position creates
opportunities for active transport
connections with the European Union and
other regions of the world (Ministry of
Infrastructure of Ukraine (2025), European
Commission (2025)). At the same time, the
full-scale war has fundamentally changed the
conditions in which the transport system
operates, forcing both businesses and the
state to seek new logistics solutions.

Before 2022, a significant share of
Ukrainian exports and imports moved
through Black Sea ports. Maritime transport
made it possible to ship large volumes of
grain, metallurgical products, raw materials,
and other cargo at relatively low cost. As a
result of hostilities, infrastructure damage,
and restrictions on navigation, a substantial
share of freight flows had to be redirected to
land and river routes.

With maritime transport constrained, part
of the load shifted to road and rail crossings
with the EU and to the Danube corridor. As a
result, Poland, Slovakia, Hungary, and
Romania became even more important as
transit countries. At the same time, the
European Union launched the Solidarity
Lanes, a network of alternative corridors that
helped maintain the flow of Ukrainian exports
and imports.

Under these conditions, the shortest
route is far from always being the best one.
Transport planning must simultaneously take
into account cost, transit time, infrastructure
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capacity, border conditions, technical
limitations, and wartime risks. Route
optimization between Ukraine and the EU is
therefore not merely an operational task for
logistics companies, but an important
component of the country’s economic
resilience.

The purpose of this study is to identify the
main approaches to optimizing logistics
routes between Ukraine and the European
Union under wartime risks and to analyze the
factors that influence the choice of an
efficient, reliable, and resilient route.

1. Transformation of Ukraine’s
Logistics System during the War. The full-
scale war has placed Ukraine’s transport
system under severe pressure. Changes in
port operations, damage to rail and road
infrastructure, risks to warehouse facilities,
and general instability have forced
established supply chains to be reorganized
rapidly.

One of the most visible changes has been
the reduced ability to use traditional maritime
routes. As a result, Ukraine’s land border with
EU countries has gained strategic importance,
with Poland, Slovakia, Hungary, and Romania
becoming key directions for a significant
share of Ukrainian exports and imports.

The EU Solidarity Lanes have played an
important role in this restructuring. They
provided additional road, rail, river, and
maritime routes through which Ukraine can
export agricultural products, metals, and
industrial goods while importing fuel,
equipment, humanitarian cargo, and other
essential products.

At the same time, shifting a substantial
share of freight traffic to land routes created
new problems. One of the most important is
the limited capacity of certain border
crossings. Even when roads and railways
within  Ukraine operate without major
restrictions, cargo may still lose considerable
time at the border itself.

For this reason, the efficiency of an
international route cannot be assessed solely
by the distance between origin and
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destination. Actual border-crossing time, road
congestion, terminal availability,
transshipment options, and the overall
condition of infrastructure all have a direct
impact on delivery performance.

Another persistent challenge is the
difference between Ukrainian and European
railway gauges. Ukraine predominantly uses
the 1,520 mm gauge, while the standard
across most EU countries is 1,435 mm. At the
border, this often requires additional
operations such as cargo transshipment,
changing rolling stock, or applying
specialized technical solutions.

Expanding European-standard gauge
infrastructure  within ~ Ukraine  could
significantly simplify integration with the EU
transport system. In the long term, it could
reduce cargo handling time at the border and
make rail transport faster and more
predictable.

2. Main Ukraine-EU Logistics
Corridors. Several key corridors currently
shape international freight transport between
Ukraine and the European Union.

The Polish corridor remains one of the
most important because of Poland’s
developed transport infrastructure and
convenient access to Germany, the Czech
Republic, the Baltic states, and other EU
markets. It is used extensively by both road
and rail transport. Its main advantage is the
large number of transport connections and a
dense road and railway network. However,
heavy pressure on individual border crossings
can lead to queues and significantly longer
delivery times.

The Slovak corridor through Zakarpattia
provides access to Central European markets,
including the Czech Republic, Austria, and
Germany. It is particularly promising for rail
logistics. The development of European-
standard gauge sections is gradually reducing
the impact of technical incompatibility
between the railway systems.

Hungary can serve as an alternative
corridor when routes through Poland or
Slovakia are congested, temporarily
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restricted, or economically inefficient. The
availability of several interchangeable
directions is precisely what makes the
logistics system more resilient.

The Romanian corridor is particularly
important because it provides access to the
Port of Constanta. A multimodal model can be
effective here: cargo is transported to
Romania by road or rail and then continues by
sea.

The Danube transport corridor also
occupies a distinct position. River transport
can handle significant cargo volumes and
connect Ukrainian logistics with European
ports. This is especially important for grain
and other bulk commodities.

For resilient logistics, Ukraine needs not
one supposedly ideal route, but several fully
functional corridors. If one direction becomes
congested, blocked, or otherwise disrupted,
part of the freight flow can then be redirected
quickly to another.

3. Factors in Logistics Route
Optimization. Under stable conditions,
routes are usually compared primarily in
terms of price and transit time. During
wartime, that is not enough. Reliability must
also be included in the calculation: a cheaper
and shorter route may prove to be the worse
option if the risk of blockage or prolonged
delays is high.

Transportation cost remains a basic
indicator. It includes not only fuel expenses,
but also driver wages, the use of vehicles and
infrastructure, loading and unloading
operations, and related charges.

Delivery time is equally important. For a
business, a delayed shipment may result in
production downtime, additional storage
costs, missed contractual deadlines, and
direct financial losses.

Border waiting time should be calculated
separately. On some routes, waiting at a
border crossing may be comparable to the
actual driving time or even exceed it. Distance
alone therefore says little about real delivery
speed; data on the actual or average

This work is licensed under a Creative Commons Attribution 4.0 International License



The electronic scientifically and practical journal

“INTELLECTUALIZATION OF LOGISTICS AND SUPPLY CHAIN MANAGEMENT",

ISSN 2708-3195

processing time at a specific crossing are also
required.

Wartime risk should also be treated as a
separate variable. This includes possible
infrastructure damage, temporary road
closures, power disruptions, changes in the
operating regime of individual facilities, and
other events that are difficult to predict in
advance.

Capacity is another constraint. An
economically attractive corridor cannot
become a full-scale solution for large
shipments if its roads, railways, terminals, or
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border infrastructure are physically unable to
handle the required freight volume.

Finally, the availability of a viable
alternative matters. If a carrier can switch to
another corridor without critical losses,
disruption on one route is less likely to
paralyze the entire supply chain.

Accordingly, an “optimal route” under
wartime conditions represents a compromise
among several parameters: cost, time, risk,
reliability, and capacity.

In simplified form, the objective function
can be expressed as follows:

F=wiC+ w2T + w3iR +wsD (1)

where C is transportation cost, T is
delivery time, R is the level of risk, D is the
probability of delay, and w;, w,, w;, w, are the
weighting coefficients assigned to the
respective criteria.

The weight of each criterion depends on
the type of cargo. For humanitarian aid or
urgently needed equipment, time may be
decisive. For grain and other bulk
commodities, transportation cost may carry
more weight. For high-value equipment,
safety and reliability become considerably
more important.

4, The Role of Multimodal
Transportation. One of the most promising
directions for the development of Ukrainian
logistics is multimodal transportation—the
use of several modes of transport within a
single supply chain.

For example, cargo may first be
transported by truck to a rail terminal, then by
rail to a logistics center in the EU, and finally
by road for the last leg of the journey. Another
option is rail delivery to a Romanian port
followed by maritime transport.

The main advantage of this approach is
flexibility. The most appropriate mode can be
selected for each section of the route,
dependence on a single corridor can be
reduced, and rail and river transport can be
used more efficiently for large cargo volumes.

However, a multimodal model requires
appropriate infrastructure: logistics centers,
warehouses, transshipment terminals, and
digital systems for managing freight flows
(Jeej W (2023)).

Coordination between different modes of
transport is equally important. If a train arrives
at a terminal but trucks for the next stage are
not yet available, part of the benefit of a fast
route is lost. Optimization should therefore
cover the entire chain as a single system
rather than treating each section in isolation.

5. Optimization through Digital
Technologies. Modern logistics increasingly
depends on data. GPS, geographic
information systems, transport management
systems,  and artificial intelligence
technologies make it possible to base
decisions not only on a pre-defined plan, but
also on current conditions Grabovskiy D.Y.,
Bugayko D.O. (2025)).

A digital platform can simultaneously
take into account vehicle location, road
conditions, congestion at border crossings,
terminal availability, and changes in
transportation costs. This creates the basis for
dynamic routing.

With this approach, a route does not
remain fixed from departure to arrival. If, for
example, queues suddenly increase at the
planned border crossing, the system can
recommend another crossing. The same
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principle applies when conditions change on
road or rail sections.

Artificial  intelligence can add a
forecasting layer to this system. By analyzing
accumulated data, algorithms can estimate
the probability of delays, forecast arrival
times, and suggest alternatives in advance
(Grabovskiy D.Y., Bugayko D.O. (2025)).

In practice, digitalization changes the
very principle of planning: instead of relying
on a single route defined at the start, the
carrier can adjust it while the shipment is
already in transit. During wartime, when
conditions on a particular section can change
within hours, this flexibility is especially
important.

6. Building a Resilient Logistics
System. For Ukraine, the task is not simply to
restore the pre-war transport system. More
importantly, it is necessary to build a model
capable of continuing to operate under
serious disruption and adapting quickly to
new constraints.

One of the basic principles of such a
system is route redundancy. For a particular
freight flow, for example, the route through
Poland may serve as the primary option,
Slovakia as the backup, and Hungary or
Romania as additional alternatives.

Developing logistics hubs in western
Ukraine is another important step. Such hubs
can provide storage, sorting, transshipment,
and redistribution of goods between different
transport modes and routes (Lebedeva, L.,
Shkuropadska, D. (2024)).

At the same time, border capacity needs
to be increased by modernizing road and rail
crossings, expanding  terminals, and
digitalizing customs procedures. The fewer
manual and poorly synchronized operations
there are, the more predictable the entire
route becomes.

Further integration of Ukraine’s railway
system with the European network is also
strategically important. Expanding 1,435 mm
standard-gauge infrastructure could reduce
the number of operations required at the
border and accelerate freight movement.
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It is equally important to continue
developing river and port infrastructure in the
Danube region. This gives Ukraine additional
export options and reduces dependence on
individual transport corridors.

Conclusions.

Optimizing Ukraine-EU logistics routes
under wartime risks is a complex multi-criteria
task. The full-scale war has changed the
established structure of Ukraine’s foreign
trade and significantly increased the
importance of land, rail, and river routes.

Today, choosing a route requires more
than comparing its cost and duration.
Reliability, the risk of delays, infrastructure
capacity, security threats, and the ability to
switch quickly to an alternative corridor must
also be assessed.

Routes through Poland, Slovakia,
Hungary, and Romania, together with the
Danube corridor, play a key role in connecting
Ukraine with the EU market. Developing these
directions in parallel makes it possible to
diversify freight flows and avoid critical
dependence on a single route.

Multimodal transportation remains a
promising area of development, combining
road, rail, river, and maritime transport within
a single supply chain. Digitalization is equally
important: GPS, geographic information
systems, artificial intelligence, and dynamic
routing help operators respond more quickly
to changing conditions and make better-
informed decisions.

In the long term, the logistics system
between Ukraine and the EU should be built
around four principles: diversification,
multimodality, digitalization, and
redundancy. Combining several alternative
corridors with modern infrastructure and
responsive management enables businesses
to adapt to wartime, economic, and
infrastructure changes.

Optimization of Ukraine-EU routes
therefore goes far beyond simply reducing
transportation costs. The quality of these
decisions affects the continuity of foreign
trade, business operations, the resilience of
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international supply chains, and Ukraine’s
further integration into the European Union’s
transport network.
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