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ARTIFICIAL INTELLIGENCE AS A TOOL FOR ENHANCING THE 

GOVERNANCE CAPACITY OF UKRAINE’S SECURITY AND DEFENCE 
FORCES 

 
Olena Volska “Artificial intelligence as a tool for enhancing the governance capacity of Ukraine’s 

security and defence forces”. The article examines artificial intelligence as a tool for enhancing the 
management capacity of Ukraine’s security and defence forces. It is substantiated that, under conditions of 
increased risk, time constraints, incomplete information, adversarial interference and rapidly changing 
operational environments, the effectiveness of the relevant actors largely depends on the speed of data 
processing, the quality of forecasting, the coordination of actions and the timeliness of management decisions. 
The authors propose defining the management capacity of Ukraine’s security and defence forces as the 
comprehensive ability of the relevant authorities, military formations and other actors within the security and 
defence sector to exercise their statutory powers through the timely acquisition and analysis of information, risk 
assessment, threat forecasting, activity planning, coordination, and the adoption and implementation of 
management decisions. Its structure comprises institutional, information and analytical, forecasting, planning, 
coordination and adaptive capacities, as well as the capacity to adopt and implement decisions. The article 
presents an AI-supported management cycle encompassing data acquisition, information verification and 
integration, situational analysis, threat identification, risk assessment, forecasting, the development of courses 
of action, decision-making and monitoring of decision implementation. The information and analytical, 
monitoring, forecasting, planning, coordination, resource optimisation and control functions of AI, together 
with its decision-support function, are systematised. It is emphasised that artificial intelligence should not be 
regarded as an autonomous management actor but as an information, analytical and forecasting tool 
supporting the activities of authorised actors. Effective AI application requires a human–machine interaction 
model in which algorithmic capabilities are combined with professional experience, critical thinking, contextual 
understanding and human legal responsibility. Final decision-making and responsibility for its consequences 
must remain with the competent official. 

Keywords: artificial intelligence, management capacity, security forces, defence forces, security and 
defence sector, public administration, management decisions, threat forecasting, situational awareness, 
human–machine interaction 
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Олена Вольська «Штучний інтелект як інструмент підвищення управлінської 
спроможності сил безпеки і оборони України». У статті досліджено штучний інтелект як 
інструмент підвищення управлінської спроможності сил безпеки і оборони України. Обґрунтовано, 
що в умовах підвищеного ризику, обмеженого часу, неповноти інформації, протидії противника та 
швидкої зміни оперативної обстановки ефективність діяльності відповідних суб’єктів значною 
мірою залежить від швидкості оброблення даних, якості прогнозування, узгодженості дій і 
своєчасності прийняття управлінських рішень. Запропоновано авторське визначення управлінської 
спроможності сил безпеки і оборони України як комплексної здатності відповідних органів, військових 
формувань та інших суб’єктів сектору безпеки і оборони реалізовувати визначені законом 
повноваження шляхом своєчасного отримання й аналізу інформації, оцінювання ризиків, 
прогнозування загроз, планування діяльності, організації взаємодії, прийняття та реалізації 
управлінських рішень. У її структурі виокремлено інституційну, інформаційно-аналітичну, 
прогностичну, планувальну, координаційну, адаптаційну спроможності та спроможність до 
прийняття і реалізації рішень. Представлено управлінський цикл використання ШІ, що охоплює 
отримання, перевірку й об’єднання даних, аналіз обстановки, виявлення загроз, оцінювання ризиків, 
прогнозування, розроблення варіантів дій, прийняття рішення та контроль його виконання. 
Систематизовано інформаційно-аналітичну, моніторингову, прогностичну, планувальну, 
координаційну, ресурсно-оптимізаційну, контрольну функції ШІ та функцію підтримки прийняття 
управлінських рішень. Наголошено, що штучний інтелект має розглядатися не як самостійний 
суб’єкт управління, а як інструмент інформаційно-аналітичної та прогностичної підтримки 
діяльності уповноважених суб’єктів. Встановлено, що результативне використання ШІ потребує 
формування моделі людино-машинної взаємодії, за якої алгоритмічні можливості поєднуються з 
професійним досвідом, критичним мисленням, контекстуальним розумінням і юридичною 
відповідальністю людини. 

Ключові слова: штучний інтелект, управлінська спроможність, сили безпеки і оборони, сектор 
безпеки і оборони, публічне управління, управлінські рішення, прогнозування загроз, 
обороноздатність, ситуаційна обізнаність, людино-машинна взаємодія. 

  
Introduction. The contemporary security 

environment is characterised by dynamism, 
uncertainty, the simultaneous emergence of 
threats of different types, and a rapid increase 
in the volume of information required for 
management decision-making. In the context 
of the full-scale armed aggression against 
Ukraine, the ability of the security and 
defence forces to obtain, process, and analyse 
data in a timely manner, forecast 
developments, coordinate the activities of 
relevant actors, and promptly make well-
founded decisions is of particular importance. 

Under such conditions, traditional 
management mechanisms do not always 
ensure the necessary speed of information 
processing and response to threats. Large 
volumes of heterogeneous data, information 

received from numerous sources, rapid 
changes in the operational environment, and 
the need to coordinate the activities of 
different components of the security and 
defence sector create a demand for the 
implementation of modern information and 
analytical technologies. One such technology 
is artificial intelligence, whose capabilities 
make it possible to automate certain 
information processes, identify patterns in 
large datasets, assess risks, model possible 
scenarios, and provide information support 
for management decision-making. 

The use of artificial intelligence in the 
activities of the security and defence forces is 
not limited to the development of new 
weapons, military equipment, unmanned 
systems, and autonomous systems. An 
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equally important area is the direct 
application of AI in management activities, 
including information collection and analysis, 
monitoring of the security environment, 
threat forecasting, operational planning, 
resource allocation, coordination of 
interagency interaction, and the preparation 
of management decision alternatives. 

In this context, artificial intelligence 
should be regarded as a tool for enhancing 
the management capacity of Ukraine’s 
security and defence forces. This refers to the 
ability of the relevant actors to exercise their 
legally defined powers, identify threats in a 
timely manner, assess risks, ensure effective 
planning, organise interaction, and make 
well-founded decisions under conditions of 
limited time, uncertainty, and information 
overload. 

According to the Law of Ukraine “On 
National Security of Ukraine”, the security 
forces and defence forces encompass a broad 
range of military formations, law enforcement 
and intelligence agencies, and other public 
authorities whose activities are aimed at 
protecting Ukraine’s national interests. At the 
same time, these actors differ in their legal 
status, functional purpose, competence, 
organisational structure, and the nature of the 
tasks they perform. Therefore, the 
implementation of AI in their activities 
requires not only appropriate technological 
support but also a coordinated management 
approach that takes into account the specific 
characteristics of each actor, ensures the 
interoperability of information systems, and 
facilitates effective data exchange. 

The importance of this research is further 
reinforced by the fact that artificial 
intelligence can simultaneously improve the 
quality of management and generate new 
risks. The use of algorithmic systems is 
associated with the possibility of erroneous or 
biased outputs, insufficient algorithmic 
transparency, dependence on data quality, 
cyber threats, risks of unauthorised access to 
information, and uncertainty regarding 

responsibility for decisions prepared or made 
with the use of AI. 

Particular attention should be paid to 
determining the appropriate balance 
between algorithmic support and human 
decision-making. Artificial intelligence should 
contribute to improving the speed and 
soundness of management processes 
without removing humans from the 
assessment of the situation or from 
responsibility for the final decision. This 
approach is consistent with NATO’s Principles 
of Responsible Use of AI in Defence: 
lawfulness; responsibility and accountability; 
explainability and traceability; reliability; 
governability; and bias mitigation. 

Ukraine has already established a general 
strategic framework for the development of 
artificial intelligence. The Concept for the 
Development of Artificial Intelligence in 
Ukraine identifies national security and 
defence among the priority areas for the 
application of relevant technologies, while 
the Action Plan for 2025–2026 provides for 
the further implementation of its provisions. 
At the same time, the existing policy 
documents do not provide a comprehensive 
understanding of how AI should be 
integrated specifically into the management 
processes of the security and defence forces, 
which management functions should be 
supported by algorithmic systems, or what 
criteria should be applied to assess the 
effectiveness of their use. 

Therefore, scientific consideration is 
required not only of the technological 
capabilities of AI but, above all, of its place 
within the system of public and military 
management, its impact on the management 
capacity of the security and defence forces, 
the limits of its use in the preparation and 
adoption of decisions, and the conditions 
under which the application of relevant 
technologies can contribute to strengthening 
Ukraine’s defence capability. 

Analysis of recent research and 
publications. The use of artificial intelligence 
in the security and defence sector has been 
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studied by foreign and Ukrainian scholars, 
primarily in the context of automating 
military processes, developing command-
and-control systems, deploying autonomous 
systems, analysing operational information, 
and supporting decision-making. S. Alon-
Barkat and M. Busuioc examine the 
interaction between humans and algorithmic 
systems in public-sector decision-making. In 
their research, they draw attention to the risk 
of “automation bias”, whereby public officials 
may uncritically rely on algorithmic 
recommendations, as well as to the selective 
adherence to such recommendations. Their 
findings are important for determining the 
limits of AI use in the management activities 
of security and defence forces. B. Boudreaux, 
M. Ashby, F. Morgan, A. Lohn and other 
scholars have systematised the principal areas 
of military AI application and characterised 
the associated ethical, operational and 
strategic risks. The researchers emphasise 
that achieving a technological advantage 
requires the simultaneous introduction of 
risk-mitigation mechanisms and the 
responsible use of  

In Ukrainian academic literature, O. 
Nikoliuk, O. Rodina and T. Savchenko identify 
the principal areas of artificial intelligence 
application in the development of 
management solutions in public 
administration. T. Pshenychna examines the 
integration of artificial intelligence 
technologies into public administration. O. 
Harmash, T. Fedorenko and O. Hvozdova 
investigate information and analytical 
support, cyber-risk monitoring and 
assessment, substantiating the need to 
transform cyber-threat data into a basis for 
clear and well-founded management 
decisions. 

Thus, the existing studies provide a 
theoretical foundation for understanding the 
technological, security and ethical aspects of 
artificial intelligence application. At the same 
time, the public administration dimension of 
this issue remains insufficiently explored, 
particularly the impact of AI on the overall 

capacity of Ukraine’s security and defence 
forces to perform information and analytical, 
monitoring, forecasting, planning, 
coordination and other management 
functions. 

The formulation of the goals of the 
article. The purpose of the article is to provide 
a theoretical substantiation of the role of 
artificial intelligence in enhancing the 
management capacity of Ukraine’s security 
and defence forces, to systematise its key 
management functions and areas of 
application, and to identify the organisational 
and institutional conditions for the effective 
use of AI technologies in monitoring, 
forecasting, planning, coordination, and 
management decision-making support 
processes. 

Presentation of the main results.  The 
study of artificial intelligence as a tool for 
enhancing the management capacity of 
security and defence forces requires, first and 
foremost, clarification of the meaning of the 
concept of “management capacity”. In the 
academic literature, capacity is generally 
associated with a particular actor’s possession 
of the necessary powers, organisational 
structure, and human, financial, informational 
and technical resources that enable the 
achievement of defined objectives and the 
performance of assigned tasks [9]. 

Management capacity cannot be 
reduced exclusively to the formally 
established competence of a particular 
authority. The existence of legally defined 
powers does not in itself guarantee the ability 
to exercise them effectively in practice. Such 
capacity depends on the quality of 
management processes, the professionalism 
of personnel, access to reliable information, 
the speed of communication, the 
effectiveness of interagency cooperation, and 
the ability to adopt and implement decisions 
in a timely manner. 

Management in the security and defence 
sector is distinctive because it is carried out 
under conditions of increased risk, time 
constraints, incomplete information, 
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adversarial interference and rapidly changing 
operational environments [10]. Errors or 
delays in management processes may cause 
not only organisational or material losses but 
also directly affect human lives, the resilience 
of state institutions, territorial integrity and 
national defence capability. 

Security forces and defence forces 
constitute interconnected but functionally 
distinct components of the security and 
defence sector. Pursuant to the Law of 
Ukraine “On the National Security of Ukraine” 
[3], security forces comprise law enforcement 
and intelligence agencies, state bodies with 
special-purpose law enforcement functions, 
civil protection forces and other bodies 
entrusted with ensuring national security. 
Defence forces include the Armed Forces of 
Ukraine, as well as other military formations, 
law enforcement and intelligence agencies 
entrusted with ensuring national defence [3]. 

Differences in the functional purposes of 
these actors determine the specific nature of 
their management needs. For some actors, 
the identification of military threats, 
operational planning and command and 
control are of primary importance; for others, 
the principal priorities include state border 
protection, counterterrorism, public security, 
civil protection, intelligence or 
counterintelligence activities [12]. 
Nevertheless, all of them require timely 
information, threat forecasting, coordinated 
action and the proper substantiation of 
management decisions. 

Within this study, the management 
capacity of Ukraine’s security and defence 
forces is proposed to be understood as the 
comprehensive ability of the relevant 
authorities, military formations and other 
actors within the security and defence sector 
to exercise their statutory powers through the 
timely acquisition and analysis of information, 
risk assessment, threat forecasting, activity 
planning, coordination, and the adoption and 
implementation of management decisions. 
This definition represents the authors’ 
interpretation developed within the present 

study. Management capacity encompasses 
not only the availability of resources to the 
relevant actors but also their functional ability 
to transform information into specific 
management decisions and practical actions. 

Based on the proposed definition, the 
following interrelated components should be 
distinguished within the structure of the 
management capacity of security and 
defence forces: 

1. Institutional capacity – the existence 
of clearly defined powers, an appropriate 
organisational structure and mechanisms of 
interaction among the relevant actors.  

2. Information and analytical capacity – 
the ability to collect, verify, systematise, 
process and analyse information obtained 
from various sources.  

3. Forecasting capacity – the ability to 
identify trends, assess risks and forecast 
possible developments in the security and 
operational environment.  

4. Planning capacity – the ability to 
define objectives, develop courses of action, 
allocate forces, assets and resources, and 
adjust plans in response to changes in the 
operational environment.  

5. Coordination capacity – the ability to 
ensure the coherence of actions undertaken 
by different components of the security and 
defence sector, facilitate information 
exchange and support the joint performance 
of tasks.  

6. Capacity for decision-making and 
implementation – the ability to select a 
substantiated course of action in a timely 
manner, communicate decisions to those 
responsible for their execution, organise their 
implementation and monitor the results.  

7. Adaptive capacity – the ability to 
modify structures, procedures, tactics and 
management approaches in response to 
emerging threats, new technologies and 
acquired practical experience/ 

The proposed components do not 
function in isolation. The quality of a 
management decision depends on the 
completeness of the available information; 
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forecasting results influence planning, while 
the implementation of plans requires 
coordination and control. Therefore, 
management capacity should be regarded as 
an integrated system in which the weakening 
of one component may reduce the 
effectiveness of the entire management 
process [14]. 

Artificial intelligence affects 
management capacity primarily by 

expanding the possibilities for working with 
information [7]. Algorithmic systems can 
process large volumes of structured and 
unstructured data, identify hidden 
relationships, compare information obtained 
from various sources, and present analytical 
results in a form suitable for use by public 
officials and military command authorities. 

 

 

 
Figure 1. Management cycle using artificial intelligence 
Source: Developed by the authors based on their own research. 

 
At each of these stages, artificial 

intelligence can perform a supporting 
function by filtering information, detecting 
anomalies, forecasting possible 
developments, comparing alternative 
scenarios and identifying deviations during 
decision implementation. As a result, the time 
between receiving information and initiating 
a management response is reduced, 
situational awareness is enhanced, and 
conditions are created for a more 

substantiated allocation of forces and 
resources. 

Therefore, AI should be regarded not as 
an autonomous management actor but as an 
information, analytical and forecasting tool 
supporting the activities of authorised actors. 
It can prepare data, identify relationships, 
propose courses of action and forecast their 
possible consequences. However, the final 
decision and responsibility for it must remain 
with the competent official. 
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These steps do not involve replacing a 
human manager with an algorithmic system. 
Instead, they provide for the development of 
a human–machine interaction model in 
which the technological capabilities of AI are 
combined with professional experience, 
contextual understanding, critical thinking 
and human legal responsibility [11]. Only 
under these conditions can the use of artificial 
intelligence genuinely enhance, rather than 
merely complicate, the management capacity 
of Ukraine’s security and defence forces [8] 

Further examination of the role of 
artificial intelligence requires the 
systematisation of its functions in the 

activities of Ukraine’s security and defence 
forces. In this context, AI functions should be 
defined not according to the technical 
characteristics of algorithmic systems but 
according to their influence on the content, 
speed and effectiveness of management 
processes [6]. 

Based on the conducted research, it is 
proposed to distinguish the information and 
analytical, monitoring, forecasting, planning, 
coordination, resource optimisation and 
control functions of artificial intelligence, as 
well as its decision-support function, in the 
activities of Ukraine’s security and defence 
forces (Table 1). 

 
Table 1. Management functions of artificial intelligence in the activities of Ukraine’s security 

and defence forces 
Management 

function Content of AI application Impact on management capacity 

Information 
and analytical 

Collection, systematisation, 
processing and comparison of 
structured and unstructured data 
obtained from different sources 

Increasing the completeness and 
speed of information processing; 
reducing the workload on analytical 
units 

Monitoring 

Continuous monitoring of changes in 
the security and operational 
environment, detection of anomalies 
and deviations from specified 
parameters 

Improving situational awareness and 
ensuring the timely detection of 
changes in the operational 
environment 

Forecasting 
Identification of trends, assessment of 
the probability of threats and 
modelling of possible scenarios 

Increasing the validity of forecasts 
and enabling preventive management 
responses 

Planning 

Development and comparison of 
alternative courses of action, 
modelling of their potential 
consequences and adjustment of plans 

Improving the quality of strategic, 
operational and tactical planning 

Coordination 

Integration of information from 
different agencies, support for 
information exchange and 
coordination of joint actions 

Strengthening interagency 
cooperation and reducing delays in 
transmitting management 
information 

Resource 
optimisation 

Analysis of resource requirements, 
logistical flows, technical conditions 
and possible options for allocating 
forces and assets 

Improving the efficiency of the use of 
personnel, material, technical, 
financial and time resources 

Decision 
support 

Preparation of analytical conclusions, 
prioritisation of threats and 
development of alternative courses of 
action 

Reducing the time required to prepare 
decisions and improving their 
informational validity 
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Control 

Monitoring the implementation of 
decisions, comparison of actual 
results with established objectives 
and identification of deviations 

Ensuring feedback, timely adjustment 
of actions and increasing executive 
discipline 

Source: Developed by the authors based on their own research 
 
The proposed systematisation 

demonstrates that artificial intelligence can 
be applied at all major stages of the 
management process. At the same time, the 
content of each function is determined by the 
competence of the relevant actor, the nature 
of its assigned tasks, the level of management 
and the conditions of the operational 
environment. 

The information and analytical function 
consists in expanding the capacity of security 
and defence forces to work with large 
volumes of heterogeneous information. Such 
data may include text messages, intelligence 
data, geospatial information, photographic 
and video materials, information obtained 
from technical surveillance systems, data 
concerning the availability and condition of 
resources, and other information required for 
situational assessment [4]. The application of 
AI makes it possible to accelerate the 
systematisation of these data, identify 
recurring patterns and develop a 
comprehensive information picture. 

The monitoring function involves 
continuously monitoring changes in the 
security and operational environment. 
Algorithmic systems can detect anomalous 
events, atypical changes in indicators, 
potential signs of emerging threats or 
deviations from established parameters [5]. 
This entails shifting the emphasis from 
responding to events that have already 
occurred to their timely identification and 
prevention. 

The forecasting function involves using 
accumulated data to identify trends and 
model possible developments. AI can assist in 
assessing the probability of specific threats, 
forecasting changes in the operational 
environment, determining the possible 
consequences of adopted decisions and 

identifying factors that may affect the 
achievement of established objectives [2]. At 
the same time, algorithmic forecasts should 
not be regarded as indisputably reliable 
predictions but as one of the informational 
elements used in preparing management 
decisions. 

The planning function consists in using AI 
to develop, model and compare possible 
courses of action. Algorithmic systems can 
assist in assessing resource requirements, 
time constraints, potential risks and the 
expected outcomes of each scenario. This 
contributes to improving the validity of 
strategic, operational and tactical planning 
but does not eliminate the need for the 
professional assessment of proposed options 
by authorised officials. 

The coordination function is reflected in 
ensuring the coherence of actions 
undertaken by different actors within the 
security and defence sector. Artificial 
intelligence can facilitate the integration of 
information received from different 
authorities and units, detect inconsistencies 
in data, identify shared priorities and 
promptly communicate the necessary 
information to the relevant actors [13]. 
However, the implementation of this function 
depends on the interoperability of 
information systems, the availability of 
common data standards and a legally 
established procedure for interagency 
information exchange. 

The resource optimisation function 
encompasses the analysis of requirements for 
forces, assets, material and technical 
resources, transport, communications, 
medical support and other components of 
security and defence activities. Algorithmic 
systems can contribute to forecasting 
requirements, identifying critical shortages, 
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optimising logistics routes, monitoring the 
technical condition of equipment and 
ensuring a more rational allocation of 
available resources. 

The management decision-support 
function is integrative because it combines 
the results of the information and analytical, 
monitoring, forecasting and planning 
functions. AI can synthesise information, 
prioritise threats, compare alternative courses 
of action and forecast their possible 
consequences. Nevertheless, an algorithmic 
recommendation should not automatically 
become a management decision. It must be 
verified with due regard to the operational 
context, the reliability of source data, legal 
restrictions and potential consequences. 

The control function is implemented by 
comparing actual results with the established 
objectives, indicators and parameters of 
decision implementation. Algorithmic 
systems can promptly identify deviations, 
determine factors hindering task 
performance and provide information on the 
need to adjust existing plans. This ensures 
feedback between an adopted decision, the 
process of its implementation and 
subsequent management responses. 

The management potential of artificial 
intelligence lies not in performing a single 
isolated function but in combining different 
capabilities within an integrated 
management cycle. Information obtained 
through monitoring is used for analysis and 
forecasting; forecasting results provide the 
basis for planning; developed courses of 
action are used in decision-making; and 
monitoring decision implementation 
generates new data for further analysis and 
activity adjustment. 

At the same time, the introduction of 
artificial intelligence does not imply the 
complete transfer of the relevant functions to 
algorithmic systems. Rather, it involves the 
technological enhancement of management 
activities, whereby AI supports information 
processing, modelling and the preparation of 
recommendations, while goal setting, the 

assessment of legal and societal 
consequences, the selection of the final 
course of action and responsibility for its 
implementation remain with humans [1]. 

Conclusions.  
The conducted research demonstrates 

that artificial intelligence should be 
considered not only as a technological 
innovation but also as an important tool for 
enhancing the management capacity of 
Ukraine’s security and defence forces. Under 
conditions of increased risk, time constraints, 
incomplete information, adversarial 
interference and rapidly changing 
operational environments, AI technologies 
can improve the speed of data processing, 
situational awareness, threat forecasting, 
activity planning, interagency coordination 
and the informational validity of 
management decisions. 

The management capacity of Ukraine’s 
security and defence forces is defined as the 
comprehensive ability of the relevant 
authorities, military formations and other 
actors within the security and defence sector 
to exercise their statutory powers through the 
timely acquisition and analysis of information, 
risk assessment, threat forecasting, activity 
planning, coordination, and the adoption and 
implementation of management decisions. 
This capacity includes institutional, 
information and analytical, forecasting, 
planning, coordination and adaptive 
components, as well as the capacity to adopt 
and implement decisions. These components 
form an integrated system in which the 
effectiveness of each element influences the 
overall quality of management. 

The study establishes that artificial 
intelligence can support all stages of the 
management cycle: data acquisition, 
information verification and integration, 
situational analysis, threat identification, risk 
assessment, forecasting, the development of 
courses of action, decision-making and 
monitoring of decision implementation. The 
use of AI can reduce the time between 
receiving information and initiating a 
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management response, identify patterns and 
anomalies in large datasets, compare 
alternative courses of action and facilitate the 
rational allocation of forces and resources. 

The principal management functions of 
artificial intelligence in the activities of 
Ukraine’s security and defence forces have 
been systematised. They include information 
and analytical, monitoring, forecasting, 
planning, coordination, resource 
optimisation and control functions, as well as 
the decision-support function. The 
management potential of AI lies not in the 
isolated performance of individual operations 
but in integrating these functions within a 
continuous management cycle supported by 
feedback and the adjustment of actions. 

At the same time, the implementation of 
artificial intelligence should not result in the 
transfer of management authority to 
algorithmic systems. AI should be regarded as 
an information, analytical and forecasting tool 
that assists authorised actors in preparing and 
implementing decisions. Algorithmic 
recommendations require professional 
assessment based on the operational context, 
the reliability and completeness of source 
data, legal restrictions, potential risks and the 
possible consequences of the proposed 
actions. 

Effective AI application requires the 
development of a human–machine 
interaction model in which technological 
capabilities are combined with professional 
experience, critical thinking and contextual 
understanding. Goal setting, assessment of 
legal and societal consequences, selection of 
the final course of action and responsibility for 
its implementation must remain with the 
competent official. Preserving meaningful 
human oversight is therefore a fundamental 
condition for the responsible use of artificial 
intelligence by security and defence forces. 

Further research should focus on 
developing criteria and indicators for 
assessing the impact of AI on management 
capacity, identifying the specific features of its 
application by different actors within 
Ukraine’s security and defence sector, 
improving interagency data exchange and 
information-system interoperability, and 
establishing organisational safeguards for 
human oversight and accountability. 
Addressing these issues will facilitate the 
responsible integration of AI into 
management processes and strengthen the 
adaptability, resilience and effectiveness of 
Ukraine’s security and defence forces. 
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