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"SAFE CITY" AS A SECURITY COMPONENT OF THE SMART CITY
CONCEPT: PUBLIC AND MANAGEMENT ASPECT

Sporyshev Kostyantyn, Bondarenko Oleksandr "Safe City" as a security component of the Smart
City concept: public and management aspect”. The article examines the Safe City concept in the context of
Smart City development and determines its public governance dimension in the conditions of digital
transformation of the urban environment. It is substantiated that the contemporary understanding of Smart
City is gradually moving beyond a purely technological approach and increasingly encompasses the efficiency
of public governance, sustainable development, the quality of urban services, human and social capital, and the
implementation of data-driven governance. The key components of Smart City — Smart Governance, Smart
Economy, Smart Mobility, Smart Environment, Smart People, and Smart Living — are analyzed, with particular
attention paid to their security dimension. It is established that security has a cross-cutting nature and includes
the protection of information systems and data, cybersecurity, transport and public safety, economic and
infrastructure resilience, prevention of environmental and technological threats, and the development of a
public safety culture.

The evolution and transformation of the Safe City concept are examined. A gradual transition is identified
from local video surveillance and crime-recording systems towards the integrated use of digital technologies,
intelligent video analytics, geographic information systems, Internet of Things devices, big data, and
interagency information exchange tools. Particular attention is paid to the changing role of data in urban
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security governance and its use for monitoring, threat detection, risk assessment, forecasting, and decision-
making support.

The public governance dimension of the Safe City system is determined through a combination of
monitoring, information and analytical, coordination, organizational, preventive, and control functions, as well
as the function of supporting managerial decision-making. It is demonstrated that the digitalization of urban
security creates the prerequisites for a transition from a predominantly reactive model of responding to
hazardous events towards preventive and risk-oriented governance. It is emphasized that the effectiveness of
the Safe City system should be assessed not by the number of surveillance technologies deployed, but by its
capacity to ensure timely threat detection, information exchange, interagency coordination, well-grounded
managerial decisions, and rapid response while simultaneously respecting human rights and freedomes.

Keywords: Smart City, Safe City, public governance, digitalization, urban security, digital
technologies, data-driven governance, managerial decision-making, security risks, urban environment,
national security

Kocmanmuu Cnopuwes, OnekcaHop boHOapeHko. «be3ne4yHe micmo» sk 6e3nekoea cknaooea
KoHyenyii Smart City: ny6niuHo-ynpaeniHcokuli acnekm». Y cmammi 0ocniioxeHo KoHuenyito «besneuHe
Micmo» y KoHmekcmi pozsumky Smart City ma su3sHayveHo ii nybniyHo-ynpasniHcekuli 3micm 8 ymosax
yughposoi mpaHcopmauii micbkoeo cepedosuwya. O6rpyHmMosaHo, wo cyydcHe po3ymiHHa Smart City
Nnocmynogo 8uxo0UMs 3a MeXXi MexHO102i4HO20 NiOX00y Ma OXONJIIOE NUMAHHA echekmuBHOCMI Ny61i4HO20
yNnpassniHHA, cmasnoz0 po3s8UMKY, AKOCMI MiCbKUX NOC/Ye, BUKOPUCMAHHA JII0OCbKO20 i coyianbHO20 Kanimasny
ma enpoeaodXeHHS ynpassiHHSA, 3dCHO8AHO20 HA OaHux. [lpoaHaniz3o8aHo ocHo8HI ckiaadosi Smart City: Smart
Governance, Smart Economy, Smart Mobility, Smart Environment, Smart People ma Smart Living - ma
8U3HayeHo ix 6e3nekosuli sumip. BcmaHogneHo, wjo 6e3neka MAae HaCKPi3HUU xapakmep ma OXONJIHE 3axucm
iHpopmayitiHux cucmem | daHux, kibepbesneky, mpaHcnopmHy ma 2poMaocbKy 6e3neky, eKOHOMIYHy U
iHgppacmpykmypHy cmilikicme, nonepeoXeHHA eKOTI02IYHUX | MexXHO2eHHUX 3a2po3, d MAKOX (POpMYyB8AHHSA
Kynemypu 6e3neku HaceseHHs.

JocnioxeHo cmaHosneHHA ma mpaHcgopmauito koHuenuii Safe City («besneyHe micmon).
BcmaHosneHo nocmynosuli nepexio 8i0 8UKOPUCMAHHA JIOKAZIbHUX cUCMeM 8i0eocnocmepexeHHa ma
gikcayii npasonopyweHb 00 KOMNJIEKCHO20 3ACMOCYBAHHA UUpPOosUX MmexHosoeil, iHmenekmyansHoi
gideoaHanimuku, 2eoiHgopmauiliHux cucmem, npucmpois IHmepHemy peded, 8esUKUX MAcugig 0aHux ma
3acobig mixeidomy4ozo iHpopmayitiHo2zo obmiHy. Ocobnusy ysazy npudineHo 3miHi poni 0aHux y cucmemi
3a6e3neyeHHA MicbKOi 6e3neku ma ix 8UKOPUCMAHHIO 0/1 MOHIMOPUH2Y, 8UABNIEHHA 3A2P03, OUIHIBAHHSA
pU3UKi8, NpO2HO3YBAHHA MaA NIOMPUMKU NPUUHAMMA yNpasaiHCbKUX pilieHsb.

BusHaueHo ny6niyHoO-ynpassiHcekul  3micm cucmemu «besneuyHe micmo» uepe3  CyKynHicmes
MOHIMOpPUH2080i,  iHhopMauiliHo-aHANIMUYHOI,  KOOPOUHAYIUHOI,  Op2aHi3ayiliHoi, — npeseHMUBHOI,
KOHMPObHOI pyHKUIU ma GyHKUii nidmpumku npuliHAmMma ynpaeniHCbKux piuwleHo. [JogedeHo, wWo
yughposizayis micekoi 6e3neku cmeoproe nepedymosu 0718 nepexody 8i0 NepesakHo peakmusHoi mooesi
peadaysaHHsa Ha Hebe3sneyHi nodii 00 NpedeHMUBHO20 MA PU3UK-OPIEHMOBAHO20 yNpasiHHA. HazonouweHo,
wo egekmusHicme cucmemu «besneyHe Micmo» NOBUHHA BU3HAYAMUCA He KislbKiCmIo mexHiYHuUX 3acobis
cnocmepexeHHs, a 30amHicmio 3abe3nedysamu C80€YdCHe BUABNIEHHA 3azpo3, iHopMayitiHy 83aEmMooito,
MixgidomMuy KOOpOUHAuito, 06rpyHMoBAHICMe yNpasaiHCbKUX piuleHb Mma onepamusHicme peazyeaHHs 3
00HOYACHUM OOMPUMAHHAM Npas i ceo600 /IIoOUHU.

Knwuoei cnoea: Smart City, Safe City, «be3neuHe micto», nybniuyHe ynpasniHHA, undposizaLin,
MicbKa 6e3neka, uudposi TexHonorii, data-driven governance, ynpasniHCbKi pilleHHs, 6e3neKkoBi pnsmKuy,
HauioHanbHa 6e3neka.
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Introduction. The rapid development of
digital technologies, urbanisation processes
and the increasing complexity of managing
modern territorial communities are driving
the transformation of traditional approaches
to the organisation of wurban space.
Digitalisation is gradually encompassing not
only the provision of administrative services
and communication between  public
authorities and citizens but also transport,
housing and communal services, energy,
environmental protection, infrastructure
management, public order, civil protection
and emergency response. Consequently,
cities increasingly function as complex
information and communication systems
whose management is based on the
collection, integration, processing and use of
large volumes of data.

The Smart City model has emerged as a
conceptual reflection of these
transformations. It involves the
comprehensive  application of digital,
information and communication, and
analytical technologies to improve the
effectiveness of urban governance, the
quality of public services, the efficient use of
resources and the living conditions of the
population. At the same time, the
technological development of the urban
environment creates new requirements for
ensuring its security. The increasing number
of digital systems, information flows, critical
and municipal infrastructure facilities,
transport networks and public spaces
highlights the need to move from fragmented
responses to individual threats towards
integrated urban security management.

In this context, the Safe City concept is
becoming particularly important. It s
gradually evolving from a local video
surveillance and public-order control system
into an integrated information and analytical
mechanism for ensuring the security of the
urban environment. Modern Safe City
systems may combine video surveillance
networks, intelligent video analytics

148-161
v.38 (2026)
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technologies, geographic information
systems, Internet of Things (loT) sensors and
devices, automated traffic-control systems,
situation centres, public warning systems,
information resources of law enforcement
and emergency services, as well as data
analysis and risk-forecasting tools.

At the same time, the proliferation of
digital security technologies is transforming
not only the technological support available
to public authorities but also the public
governance model itself. Data obtained from
different urban subsystems provide an
informational basis for situational monitoring,
risk identification, coordination among
different actors, operational response and
management decision-making. Thus, a
gradual transition is taking place from a
predominantly reactive urban security
management model, focused on responding
to events that have already occurred, towards
a preventive and analytical model aimed at
the early identification of potential threats
and the mitigation of their consequences.

These processes are particularly relevant
to Ukraine, where the digital transformation
of territorial communities is taking place
alongside the need to ensure the resilience of
the urban environment under martial law,
heightened security risks, threats to critical
infrastructure and the need for the
operational coordination of local self-
government bodies, law enforcement
agencies, emergency services and other
actors within the security sector. Under such
conditions, Safe City is becoming not merely a
local-level technological project but also a
component of the public governance system
for ensuring the security and resilience of
territorial communities.

Nevertheless, the Smart City and Safe City
concepts are frequently examined separately
in academic and practical discourse. Smart
City is predominantly considered through the
lens of the digitalisation of urban governance,
infrastructure  development,  electronic
services, mobility and sustainable
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development, whereas Safe City is often
reduced to the use of video surveillance
systems, public-order control and law
enforcement activities. Such an approach
does not fully reflect the contemporary nature
of the relationship between a city’s digital
development and the provision of its security.

In view of the above, it is important to
develop a public governance approach
according to which Safe City should be
regarded as a functional security component
of the Smart City concept. This component
ensures the integration of digital
technologies, data, institutions and
management processes to prevent threats,
respond to them promptly and ensure the
safe and resilient functioning of the urban
environment.

Analysis of recent research and
publications. The development of the Smart
City concept and the integration of security
components into contemporary urban
governance have been addressed by both
international and Ukrainian scholars. A.
Caragliu, C. Del Bo, and P. Nijkamp examine
Smart City through the interconnection
between technological infrastructure, human
and social capital, and sustainable urban
development. V. Albino, U. Berardi, and R. M.
Dangelico systematize the main approaches
to defining Smart City, its dimensions, and
development criteria. The use of urban data
and digital technologies in public governance
has been explored by S. Barns, J. R. Gil-Garcia,
M. Gasco-Hernandez, T. A. Pardo, J. Kandt, M.
Batty, E. Przeybilovicz, M. A. Cunha, and
others.

A separate area of research focuses on the
relationship between Smart City and Safe City.
M. Lacindk and J. Ristvej emphasize the
importance of strengthening the safety and
security dimension of Smart City and examine
the potential of modern technologies for
ensuring urban safety. J. Ristvej, M. Lacindk,
and R. Ondrejka further develop this
approach by considering Smart City and Safe
City as interconnected concepts and
identifying the areas in which they overlap.

148-161
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Among Ukrainian scholars, particular
aspects of the Safe City system have been
studied by I. S. Drok, O. V. Zinchenko, T. I.
Kadlubovych, and M. O. Karpenko, with a
focus on transport safety, emergency
response, protection of state sovereignty, and
the implementation of Safe City projects at
the national level. At the same time, the public
governance dimension of the Safe City system
and its role in Smart City development require
further research, particularly regarding the
use of digital data, interagency cooperation,
risk prevention, and support for managerial
decision-making.

The formulation of the goals of the
article. The purpose of the article is to provide
a theoretical substantiation of the place and
functional role of the “Safe City” concept
within the Smart City framework, define its
public administration content, and reveal the
mechanisms for integrating digital security
technologies into the management system of
the modern urban environment.

Presentation of the main results. The
formation of the Smart City concept is a
natural consequence of the transformation of
the modern urban environment under the
influence of urbanization, the development of
information and communication
technologies, the digitalization of public
governance, and the growing public demand
for improved quality of urban services [16].
The increasing complexity of modern cities,
population growth, growing pressure on
transport, energy, and utility infrastructure, as
well as the need to ensure environmental
sustainability and security, have created a
need to search for new approaches to
organizing urban development governance.

The concept of Smart City became widely
used in academic and governance discourse
at the beginning of the 21st century. At the
same time, its formation was associated with
earlier processes of urban informatization and
the development of the concepts of the
digital city, information city, sustainable city,
and e-governance [17].

This work is licensed under a Creative Commons Attribution 4.0 International License
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One of the important approaches to
understanding Smart City is presented by A.
Caragliu, C. Del Bo, and P. Nijkamp, who
associate the development of a smart city not
only with the availability of physical and
technological infrastructure but also with
human and social capital [4]. The researchers
emphasize the importance of information and
communication technologies for enhancing
the efficiency and competitiveness of modern
cities. Thus, technology is viewed not as an
end in itself in Smart City development, but as
one of the instruments for the comprehensive
development of the urban environment.

This approach is particularly important
for examining Smart City from the perspective
of public governance, as it makes it possible
to move beyond its narrow interpretation as
merely a set of digital technologies. The
availability of sensors, video surveillance
cameras, digital platforms, automated
transport systems, or other technological
solutions does not in itself constitute a smart
city. What is decisive is how these
technologies are integrated into the urban
governance system and used to address
socially significant issues, improve the
efficiency of public authorities, and enhance
the quality of life of the population.

V. Albino, U. Berardi, and R. M. Dangelico
emphasize the multidimensional nature of
the Smart City concept. Based on an analysis
of academic literature and documents issued
by international institutions, the researchers
draw attention to the absence of a single
universal definition of Smart City and to the
diversity of components used to characterize
the “smartness” of a city [1]. Therefore, Smart
City should be regarded not as a separate
technology or a local digital project, but as a
comprehensive direction of urban
development encompassing various spheres
of city functioning.

In this context, digital technologies
primarily perform an instrumental function.
Their application enables the collection and
processing of data on the condition of urban
infrastructure,  traffic ~ flows,  energy

148-161
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consumption, environmental conditions, the
functioning of utility systems, the state of
public spaces, and other urban processes.
Based on such data, public authorities are
able to assess situations more promptly,
identify problematic areas, forecast the needs
of the territorial community, and make
appropriate governance decisions.

Thus, Smart City development is directly
associated with the spread of data-driven
governance. Under  this approach,
information obtained from various urban
subsystems is transformed into a resource for
public governance. First and foremost, the
nature of governance activities changes:
alongside traditional administrative
mechanisms, digital monitoring, analytical
data processing, forecasting, automated data
exchange, and interagency information

interaction are becoming increasingly
important.
Importantly, the contemporary

understanding of Smart City is gradually
moving beyond a purely technological
approach. One of the key criteria for smart city
developmentis becoming the ability of digital
solutions to deliver tangible improvements in
the functioning of urban services and the
quality of life of the population. This approach
is reflected, in particular, in the international
standard ISO 37122:2019 “Sustainable cities
and communities - Indicators for smart
cities”, which associates Smart City
development with the improvement of urban
services and quality of life and establishes a
system of indicators for assessing progress in
this area [8].

Currently, academic discourse
demonstrates a gradual transition from a
technology-oriented understanding of Smart
City towards a comprehensive governance
approach. While at the initial stages
considerable attention was focused on the
development of information and
communication infrastructure and the
implementation of digital technologies,
Smart City is increasingly associated with
governance efficiency, sustainable
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development, human and social capital, the
quality of public services, and the capacity of
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public authorities to use data for managerial
decision-making [18].

Table 1 — Key Components of Smart City and Their Security Dimension

Content of the

Smart City Component Component

Public Governance
Aspect

Security Dimension

Smart Governance Digitalization of
governance processes, e-
services, open data, and
digital interaction between

public authorities and

Improving governance
responsiveness; using
data for decision-making;
interagency information
exchange

Protection of information
systems and data;
cybersecurity; rapid
exchange of threat-related
information; coordination

citizens among security actors

Smart Economy Innovation, digital Creating an enabling Economic resilience of the
economy, environment for city; protection of digital
entrepreneurship, innovation; digitalization of | economic infrastructure;
technological economic processes; ensuring the continuity of
development, and urban support for technological | businesses and essential
competitiveness development services

Smart Mobility Intelligent transport
systems, traffic
management, and digital

mobility services

Monitoring traffic flows;
traffic management;
optimization of transport
infrastructure

Road safety; detection of
accidents and hazardous
situations; emergency
response; monitoring and
management of traffic flows

Smart Environment Environmental monitoring,
energy efficiency,
resource and waste

management

Collection and analysis of
environmental data;
management of natural
and energy resources;
planning of environmental
policy measures

Early detection of
environmental and
technological hazards;
monitoring of risk indicators;
prevention of emergencies

culture, housing,
education, social
infrastructure, and safety

and quality of urban
services; creating a
comfortable and resilient
urban environment

Smart People Human and social capital, | Citizen engagement in Development of a safety
digital competencies, urban governance; culture; public information on
education, and civic development of digital threats; digital channels for
participation literacy; e-participation reporting hazardous events;

and communication citizen participation in
ensuring urban safety

Smart Living Quality of life, healthcare, | Ensuring the accessibility | Public and personal safety;

protection of public spaces;
video surveillance;
emergency response; Civil

protection; crime prevention

Source: systematized by the author based on:[1, 6].

The analysis of the Smart City
components (Table 1) demonstrates that
security is not limited exclusively to the Smart
Living component, within which it has
traditionally been associated with the quality
of life of the population. In fact, the security
dimension is cross-cutting and is manifested
across all components of a smart city: from
cybersecurity and the protection of
governance data within Smart Governance, to

transport safety within Smart Mobility,
economic resilience within Smart Economy,
the prevention of environmental and
technological  threats  within  Smart
Environment, and the development of a
safety culture within Smart People. Thus, the
role of security within the Smart City structure
is gradually expanding, creating grounds for a
separate examination of Safe City as a

This work is licensed under a Creative Commons Attribution 4.0 International License



The electronic scientifically and practical journal

“INTELLECTUALIZATION OF LOGISTICS AND SUPPLY CHAIN MANAGEMENT",

ISSN 2708-3195

security-oriented dimension of the digital
development of the modern city.

For the purposes of this study, the Smart
Living component is of particularimportance,
since the quality of urban life directly depends
not only on the accessibility of services,
housing conditions, mobility, or the state of
the environment, but also on the level of
personal and public safety. At the same time,
the security component is not confined to a
single area of Smart City. Transport system
safety is associated with Smart Mobility, the
protection of digital infrastructure with Smart
Governance, the resilience of energy and
utility systems with Smart Environment, while
the ability of public authorities to identify
threats in a timely manner and coordinate
response measures directly depends on the
quality of digital governance.

Therefore, security should be regarded as
one of the cross-cutting prerequisites for the
effective functioning of Smart City. The higher
the level of digital integration of the urban
environment, the greater the importance of
timely threat detection, protection of the
population and infrastructure, coordination
of relevant services, emergency response, and
the use of information to prevent potential
risks.

In this context, within the broader
development of Smart City, a distinct security-
oriented direction is gradually emerging,
associated with the wuse of digital
technologies for monitoring urban spaces,
preventing offences and emergencies,
protecting infrastructure, and providing
information and analytical support for the
activities of  public  authorities. Its
development creates the prerequisites for the
formation and expansion of the Safe City
concept.

Ensuring the safety of the population is
one of the fundamental prerequisites for the
sustainable functioning and development of
the modern city. Urban population growth,
the increasing complexity of transport and
utility infrastructure, the concentration of
numerous economic and social facilities, the
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growing intensity of information flows, and
the emergence of new technological risks
significantly broaden the range of threats
faced by the urban environment. Under these
conditions, security is gradually ceasing to be
regarded exclusively as the responsibility of
law enforcement agencies and is acquiring a
comprehensive character, encompassing
public, transport, technological, information,
cyber, infrastructure, and other
interconnected dimensions of security.

These processes have directly influenced
the development of the Smart City concept.
The digitalization of the urban environment
has created new opportunities not only for
optimizing traffic flows, managing energy
resources, or providing public services, but
also for monitoring the state of urban spaces,
detecting hazardous situations, preventing
offences, coordinating the activities of
relevant services, and ensuring rapid
response to threats. As a result, security issues
have gradually become one of the important
areas of smart city development.

The relationship between the
technological development of Smart City and
the provision of urban security is reflected in
the works of international researchers. In
particular, K. T. Chui, P. Vasant, and R. W. Liu,
examining urban monitoring and surveillance
systems, draw attention to the potential of
information and communication
infrastructure, sensor devices, cameras, and
big data analytics technologies for protecting
people and property. At the same time, the
use of such technologies is accompanied by a
number of challenges related to data quality,
privacy, information security, and relevant
public policy [5]. Thus, the digitalization of
urban security creates not only new
governance instruments but also new objects
and risks of public regulation.

The gradual emergence of a distinct
security-oriented dimension of urban digital
development contributed to the spread of the
Safe City concept. At the initial stages, its
practical implementation was largely
associated with maintaining public order,
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preventing crime, and using video
surveillance systems. Surveillance cameras
made it possible to continuously monitor
specific areas of urban space, record events,
and use the information obtained in law
enforcement  activities. However, the
development of information and
communication technologies has gradually
expanded the capabilities of such systems.

An important direction of this
transformation has been the use of data not
only to record offences that have already
occurred but also to prevent them. Research
in the field of urban security demonstrates the
potential for combining crime-related
information with data on the characteristics of
the urban environment, land use, population
movements, and other factors. On this basis,
digital systems can be used as decision-
support tools in the formulation and
implementation of urban security policies.

In the academic literature, Safe City is
considered one of the directions for
developing a secure urban environment
through the application of modern
technologies. In particular, a systematic
review devoted to the development of a
conceptual Safe City model associates a safe
city with the use of technologies by public
authorities, communities, and  other
stakeholders to reduce crime risks and create
an environment in which the population can
feel safe. At the same time, security is
identified as one of the essential aspects of
Smart City development.

At the same time, the relationship
between the concepts of Smart City and Safe
City is not interpreted uniformly in
contemporary academic literature. Some
approaches consider Safe City as a separate
functional component of Smart City, primarily
focused on ensuring public safety. Other
studies emphasize the much broader scope of
urban security, which does not allow Safe City
to be fully subordinated to the Smart City
concept.

The position of J. Ristvej, M. Lacindk, and
R. Ondrejka is particularly illustrative in this
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context. The researchers note that at the early
stages of their research they considered Safe
City as one of the systems within Smart City;
however, they subsequently concluded that
such an approach did not cover the entire
spectrum of urban security issues [14]. As a
result, they proposed considering Smart City
and Safe City as independent but partially
interconnected concepts. This position
demonstrates the complexity of establishing
a clear hierarchy between a “smart” and a
“safe” «city and indicates the gradual
expansion of the scope of the Safe City
concept.

From a public governance perspective,
this transformation in the functional content
of Safe City is of particular importance. While
traditional urban security systems were
primarily focused on surveillance, event
recording, and subsequent response by
relevant services, modern digital
technologies make it possible to establish a
significantly more complex system of
information support for governance. Video
surveillance is complemented by intelligent
video analytics, geographic information
systems, sensors and Internet of Things
devices, automated recognition of specific
objects and events, big data analytics, digital
public warning systems, and interagency
information exchange tools.

Accordingly, the role of data in the urban
security system is also changing. Data can be
used not only as a source of information
about events that have already occurred, but
also to identify high-risk areas, detect
patterns, forecast possible developments,
and select the most appropriate governance
measures. This creates the prerequisites for a
transition from a predominantly reactive
approach to urban security towards more
preventive and risk-oriented governance.

Along with the technological expansion
of Safe City, the range of actors involved in
ensuring urban security is also broadening.
While law enforcement agencies and
emergency services traditionally played the
primary role in this field, the functioning of a
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modern digitalized city requires interaction
among local self-government bodies, state
authorities, police, rescue and medical
services, urban infrastructure operators,
transport enterprises, municipal services, and
other actors. Consequently, the issue of urban
security is acquiring a distinct interagency
and cross-sectoral character.

At the same time, the technological
advancement of security should not be
equated with the unlimited expansion of
surveillance systems. Contemporary research
increasingly focuses on risks related to
privacy, personal data protection,
cybersecurity, algorithmic data analysis, and
the possibility of excessive surveillance of
urban spaces. Therefore, the effectiveness of
Safe City is determined not only by the
number of installed cameras, sensors, or other
digital tools, but also by the existence of
appropriate  organizational, legal, and
governance mechanisms regulating their use.

Thus, the development of Safe City is
characterized by a gradual transition from
local surveillance and monitoring
technologies to the comprehensive use of
digital data in urban security processes. This
transformation simultaneously broadens the
scope of public governance: alongside
maintaining public order, it increasingly
encompasses risk prevention, infrastructure
protection, information exchange,
coordination among relevant services, data
protection, and ensuring the resilient
functioning of the urban environment.

In this regard, the study of Safe City in the
context of Smart City requires a shift from a
purely technological interpretation towards
an analysis of its governance dimension. Of
particular importance is the question of how
information obtained through the city's
digital infrastructure is integrated into the
activities of public authorities, transformed
into governance decisions, and used to
prevent and minimize security risks.

The development of Safe City systems
highlights the need to consider them not
merely as a set of technical tools for
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surveillance, event recording, and data
analysis, but as an element of the
contemporary system of public governance
of urban security. Technological
infrastructure alone does not ensure the
security of the urban environment [2]. Its
practical value is determined by the capacity
of public authorities to use the data obtained
to identify problems, assess risks, coordinate
the activities of relevant services, make
governance decisions, and organize timely
responses.

This  approach  corresponds  with
contemporary research on smart urban
governance. E. Przeybilovicz and M. A. Cunha
consider the digital transformation of the
urban environment as a factor contributing to
the emergence of new dynamic models of
urban governance, within which the nature of
interaction among public authorities,
information and communication
technologies, and citizens directly influences
the mechanisms through which governance
functions are performed [12]. In turn, S.
Ranchorddas and A. Klop associate the
development of data-driven governance in
Smart City with the use of big data, artificial
intelligence, the Internet of Things, and
predictive analytics to improve the efficiency
of public services and managerial decision-
making. The combination of these
components makes it possible to understand
Safe City more broadly than traditional video
surveillance  systems  or  automated
monitoring of individual areas of urban space
[13].

In the traditional model of urban security,
information about an offence, accident,
emergency, or other hazardous event is
generally received by the relevant authority
or service only after the event has occurred.
Subsequent governance actions are aimed at
containing the event, mitigating its
consequences, establishing the
circumstances, and restoring the normal
functioning of the affected area or facility.
Such an approach is predominantly reactive,
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as the governance system responds to a
threat that has already materialized.

The digitalization of the urban
environment creates the prerequisites for a
gradual transformation of this model. The
continuous flow of information from various
sources enables public authorities and
relevant services to obtain data on the
condition of individual facilities and processes
in near real time. As a result, information can
be used not only to record an event but also
to detect deviations, identify potentially
hazardous situations, assess risks, and take
appropriate measures in advance.

In this context, one of the key elements of
the public governance dimension of Safe City
is the information and analytical function.
Large volumes of information obtained from
various sources acquire governance value
only when they are systematized, compared,
and analyzed [3]. Therefore, what becomes
fundamentally important is not the
accumulation of data itself, but its
transformation into information suitable for
use in managerial decision-making.

At the same time, the effective use of data
requires their integration. Information on the
condition of public spaces, transport
infrastructure, road traffic, municipal facilities,
or emergencies may be generated by
different authorities, services, and
information systems. The isolated use of such
information limits the possibilities for a
comprehensive assessment of the situation.
In contrast, effective information exchange
makes it possible to develop a more
comprehensive understanding of the state of
the urban environment and the nature of
existing risks.

This leads to another important function
of the Safe City system - the coordination
function. Ensuring the security of a modern
city extends beyond the competence of any
single public authority. Responding to
different types of threats may simultaneously
require the involvement of local self-
government bodies, law enforcement
agencies, civil protection authorities and
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units, emergency medical services, municipal
enterprises, transport services, and other
actors [7]. Under such conditions, governance
effectiveness depends not only on the powers
of each actor but also on the speed of
information exchange and the coordination
of joint actions.

The monitoring function also plays an
important role in the operation of Safe City
and involves systematic observation of the
urban environment and individual processes
relevant to security. Unlike the episodic
receipt of information, digital monitoring
makes it possible to generate continuous
information flows, track changes in relevant
indicators, and promptly identify
developments requiring governance
intervention.

The preventive function is directly related
to the monitoring and information and
analytical functions. The use of accumulated
data and the results of their analysis creates
opportunities to identify recurring patterns,
determine high-risk areas or facilities, and
plan measures aimed at preventing or
reducing the likelihood of adverse events.
Thus, governance activities gradually shift
from responding to consequences towards
preventing threats.

The managerial decision-support
function is of particular importance. Given the
large number of simultaneous information
flows, an official or public authority may not
always be able to process the entire volume of
available information promptly. Digital
analytical tools make it possible to structure
data, identify priority events, reveal
interrelationships, and provide an
information basis for selecting appropriate
governance decisions [9]. At the same time,
technology should not replace the
competent public authority: it performs a
supporting role, while responsibility for
decision-making remains with the relevant
authority or official.

Today, digital technologies are changing
the nature of information support for public
governance. In the traditional governance
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model, information was largely received
through citizens’ appeals, reports from
relevant services, statistical reporting, and
other documented sources. In the digitalized
urban environment, these sources are
supplemented by automated data flows that
can be generated continuously and
characterize the current state of particular
processes. As a result, the time between the
emergence of a hazardous situation, its
detection, and the initiation of a governance
response is reduced.

The public governance dimension of the
Safe City system is also manifested through its
organizational function. The integration of
digital technologies into security processes
requires the identification of responsible
actors, the delineation of their competencies,
the establishment of procedures for access to
information resources, information exchange,
and response algorithms. Therefore, the
technological integration of information
resources should be accompanied by the
corresponding organizational integration of
the activities of public governance actors.

Equally important is the control function,
which is associated with the possibility of
evaluating the outcomes of governance
decisions and measures implemented. The
accumulation of data makes it possible to
compare the state of the urban environment
before and after the implementation of
relevant decisions, assess the response time
of services, identify recurring problems, and
adjust governance measures accordingly [11].
This creates a feedback mechanism linking
information  collection, decision-making,
implementation, and evaluation of results.

At the same time, the digitalization of
urban security governance gives rise to a
number of new governance and legal
challenges. The concentration of large
volumes of information, including data on
individuals’ movements and behavior, creates
risks of unlawful interference with privacy,
unauthorized access to information, data
leakage, or the use of data for purposes other
than those for which they were originally
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collected [15]. The wuse of algorithmic
analytical systems further raises issues
concerning the transparency of technological
solutions, non-discrimination, the limits of
automated data processing, and
accountability for decisions made with the
use of such technologies.

Therefore, the public governance
effectiveness of Safe City cannot be assessed
solely by the number of installed cameras and
sensors, established situation centers, or the
volume of accumulated data. It should be
determined by the system’s capacity to
ensure timely threat detection, effective
information exchange, coordination among
relevant actors, well-grounded governance
decisions, rapid response, and respect for
human rights and freedoms [10].

Thus, from a public governance
perspective, the Safe City system is
characterized by a combination of
monitoring, information and analytical,
coordination, organizational, preventive, and
control functions, as well as the managerial
decision-support function. Their
implementation enables the transformation
of digital data on the state of the urban
environment into a public governance
resource and creates the prerequisites for
improving the responsiveness and soundness
of public authorities’ activities in the field of
urban security.

Accordingly, the fundamental difference
between the contemporary Safe City system
and traditional technical surveillance systems
lies not so much in the number or
technological complexity of the tools
employed, but rather in the integration of the
data obtained through these tools into the full
public governance cycle — from problem
identification and risk assessment to decision-
making, organization of response measures,
and evaluation of their effectiveness. It is this
aspect that makes it possible to consider the
development of Safe City systems as part of
the broader processes of the digital
transformation of public governance of the
urban environment.
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Conclusions.

In the context of the digital
transformation of the urban environment,
security is becoming one of the key
dimensions of Smart City development. At the
same time, its role cannot be limited
exclusively to the Smart Living domain, since
security-related objectives are, to varying
degrees, integrated into all major
components of a smart city. The protection of
information resources, transport safety, urban
infrastructure resilience, prevention of
technological and environmental threats,
maintenance of public order, and
development of a public safety culture
constitute an interconnected set of tasks that
requires the coordinated use of digital and
governance instruments.

The development of the Safe City
concept demonstrates a gradual
transformation of the approach to ensuring
urban security. A Safe City can no longer be
identified solely with video surveillance
systems, technical recording of events, or
monitoring of public spaces. Its contemporary
content is primarily determined by the
capacity to integrate various sources of
information and use the data obtained for
timely threat detection, risk assessment,
forecasting of possible developments, and
the organization of coordinated response
measures. Accordingly, the technological
development of Safe City is gradually
evolving into a broader transformation of
urban security governance.

A key outcome of this transformation is
the changing role of information in the
governance process. Data no longer serve
exclusively as a means of recording events but
are increasingly becoming a resource for
public governance. Their  systematic
collection, integration, and analytical
processing make it possible to reduce the
time between the emergence of a threat, its
detection, and the initiation of a governance
response. This creates the conditions for a
gradual transition from a predominantly
reactive security model to preventive and risk-
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oriented governance of the urban
environment.

The governance effectiveness of the Safe
City system therefore depends not on the
number of cameras, sensors, information
platforms, or other technical tools, but on the
extent to which they are integrated into the
activities of public authorities and relevant
services. Of decisive importance is the
system's capacity to ensure continuous
monitoring,  analytical  processing  of
information, effective interagency data
exchange, coordination among relevant
actors, support for managerial decision-
making, and control over the results of
implemented decisions. Therefore,
technological  integration  should be
accompanied by  organizational and
governance integration.

At the same time, the expansion of the
technological capabilities of Safe City creates
a new set of risks for public governance. The
accumulation of large volumes of data, the
increasing use of intelligent video analytics,
and algorithmic data processing raise
important issues related to personal data
protection, privacy, cybersecurity,
transparency in the wuse of digital
technologies, and accountability for decisions
made with their assistance. Therefore, the
further development of Safe City should be
based on a combination of technological
efficiency, appropriate legal and
organizational frameworks, and respect for
human rights and freedomes.

Thus, the prospective development of
Safe City systems should focus not on simply
expanding digital infrastructure, but on
establishing an integrated mechanism for
urban security governance in which
technologies provide the information basis
for monitoring, threat prevention,
coordination, and decision-making. It is
precisely the capacity to transform digital
data into timely and well-grounded
governance actions that will determine the
actual effectiveness of Safe City as a security-
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oriented dimension of contemporary Smart
City development.
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