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ARTIFICIAL INTELLIGENCE IN THE ACTIVITIES OF THE SECURITY
AND DEFENSE FORCES OF UKRAINE: PUBLIC AND ADMINISTRATIVE
ASPECT

Vira Dabizha, Anastasiia Nekriach “Artificial intelligence in the activities of the security and
defense forces of Ukraine: public and administrative aspect”. The article examines the use of artificial
intelligence in the activities of Ukraine’s security and defence forces from the perspective of public
administration. It is substantiated that, under conditions of digital transformation, increasing volumes of
information, and a more complex security environment, artificial intelligence is becoming not only a
technological tool but also an instrument for information and analytical support of management processes in
the field of national security and defence. The functional roles of the security forces and defence forces are
distinguished, and the specific features of Al application are identified in accordance with the competences and
tasks of individual actors. The main areas of artificial intelligence use in the activities of the Armed Forces of
Ukraine and other components of the defence forces, the National Guard of Ukraine, the State Border Guard
Service of Ukraine, the Security Service of Ukraine, intelligence agencies, the National Police of Ukraine, civil
protection forces, and cybersecurity and cyber defence actors are systematised. The information and analytical,
monitoring, forecasting, planning, coordination, and management decision-support functions of Al are
identified. Particular attention is paid to the potential of artificial intelligence to facilitate interagency
interaction, integrate relevant data, develop shared situational awareness, and improve the timeliness of
responses to complex threats to national security. The necessity of distinguishing between the output generated
by an Al system and a management decision is substantiated. It is argued that artificial intelligence should be
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regarded as an intelligent tool for supporting public management decisions, while final decision-making and
responsibility for its consequences should remain with the authorised public authority or official. Prospective
areas for further integration of artificial intelligence into the public administration system of Ukraine’s security
and defence forces are identified.

Keywords: artificial intelligence, public administration, security forces, defence forces, security and
defence sector, national security, management decisions, interagency interaction, information and
analytical support, digital transformation

Bipa fa6ixa, Auacmacia Hekpsayu «Lmy4Huii inmenekm y disneHocmi cun 6e3neku i 06opoHu
YKpaiHu: ny6niyHo-ynpaeniHcbkuli acnekm». Y cmammi 00CniOXeHO BUKOPUCMAHHA WMY4YHO20
iHmenekmy e disnbHocMi cun 6esnexu i 060poHU YkpaiHu 3 no3uyit nybniyHozo ynpaesniHHa. O6rpyHmoseaHo,
wo 8 ymosax yugposoi mpaHcgpopmayii, 3pocmarHHA 06cazie iHhopmauii ma ycknaoHeHHA 6e3nekos8o2o
cepedosuwa WmMy4HUU iHmMenekm Habysae 3HAYeHHA He JlulWe MexHO/102i4H020 3acoby, a U iHcmpymeHmy
iHhopmayitiHo-aHanimuyHo20 3abe3nevyeHHA ynpassiHCLKUX npouecie y cghepi HauioHanbHoi 6e3neku i
060pOHU. Po3mMeX08aHO (hyHKUiOHANbHE NPU3HAYEHHA cui 6e3neku ma cusi o6opoHU MAa BU3HAYeHO
ocobniusocmi 3acmocysaHHs mexHosnoeili LUl 8idnogioHo 00 komMnemeHyii i 3a80aHbL OKpemux cy6’ekmis.
Cucmemamu308aHO OCHOBHI HANPAMU BUKOPUCMAHHA WMYy4YHO020 iHmenekmy y disnbHocmi 36polHux Cun
YkpaiHu ma iHwux cknadosux cusii 060poHuU, HauioHaneHoi 2e8apoii YkpaiHu, [epxasHoi npukopOOHHOT
ayx6u YkpaiHu, Cnyx6u 6e3neku Ykpaiu, po3gidysansHux opeaHie, HauioHansHoi noniuyil YkpaiHu, cun
yusineHo20 3axucmy ma cy6’ekmis kibepbesneku i kKibepaxucmy. BuokpemsneHo iHpopmayitiHo-aHanimuyry,
MOHIMOPUH208Y, NPO2HOCMUYHY, NJAHY8A/bHY, KOOPOUHAUiUHY yHKUil LI ma ¢yHKuito nidompumku
nputHAMMA ynpasniHcoekux piieHs. Ocobnusy ysazy npudineHo nomeHuyiany Wwmy4Ho20 iHmesnekmy y
3abe3neyveHHi Mix8i0oM40i 83a€MOOI, iHMezpayii peneeaHMHuUx 0aHUX, POPMyYB8AaHHI CnisbHOI cumyayitiHol
06i3HaHocmi ma nidsuuweHHi onepamusHoOCMi ped2y8aHHA Ha KOMNJIEKCHI 3a2po3u HAYioOHAbHIl 6e3neuyi.
O6rpyHmMosaHo HeobXiOHiCMb  po3Mexy8aHHA pe3yibmamy  @QyHKYioHyeaHHa cucmemu LI ma
ynpasniHcbKozo piweHHs. [JosedeHo, o wmy4HuUl iHmesnekm 0oyinbHO po32nadamu aK iHmenekmyaneHuUl
iHcmpymeHm  nidmpumKku  ny6aiyHO-ynpasniHCcbKUx piwieHb, mMoOi AK 0CMAmMoYHe pilleHHA ma
8i0nosidasnbHicme 3a i020 HACAIOKU MAromMe 3a7UWIAMUCA 3d YNOBHOBAXEHUM Cy6’ekmom. BusHaveHo
nepcnekmugHi Hanpamu nodasnewoi iHmezpauyii LUl 8 cucmemy nybniuHo2o ynpaeniHHaA cunamu 6esneku i
000pOoHU YkpaiHu.

Kniouosi cnoea: wtyuHun iHTenekT, nybniuyHe ynpasfiHHA, 060POHO3AATHICTb, cUnK Ge3neKku i
060poHN, cekTop 6e3nekn i 0OOPOHW, HauioHanbHa 6e3neka, yNpPaBRiHCbKI PilleHHA, MiXBigomua
B3aemogis, iHpopMaLiiHO-aHaniTuYHe 3a6e3neyeHHs, uMPpPoBa TpaHchopmaLis

creates new opportunities for the activities of
security and defence sector actors.

Introduction. The development of
artificial intelligence is one of the key

determinants of the contemporary digital
transformation of public administration
systems and, at the same time, has a
significant impact on the nature of national
security and defence provision. The ability of
artificial intelligence systems to process large
volumes of heterogeneous data, identify
patterns, detect potential threats, model
possible scenarios, and provide information
and analytical support for decision-making

Accordingly, artificial intelligence is gradually
becoming not only a technological tool but
also an important element of modern
management processes in the security and
defence domain.

For Ukraine, these processes are of
particular importance in the context of the
full-scale armed aggression of the Russian
Federation, the hybrid nature  of
contemporary threats, the highly dynamic
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security environment, and the need to make
management decisions under severe time
constraints and considerable information
uncertainty. Modern confrontation takes
place  simultaneously across  military,
information, cyber, technological, and other
domains, which significantly increases the
volume of information requiring analysis and
complicates the processes of forecasting,
planning, and coordinating the activities of
relevant public institutions.

Under these conditions, the use of
artificial  intelligence  technologies s
becoming one of the factors enhancing the
capacity of the security and defence forces to
detect threats in a timely manner, assess risks,
analyse changes in the operational
environment, and provide information
support for management decision-making.
The potential of Al can be realised in
intelligence  and  analytical activities,
situational awareness, cybersecurity, state
border protection, critical infrastructure
protection, logistics, threat forecasting, the
operation of unmanned systems, information
security, and other areas of activity of the
security and defence forces.

At the same time, the use of artificial
intelligence in this field should not be limited
exclusively to the introduction of individual
technological solutions. From the perspective
of public administration, the integration of Al
capabilities into the system of management
relations is of fundamental importance. Such
a system encompasses the delineation of
actors’ competences, the organisation of

information exchange, interagency
interaction, coordination of activities,
formulation of management decisions,

monitoring of their implementation, and
evaluation of their effectiveness.

Another specific feature of the issue is
that the security forces and defence forces,
while constituting components of Ukraine’s
security and defence sector, have different
functional purposes. However, under
contemporary conditions, addressing a
significant proportion of security challenges

89-99
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requires their systematic interaction. Threats
to national security are increasingly complex
in nature and are not confined to the area of
responsibility of a single public authority. This
necessitates interagency data exchange,
interoperability of information systems,
harmonisation of analytical procedures, and
the establishment of a shared information
environment.

It is in this context that artificial
intelligence can be regarded as an instrument
for strengthening both horizontal and vertical
interaction among security and defence
sector actors. The integration of data from
various sources, their automated analysis, and
the timely provision of relevant information
to the appropriate levels of management can
reduce the time between threat detection
and decision-making, enhance situational
awareness, and enable a more informed
allocation of forces and resources.

At the same time, the proliferation of Al is
transforming the traditional mechanism of
management decision-making. In the
classical management model, the decision-
maker receives information, analyses it,
identifies alternatives, and makes a decision.
The application of artificial intelligence,
however, introduces an additional
information and analytical layer between the
acquisition of primary data and the
formulation of a management decision.
Algorithmic  systems can  preprocess
information, identify hidden patterns, assess
risks, forecast possible scenarios, and
generate recommendations for an authorised
official.

This provides grounds for considering Al
as an intelligent tool for supporting public
management decisions in the security and
defence domain rather than as an
independent decision-making actor. The final
decision, particularly where it may entail legal,
security-related, or other socially significant
consequences, should remain within the
competence and responsibility of the
authorised actor. Based on the above, the
technological advantages of Al must be
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combined with the fundamental principles of
public administration, namely legality,
accountability, responsibility, and the
controllability of management activities.

A relevant scientific task is therefore to
conduct a comprehensive study of the use of
artificial intelligence in the activities of
Ukraine’s security and defence forces
specifically from the perspective of public
administration. This requires identifying the
system of actors involved in such use,
systematising the main areas of Al
application, determining its role in the
performance of management functions,
examining the potential of intelligent
technologies for interagency coordination,
and substantiating their impact on the
mechanisms for preparing, making, and
implementing management decisions in the
field of national security and defence.

Analysis of recent research and
publications. The issue of the use of artificial
intelligence in the field of national security
and defence has received increasing
attention in recent years in both Ukrainian
and international academic research. Scholars
primarily focus on the practical applications of
Al technologies, their use in the military
domain, ensuring state security and
cybersecurity, the automation of specific
processes, threat forecasting, and decision-
making support.

S. Hurzhii examines the role and
significance  of  artificial  intelligence
technologies in the military-technical sphere,
analyses global trends in their application, the
specific features of Al use by armed forces, as
well as the associated risks and threats. The
research conducted by S. Bielai, V. Hladkov, O.
Pivnenko, D. Pokhodenko, and M. Skliar is also
important for the issues under consideration,
as the authors substantiate conceptual
directions for the implementation of artificial
intelligence to meet the needs of Ukraine’s
security and defence sector. The researchers
propose an approach to establishing
nationwide, departmental, and interagency
artificial  intelligence  platforms  and

89-99
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emphasise the need for cooperation among
the defence forces, public institutions, the
academic community, and civilian technology
developers.

In turn, Yu. Danyk, A. Dykyi, V. Shestakov,
and R. Shyrshov provide a comprehensive
analysis of the possibilities for the
implementation and use of artificial
intelligence to meet the needs of Ukraine’s
security and defence sector. The authors
examine the application of Al in cybersecurity,
critical infrastructure protection, information
operations, and other areas of national
security. Particular attention is paid to the
need to establish an effective system for
managing Al implementation processes,
ensuring the safety of its use, managing risks,
training personnel, and applying human-
machine models.

V. Hmyria, V. Korniienko, and M. Styshuk
examine the organisational and legal
foundations for the use of artificial
intelligence in the field of state security,
including law enforcement activities. In their
research, they focus on the legislative
framework governing the use of Al, issues of
responsibility, personal data protection,
cybersecurity, and compliance with ethical
principles in the application of relevant
technologies.

Thus, existing academic research
provides a sufficient theoretical foundation
for identifying the technological, military,
security, organisational, and legal aspects of
artificial intelligence use. At the same time,
the application of Al specifically from the
perspective of public administration of
Ukraine’s security and defence forces remains
insufficiently systematised. In particular,
further research is required into the system of
actors involved in the use of Al its
management functions, the possibilities for
ensuring interagency information and
analytical interaction, and the impact of Al
technologies on the processes of preparing,
making, and implementing management
decisions in the field of national security and
defence.
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The formulation of the goals of the
article. The purpose of the article is to provide
a theoretical substantiation of the public
administration principles governing the use
of artificial intelligence in the activities of
Ukraine’s security and defence forces, to
determine its functional role within the
national security system, and to reveal the
potential of Al as a tool for information and
analytical support, interagency coordination,
and enhancing the soundness of
management decision-making.

Presentation of the main results. The
study of the use of artificial intelligence in the
activities of the security and defence forces
requires, first and foremost, determining the
place of the relevant actors within the overall
system of ensuring Ukraine’s national
security. This approach is of fundamental
methodological importance, since the
concepts of the “security and defence sector”,
“security forces”, and “defence forces” are not
identical, and treating them as equivalent
complicates the identification of
management functions and areas of
application of Al technologies [13].

According to the Law of Ukraine “On
National Security of Ukraine”, the security and
defence sector constitutes a system
comprising public authorities, the Armed
Forces of Ukraine, other military formations,
law enforcement and intelligence agencies,
state bodies of special purpose with law
enforcement functions, civil protection forces,
the defence-industrial complex, and other
entities defined by law whose activities are
aimed at protecting Ukraine’s national
interests from threats [13].

According to the legislation, the structure
of the sector comprises four interconnected
components: the security forces; the defence
forces; the defence-industrial complex; and
citizens and public associations that
voluntarily participate in ensuring national
security. Therefore, the security forces and
defence forces should not be regarded as
synonymous concepts but rather as
functionally distinct yet interconnected

89-99
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components of a unified national security
system.

Under the legislation, the security forces
are defined as law enforcement and
intelligence agencies, state bodies of special
purpose with law enforcement functions, civil
protection forces, and other bodies entrusted
with functions related to ensuring national
security. The defence forces comprise the
Armed Forces of Ukraine, other military
formations, law enforcement and intelligence
agencies, and state bodies of special purpose
with law enforcement functions that are
entrusted with functions related to ensuring
the defence of the state [14].

Such a regulatory distinction indicates
that whether a particular actor belongs to the
security forces or the defence forces is
determined not only by its institutional status
but primarily by the nature of the functions it
performs. Moreover, certain actors may
perform tasks both within the security forces
and as part of the defence forces, depending
on the applicable legal regime, the nature of
threats, and the tasks assigned to them. A
notable example is the National Guard of
Ukraine, which in peacetime forms part of the
security forces and performs law enforcement
functions, while simultaneously developing
the capabilities required to perform tasks as
part of the defence forces.

From the perspective of public
administration, this specific feature is directly
relevant to determining the model for the use
of artificial intelligence. Al does not operate
independently of the competence of the
respective public authority. The areas of its
application should be determined by the
functional purpose of the respective actor, the
nature of the tasks assigned to it, the type of
information being processed, the level of the
management decision, and the potential
consequences of such a decision [15].

In this regard, it is appropriate to
distinguish between the institutional and
functional dimensions of artificial intelligence
application. The institutional dimension
characterises the range of bodies and
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structures that use, implement, coordinate, or
support the functioning of Al systems. The
functional dimension reflects the specific
management tasks for which the relevant
technologies are  applied, including
monitoring, analysis, forecasting, planning,
coordination, resource allocation,
information support, and decision-making
support [3].

It is the functional approach that makes it
possible to explain why the same artificial
intelligence technology may serve different
management purposes. For example,
computer vision technologies may be used by
the defence forces to analyse the operational
environment and recognise objects, by
border guard units to monitor the state
border, by law enforcement agencies to
perform security tasks defined by law, and by
civil protection actors to assess the
consequences  of  emergencies. The
technological basis may be similar; however,
the management purpose, legal regime
governing data, level of risk, and
responsibility of the respective actors differ
significantly [1].

In this context, the concept of the
management function of Al becomes
particularly important. This does not imply
granting artificial intelligence any public
authority or decision-making powers; rather,
it involves identifying those stages of the
management  process at which Al
technologies can enhance the speed,
completeness, and soundness of the activities
of public administration actors [6].

In our view, six main functional areas of Al
use can be distinguished in the activities of
the security and defence forces:

1. information  and  analytical -
automated processing of large volumes of
structured and unstructured data, their
systematisation, identification of
interrelationships, and generation of
analytical information;

2. monitoring - continuous observation
of changes in the security environment,
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information and cyberspace, as well as the
condition of individual facilities and systems;

3. forecasting — identification of trends,
risk assessment, forecasting of potential
threats, and modelling of possible scenarios
for the development of a situation;

4. planning - information support for
strategic, operational, and resource planning,
identification of alternative courses of action,
and assessment of their potential
consequences;

5. coordination - facilitating the rapid
exchange of relevant information among
actors, harmonising data from different
sources, and creating a shared information
environment;

6. management decision-making
support — generating analytical assessments,
forecasts, and possible alternatives for
subsequent  decision-making by the
authorised actor.

This classification demonstrates that,
from the perspective of public administration,
the greatest potential of Al lies not in
replacing humans in the management
process, but in reducing the time between
receiving primary  information and
formulating a well-founded decision [2]. This
is particularly important in the field of
national security and defence, where time
itself often constitutes an independent factor
in management effectiveness.

At the same time, it should be taken into
account that the application of artificial
intelligence  changes the traditional
configuration of information flows. Under the
classical model, information sequentially
passes through individual organisational
levels, units, and officials, at each of whichiit is
summarised, analysed, and transmitted to the
next level [9]. Where a large number of actors
are involved, such a model may lead to
duplication of information, delays in its
transmission, and institutional fragmentation.

The use of Al technologies potentially
enables a transition towards an integrated
model in which data from different sources
are combined within a shared information
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and analytical environment, processed
automatically, and provided to the relevant
management actor in accordance with its
competence [10]. Within such a model, Al

does not function as an independent
management centre but rather as a
technological element that facilitates

information exchange between different
stages of the management cycle.

Therefore, interagency coordination
becomes critically important. Contemporary
threats to national security are characterised
by their interconnected nature and their
ability to manifest simultaneously across
military, information, cyber, economic, and
social domains. Accordingly, the effectiveness
of responses increasingly depends on the
capacity of public institutions not only to
collect their own data but also to promptly
integrate them with information obtained
from other actors, develop a shared
understanding of the security environment,
and coordinate management actions.
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In this context, artificial intelligence can
serve as an integrative element within the
information and analytical framework of
interagency interaction, facilitating the
processing of heterogeneous data and their
transformation into information suitable for
use at the relevant level of management.
However, establishing such an integrated
framework  requires not only the
technological interoperability of systems but
also a clear delineation of powers, rules
governing access to information,
responsibility for data quality, procedures for
data exchange, and appropriate oversight
mechanisms [12].

The public administration approach to
the use of artificial intelligence in the activities
of the security and defence forces therefore
requires Al to be considered not as an isolated
technology but as an integral component of
the management cycle, embedded within a
system of actors, functions, information flows,
and interagency interaction.

Table 1. Functional Areas of Artificial Intelligence Use in the Activities of Ukraine’s Security

and Defence Forces

Subjects / Prospective Areas of Al Use

Management Functions 2t L Bl

Functional Area Effect
enhanced situational
Armed  Forces of | analysis of the operational environment; . .| awareness; reduced
: . o " | analysis; forecasting; | . . AN
Ukraine and other | processing of intelligence data; - .. 2" | information processing time;
. .| planning; organisation; LY
components of the | computer vision; unmanned and robotic . . resource optimisation;
; L decision-making support | . L
Defence Forces systems; forecasting; logistics increased  timeliness  of

decision-making

National Guard of

Ukraine

part of the Defence Forces

analysis of the security environment;
monitoring; protection of designated
facilities; use of unmanned systems;
data analysis while performing tasks as

integration of security and
defence capabilities; more
rapid response; improved
coordination efficiency

monitoring; analysis;
forecasting; coordination;
decision-making support

State Border Guard

intelligent monitoring of the state border;
analysis of photo and video data;

enhanced effectiveness of
border  control; early
detection of threats;

monitoring; risk
identification;

Service of Ukraine

anomaly detection; risk forecasting;
unmanned monitoring

forecasting; control

optimisation of the use of
forces and resources

Security Service of
Ukraine and

analysis of large datasets; identification
of relationships and patterns; threat

analysis; forecasting; risk
assessment; information

early detection of threats;
improved quality of analytical

. . analysis; information-analytical and | support for decision- | information; enhanced
intelligence agencies o . . .
counterintelligence support making forecasting capacity
intelligent data analytics; analysis of N . .| faster  response;  more
. . . . . monitoring; analysis; . .
National Police of | information resources as provided by L2 0 efficient use of resources;
! . T o forecasting; organisation L
Ukraine law; support for situational analysis; risk enhanced situational
o of response measures
identification awareness
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State Emergency

forecasting of emergencies; analysis of

early identification of risks;

; . the consequences of destruction; . .| optimisation of response
Service of Ukraine o " .| forecasting;  planning; i .
. . monitoring of hazardous areas; analysis L2 measures, increased
and civil protection L e coordination; control )
forces of geospatial information; resource effectiveness  of  rescue
planning operations

Cybersecurity  and
cyber defence actors

automated anomaly detection; cyber
threat  analysis;  forecasting  of
cyberattacks; detection of malicious

monitoring; analysis;
forecasting; prevention

faster detection of cyber
incidents; enhanced cyber
resilience; reduced response

activity time
development of a
Strategic and | data integration; scenario modelling; | strategic analysis; | comprehensive picture of the
interagency strategic forecasting; assessment of | planning; coordination; | security environment;
governance bodies complex risks control enhanced evidence-based
strategic decision-making
Source: systematised by the author.
The systematisation presented in Table 1 on critical infrastructure, an information

provides grounds for asserting that the use of
artificial intelligence in the activities of the
security and defence forces is characterised
by a cross-sectoral and interagency nature.
Despite differences in the competences of the
respective actors, a common management
logic of Al application can be identified,
encompassing data  acquisition and
processing, detection of potential threats, risk
assessment, forecasting of situational
developments, formulation of alternative
scenarios, and provision of information
support for management decision-making.

At the same time, the most significant
differences between the use of Al by the
security forces and the defence forces are
manifested not so much at the level of the
technologies themselves as in the objectives
of their application and the nature of
management tasks. For the defence forces,
the primary focus is on the use of Al
technologies to ensure national defence,
enhance situational awareness, support
planning, intelligence, logistics, and military
management decision-making. For the
security forces, priority areas include threat
detection and prevention, state border
protection, ensuring state and public security,
cybersecurity, civil protection, and critical
infrastructure protection [11].

At the same time, the contemporary
nature of threats is gradually reducing the
possibility of a clear organisational separation
between these areas of activity. A cyberattack

operation, sabotage activities, or a combined
attack may simultaneously require the
involvement of actors with different
competences [4]. Consequently, the
effectiveness of Al application depends not
only on the technological capabilities of an
individual authority but also on the state’s
capacity to ensure effective interagency
information exchange and interaction.

On this basis, it is proposed to distinguish
three levels of artificial intelligence use within
the public administration system of security
and defence.

The first is the institutional level, at which
Al technologies are used by an individual
actor in accordance with its competence and
functional purpose. At this level, internal
processes of information  collection,
processing and analysis, forecasting, and
planning are automated and enhanced
through intelligent technologies.

The second is the interagency level, at
which Al facilitates the analytical integration
of information generated by different actors
within the security and defence forces. Its
purpose is to overcome institutional
fragmentation of information, develop shared
situational  awareness, and  provide
information and analytical support for
coordinated responses to complex threats.

The third is the strategic level, at which
the results of intelligent analysis are used to
assess threats to national security, conduct
scenario-based forecasting, support strategic
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planning, determine state priorities, and assist
decision-making by the highest public
authorities in the field of national security and
defence

The proposed three-level approach
makes it possible to consider Al not as a set of
isolated technological solutions applied by
different public authorities, but as a potential
element of an integrated information and
analytical management framework in the
field of security and defence.

One of the key challenges of public
administration in the field of national security
is the need to coordinate a significant number
of institutions, each of which generates its
own information resources, exercises powers
defined by law, and wuses respective
departmental  systems.  Under  such
conditions, the mere availability of large
volumes of data does not guarantee an
improvement in the quality of governance [5].
Of crucial importance is the capacity to
transform heterogeneous data into relevant
information in a timely manner and to ensure
its use by the actor authorised to make the
respective decision.

The traditional model of interagency
interaction is largely based on the sequential
transmission of information between
authorities and levels of management. Under
crisis conditions, such a model may result in
time delays, duplication of analytical work,
and the formation of different assessments of
the same security situation [7]. Artificial
intelligence technologies potentially make it
possible to transform this approach through
the automated integration, structuring, and
analysis of information from various sources
[8].

From the perspective of public
administration, the result of such a
transformation  should not be the
centralisation of all information within a
single authority, but rather the establishment
of an integrated information and analytical
framework in which each actor retains its
legally  defined  competence,  while
technological interaction ensures the
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necessary level of data exchange and shared
situational awareness.

Accordingly, the functioning of such a
framework can be represented by the
following sequence: data sources —
departmental information systems —
integration of relevant data — intelligent
processing — threat detection — risk
assessment — scenario forecasting —
identification of competent actors —
management decision support —
interagency coordination — response —
evaluation of results

A fundamental feature of the proposed
approach is that artificial intelligence is
positioned within the information and
analytical, rather than the authoritative
decision-making, segment of the system. Al
may perform analysis and forecasting, rank
risks, and generate alternatives; however, it
does not acquire the status of a public
administration actor and does not substitute
for the competence of a public authority or an
authorised official.

The public administration value of
artificial intelligence lies not only in its ability
to process information more rapidly. Of
considerably greater importance is its
potential to transform interaction among
security and defence forces from a
predominantly departmental model of
information support towards an integrated
model of situational awareness, coordination,
and management decision support.

The analysis demonstrates that the public
administration  potential of artificial
intelligence in the activities of Ukraine’s
security and defence forces is determined not
only by the technological possibilities of its
application but, above all, by its capacity to be
integrated into management processes,
provide information and analytical support,
enhance situational awareness, and facilitate
interagency coordination. At the same time,
the use of Al technologies does not alter the
subjectivity of public administration:
management decision-making and
responsibility for its consequences must
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remain with the respective public authority or
authorised official. Therefore, Al should be
regarded as a tool for enhancing analytical
capacity and management effectiveness in
the field of security and defence rather than as
a substitute for the actor exercising
management functions.

Conclusions.

The study has demonstrated that the use
of artificial intelligence in the activities of
Ukraine’s security and defence forces should
be considered not only as a direction of
technological development but also as an
important component of the transformation
of public administration in the field of
national security and defence. Al has the
potential to enhance the information and
analytical capabilities of public administration
actors, accelerate data processing, threat
detection and risk assessment, as well as
support forecasting and management
decision-making.

The main management functions of
artificial intelligence in the activities of the
security and defence forces have been
systematised, including information and
analytical, monitoring, forecasting, planning,
coordination, and management decision-
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support functions. It has been established
that specific areas of Al application are
determined by the functional purpose,
competence, and nature of the tasks
performed by the respective actor.

The use of Al is of particularimportancein
ensuring interagency interaction between
the security and defence forces. The
integration and intelligent analysis of relevant
data can contribute to the development of
shared situational awareness, reduce
information fragmentation, and improve the
timeliness of coordination and response to
complex threats to national security.

Artificial intelligence should be regarded
as an intelligent tool for supporting public
management decisions rather than as an
independent management actor. The final
decision and responsibility for its
consequences should remain with the
authorised public authority or official.
Prospects for further research are associated
with the development of an organisational
and functional mechanism for integrating Al
technologies into the public administration
system of Ukraine’s security and defence
forces, as well as with improving mechanisms
for interagency information and analytical
interaction.
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