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This study addresses the problem of ensuring the economic security of enterprises operating under conditions of
digital transformation, growing uncertainty, and increasing external and internal risks. Modern enterprises
function within highly dynamic business environments characterized by operational instability, disruption risks,
information asymmetry, cyber threats, and increasing complexity of corporate decision-making processes.
Under such conditions, traditional approaches to corporate governance often demonstrate insufficient
adaptability to rapidly changing economic and technological conditions.

The study substantiates the role of digital platforms as intelligent coordination mechanisms capable of
integrating data flows, analytical instruments, risk monitoring procedures, and adaptive decision-making
processes within the enterprise management system. Unlike conventional digital infrastructures focused
primarily on information exchange and operational support, digital platforms are considered as active
mechanisms for strengthening economic security and improving the resilience of enterprises.

The aim of the study is to develop a multi-agent coordination model for ensuring the economic security
of enterprises in the context of corporate governance, in which the digital platform performs the functions of
data integration, risk assessment, adaptive coordination, and optimization of managerial decisions. The
proposed model is based on a multi-objective optimization framework integrating operational efficiency, risk
minimization, business continuity, and enterprise resilience indicators under uncertainty conditions.

A hybrid coordination mechanism is proposed, combining decentralized agent interaction with
centralized platform-based optimization. The developed model incorporates scenario-based adaptation,
allowing dynamic adjustment of managerial priorities depending on the level of external threats, operational
instability, and crisis conditions.

The model was validated through a simulation experiment reflecting enterprise operations under stable
and crisis scenarios. The obtained results demonstrate that platform-based coordination contributes to
improving enterprise resilience, reducing operational risks by 29.79%, decreasing critical disruptions by 66.7%,
improving coordination efficiency, and enhancing the continuity of managerial and operational processes
under uncertainty conditions.

The scientific contribution of the study lies in the formalization of digital platforms as active mechanisms
for ensuring economic security within corporate governance systems and in the development of a multi-agent
adaptive coordination framework for risk-oriented enterprise management under digital transformation
conditions.

Keywords: economic security, corporate governance, digitalization, enterprise resilience, risk
management, digital platforms, threats and risks, adaptive coordination

Onez rapmawi, Hamanisa TpywkiHa, OneHa Xoxnoea. Onvea reosodoea. «Lugpposi nnamepopmu six
mexaHi3m 3a6e3neyeHHA eKOHOMI4YHOi 6e3neku nionpuemMcme y KOHmMeKcmi KopnopamueHo20
ynpaeniHHA». Y 00cioxeHHi po3znaHymo npobsiemy 3abe3nedeHHsA eKOHOMIYHOI 6e3neku nionpuemcms, wjo
yHKUiOHYyIOmb 8 yMOB8AX UYughposoi mpaHchopmayii, 3pocmaroyoi He8U3HaYeHOCMi Ma NOCUSIEHHA
308HIWHIX | 8HYmMpilWHix pu3ukis. CyydcHi nidnpuemcmsa npayrloms y 8UCOKOOUHAMIYHOMY bi3Hec-
cepedosUWi, AKe Xapakmepu3yembcs onepayiliHow HecmabinbHiCMIo, pU3UKamu nopyweHHs OifibHOCM,
iHghopmauitiHoto acumempieto, Kibep3azpozamu ma 3pOCMAHHAM CKIA0HOCMI npouecie KopnopamueHoz20
ynpasniHHa. 3a makux ymo8 mpaouuitiHi nioxoou 0o KopnopamueHo20 ynpassiiHHA 4acmo 0eMOHCMpPYymb
HedoCcmamHio adanmueHicme 00 WBUOKO3MIHHUX eKOHOMIYHUX | MexXHO/I02i4HUX YMO8.

Y 0ocnioxeHHi 06rpyHmMosaHo posb yugposux naameopm SK iHMenekmyaabHUX KOOpOUHAyitHUX
MexdaHi3mis, 30amHUX iHmezpysamu NOMOKU OAHUX, GHAIIMUYHI HCmpyMeHmu, npoyedypu MOHIMOopuHzay
pusukie ma adanmusHi npouecu NpulHAMMSA YNnpassiHCbKUX pileHb Yy MeXax cucmemu ynpassiHHA
nionpuemcmeom. Ha s8iomiHy 8i0 mpaduyitiHux Uugposux iHppacmpykmyp, opieHmosaHux NepesakHo Ha
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06MiH HGhopmayieio ma onepauiliHy nidmpumky, yugposi nname@opmu po32aA0alomeca AK AKMUBHI
MexXaHi3aMu 3MiyHeHHs eKOHOMIYHOI 6e3neku ma nidguwjeHHsa cmitikocmi nionpuemcma.

Memoto 0ocnioxeHHA € po3pobsieHHA MyslbmudzeHmHOI KOopOUuHAyitiHoi modesi 3abe3neyeHHsA
eKOHOMIYHOI 6e3neKku nidNpueMcmas y KOHMeKCMi KOpnopamusHo20 ynpassiHHA, y Mexax AKoi yugposa
naamgopma BUKOHYE (hyHKUii iHmezpauii 0aHuUx, OUIHIBAHHA pu3uKie, adanmueHoi KOOpOUHAuii ma
onmumizayii ynpasniHcekux piweHs. 3anponoHogaHa moodens 6a3yemsca Ha 6azamokpumepiansHil
onmumi3ayitiHit cmpykmypi, Wo iHmezpye NOKA3HUKU onepauitiHoi ehekmueHoOCMIi, MiHIMI3ayii pusukis,
6e3nepepsHocmi 6i3Hec-npouecie ma cmitikocmi nidnpUeMcmMaea 8 yMmo8ax Hesu3Ha4eHoCMi.

Y pobomi 3anponoHo8aHo 2ibpudHul MexaHi3m KOOpOUHauil, AKUU NOEOHYE OeuyeHMpanizosaHy
83dEMOOII0 dz2eHMI8 (3 UeHMpasnizoeaHow naamgopMHO-OpiEHMOBAHO onmumisauieto. Po3pobneHa
MoOesib 8KJIIOYAE CUeHAapHO-0piEHMOBAHY adanmayito, Wo 00380/19€ OUHAMIYHO Kopu2ysamu ynpassiHCbKi
npiopumemu 3as1eXXHO 8i0 pieHA 308HIWHIX 3a2p03, onepauiliHoi HecmabisibHOCMi Ma KpPu308uUX yMO8.

Banidayis modeni 30ilicHIOBANACA WAAXOM CUMYAYIUHO20 eKkcnepumMeHmy, AKul 8i0obpaxae
yHKYiIOHYB8AHHA nidnpuemMcmea 8 ymosax cmabinbHUX ma Kpu3osux cuyeHapiie. Ompumari pesynsmamu
0eMoHCMpyloms, WO NJAAM@GOPMHO-OPIEHMOBAHA KOOPOUHAUIA Cnpufe nidsUWeHHI0 Ccmilikocmi
nidNpUEMCMEA, 3HUXEHHIO onepauiliHux pu3ukis Ha 29,79%, CKOPOUYEHHIO KpUMUYHUX nopyweHsb Ha 66,7%,
NOKPAWeHHI0  ehekmusHOCMi  KOOpOUHauii ma 3abe3nedeHHO 6e3nepep8HOCMI  ynpaesiHCbKUx i
onepauitiHux npoyecie 8 yMo8ax He8U3HAYEHOC M.

Haykosuli 8Hecok 0o0CnioOxeHHA noJsszae y opmanizayii yugposux naameopm [K akmueHUX
MexaHiamie 3abeaneyeHHAa eKOHOMIYHOI 6e3neku 8 cucmemax KopnopamugHO20 ynpasniHHA, d MAKoX y
pOo3pobieHHi MyslbmuazeHMHoi adanmueHoi KoopOUHauiliHo Modesi 0718 pu3UK-OpiEHMOBAHO20 ynpassiHHA
nionpuemcmeom 8 ymosax yugposoi mpaHcgopmauii.

Knwuoei cnoea: exkoHomiuHa Oe3neka, KopriopaTvBHe YMpaBfiHHA, UUPPOBI3aLis, CTilKicTb
nigNPUEMCTBA, ynpasniHHA pyu3nKkamu, undposi nnatdopmu, pUsMKM Ta 3arposu, ajanTrueHa KOOpAUHaLiA.

corporate governance depends not only on
the quality of strategic decision-making but
also on the ability of enterprises to ensure
economic  security through adaptive

1. Introduction. The digital
transformation of the economy s
fundamentally reshaping approaches to
enterprise management and creating the

foundation for the development of intelligent
corporate governance ecosystems. Under
conditions of increasing market turbulence,
geopolitical instability, technological
disruptions, cyber threats, and growing
uncertainty, enterprises face a substantial
increase in economic risks that directly affect
operational continuity, financial stability,
competitiveness, and long-term
sustainability.

Modern enterprises operate within highly
dynamic environments characterized by rapid
changes in business conditions, increasing
complexity of managerial  processes,
informational asymmetry, and intensified
interdependence among economic actors.
Under such conditions, the effectiveness of

coordination, risk-oriented management, and
digital integration of business processes.
Traditional approaches to corporate
governance are generally based either on
centralized hierarchical management systems
or on fragmented decentralized decision-
making mechanisms. However, both
approaches demonstrate significant
limitations under conditions of digital
transformation and uncertainty. Centralized
models  often lack flexibility = and
responsiveness to rapidly changing external
conditions, whereas decentralized
approaches frequently generate coordination
inefficiencies, inconsistent managerial
decisions, operational disruptions, and
increased exposure to economic threats due

This work is licensed under a Creative Commons Attribution 4.0 International License
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to the absence of integrated analytical and
coordination mechanisms.

An additional level of complexity arises
from the necessity to synchronize managerial,
operational, informational, and financial
processes while simultaneously responding
to external and internal threats, including
market volatility, cyber risks, operational
instability, infrastructure disruptions, and
strategic uncertainty. Under such conditions,
enterprise resilience depends not only on the
efficiency of individual business processes but
also on the overall level of coordination
among structural units, stakeholders, and
decision-making agents within the corporate
governance system.

The rapid development of digital
platforms creates new opportunities for
integrating enterprise management
processes and improving transparency,
adaptability, and resilience. Digital platforms
enable real-time data exchange, monitoring
of operational activities, integration of
analytical instruments, and synchronization
of managerial decisions across multiple
organizational levels. Nevertheless, most
existing studies primarily consider digital
platforms as instruments of information
support or operational automation, whereas
their role as active mechanisms for ensuring
economic security and adaptive corporate
governance remains insufficiently explored.

Simultaneously, the development of
multi-agent systems, artificial intelligence
technologies, and intelligent optimization
methods creates new opportunities for
modeling complex interactions within
enterprise management systems. The multi-
agent approach enables the representation of
autonomous decision-making entities while
accounting for their individual objectives,
operational constraints, and behavioral
characteristics. This is particularly important
under conditions of uncertainty, where
enterprises require adaptive coordination
mechanisms capable of  balancing
operational efficiency, risk minimization, and
business continuity.

36-68
v.37 (2026)
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However, current scientific research still
lacks integrated models capable of
combining multi-agent autonomy, digital
platform-based coordination, risk-oriented
corporate governance, and multi-objective
optimization within a unified adaptive
framework for ensuring enterprise economic
security under uncertainty conditions.

Therefore, the scientific problem
addressed in this study lies in the need to
develop adaptive enterprise management
models capable of ensuring economic
security through coordinated decision-
making, integration of digital platforms,
incorporation of multi-criteria managerial
priorities, and dynamic response to external
and internal threats.

The aim of this study is to develop a multi-
agent coordination model for ensuring the
economic security of enterprises in the
context of corporate governance, in which a
digital platform acts as an integrating
mechanism for data acquisition, risk
assessment, adaptive coordination, and
optimization of managerial decisions.

To achieve this objective, the study
addresses the following tasks:

1. To analyze contemporary approaches
to ensuring enterprise economic security
under digital transformation conditions;

2. To justify the application of the multi-
agent approach for modeling interactions
within corporate governance systems;

3. To develop a conceptual model for
integrating autonomous agents through a
digital platform;

4. To formalize the coordination problem
as a multi-objective optimization task

considering operational efficiency, risk
minimization, and enterprise resilience;
5. To conduct simulation-based

validation of the proposed model and
evaluate its effectiveness under stable and
crisis conditions.

The scientific novelty of the study lies in
the formalization of the digital platform as an
active mechanism for ensuring economic
security within  corporate governance

This work is licensed under a Creative Commons Attribution 4.0 International License
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systems, as well as in the development of a
multi-agent adaptive coordination model
integrating risk-oriented management, multi-
objective optimization, and scenario-based
adaptation under uncertainty conditions.

The practical significance of the obtained
results is associated with the possibility of
applying the proposed model to improve
enterprise resilience, strengthen economic
security mechanisms, optimize managerial
coordination, reduce operational risks, and
ensure continuity of business processes
under conditions of digital transformation
and environmental instability.

The paper is structured as follows. Section
2 presents a literature review and identifies
the existing research gap. Section 3 develops
the conceptual model of the digital
ecosystem for enterprise economic security.
Section 4 formalizes the proposed multi-
agent coordination model. Section 5 presents
the results of the simulation experiment and
model validation. Section 6 discusses the
obtained findings and their theoretical and
practical implications. Finally, the concluding
section summarizes the main results and
outlines directions for future research.

This study addresses the identified
research gap by proposing a multi-agent
coordination model for enterprise
management systems in which a digital
platform functions as an active coordination
and decision-making mechanism. Unlike
existing  approaches, the  proposed
framework integrates multi-objective
optimization, platform-based coordination,
adaptive risk management, and scenario-
driven adaptation within a unified model for
ensuring enterprise economic security under
conditions of uncertainty and digital
transformation.

2. Scientific Contribution. This study
makes several scientific contributions to the
field of enterprise economic security and
corporate governance under conditions of
digital  transformation and increasing
environmental uncertainty.

36-68
v.37 (2026)
https://smart-scm.org

First, the study develops a multi-agent
coordination model for ensuring the
economic security of enterprises, explicitly
considering the dynamic, decentralized, and
highly interconnected nature of modern
corporate  management systems. Unlike
traditional management approaches based
on static hierarchical coordination, the
proposed framework reflects the adaptive
interaction among autonomous managerial,
operational, analytical, and information
agents functioning under conditions of
uncertainty and external threats.

Second, the research reconceptualizes
the role of digital platforms within corporate
governance systems. While existing studies
predominantly interpret digital platforms as

instruments for information exchange,
operational automation, or  process
monitoring, the proposed approach

formalizes the digital platform as an active
mechanism for ensuring economic security,
adaptive coordination, and risk-oriented
managerial decision-making within the
enterprise ecosystem.

Third, the study introduces a multi-
objective optimization framework integrating
operational efficiency, risk minimization,
continuity of business processes, and
enterprise  resilience indicators. Unlike
conventional optimization models focused
primarily on economic efficiency, the
proposed framework incorporates
uncertainty factors, operational disruptions,
cyber threats, and instability-related risks
affecting enterprise sustainability under
digital transformation conditions.

Fourth, the research proposes a scenario-
based adaptation mechanism enabling
dynamic reconfiguration of managerial
priorities depending on the level of external
and internal threats, operational instability,
and crisis conditions. This contributes to the
development of adaptive and resilient
corporate governance systems capable of
maintaining stability and continuity under
uncertain business environments.

This work is licensed under a Creative Commons Attribution 4.0 International License
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Fifth, the study develops an integrated
adaptive coordination architecture
combining decentralized agent autonomy
with centralized platform-based
optimization. Such an approach enables
balancing local managerial objectives with
system-wide economic security priorities,
thereby reducing coordination inefficiencies
and strengthening enterprise resilience.

Finally, the research provides simulation-
based validation of the proposed model

under stable and crisis  scenarios,
demonstrating that platform-based
coordination  contributes to reducing

operational risks, improving coordination
efficiency, strengthening enterprise
resilience, and ensuring continuity of
managerial and operational processes under
conditions of uncertainty and digital
transformation.

The overall scientific contribution of the
study lies in the development of a conceptual
and  methodological  framework  for
integrating digital platforms, adaptive
coordination mechanisms, and multi-agent
optimization into the system of enterprise
economic security and corporate governance.

3. LITERATURE REVIEW.

3.1. Digital Platforms in Corporate
Governance and Enterprise Management

The digital transformation of the
economy has led to the rapid development of
digital platforms as key infrastructural
elements of modern enterprise management
systems [13; 14]. In scientific research, digital

platforms are increasingly considered
integrated  environments that enable
coordination among economic agents,

facilitate data exchange, improve managerial
transparency, and support adaptive decision-
making processes within enterprises [3; 18;
20].

Existing studies emphasize the ability of
digital platforms to improve operational
efficiency, reduce transaction  costs,
accelerate information exchange, and
increase managerial responsiveness under
conditions of environmental instability [2; 3;

36-68
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4]. Digital platforms also contribute to the
digital integration of enterprise business
processes, strengthening organizational
connectivity and supporting real-time
monitoring of operational activities [7; 20].

At the same time, the dominant approach
in contemporary research still interprets
digital platforms primarily as passive
infrastructures for information support and
process automation rather than as active
mechanisms for ensuring economic security
and adaptive corporate governance [11; 12].
Consequently, insufficient attention has been
paid to the ability of digital platforms to
function as intelligent coordination systems
capable of integrating risk monitoring,
managerial analytics, and adaptive decision-
making under conditions of uncertainty and
increasing threats [10; 20].

3.2 Digitalization, Artificial
Intelligence, and Economic Security of
Enterprises

The development of digital technologies,
artificial intelligence, big data analytics, and
Internet of Things solutions has significantly
transformed approaches to enterprise
management and economic  security
formation [5; 17; 23]. Modern intelligent
management systems are aimed at increasing
enterprise adaptability, operational resilience,
responsiveness to threats, and the efficiency
of managerial decision-making under
unstable business conditions [21; 22].

Scientific studies demonstrate the
considerable  potential of  Al-based
technologies in forecasting risks, detecting
operational anomalies, optimizing
managerial processes, improving resource
allocation, and supporting strategic planning
[5; 7, 16]. Furthermore, intelligent
technologies facilitate the transition from
reactive management approaches toward
proactive  and predictive  corporate
governance models [9; 21].

However, the majority of existing studies
focus mainly on the optimization of separate
functional subsystems rather than on the
integrated management of enterprise
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economic security as a unified adaptive
system [16; 21]. Insufficient attention is
devoted to the coordination of autonomous
managerial agents, integration of digital
analytical instruments, and development of
adaptive governance mechanisms capable of
ensuring  enterprise  resilience  under
uncertainty conditions [9; 10]. As a result, the
problem of coordinated risk-oriented
decision-making within enterprise
management systems remains insufficiently
explored [11].

3.3. Multi-Agent Systems in Enterprise
Management

Multi-agent systems are considered a
promising methodological approach for
modeling complex decentralized
environments in which managerial decisions
are generated by interconnected yet

autonomous agents [11; 17]. Within
enterprise  management systems, this
approach enables the modeling of

interactions among  structural  units,
managerial entities, analytical subsystems,
and operational agents while considering
their individual objectives, constraints, and
behavioral characteristics [3; 21].

Existing studies confirm the effectiveness
of multi-agent approaches in coordinating
managerial processes, allocating resources,
supporting strategic planning, and adapting
enterprise operations to changing
environmental conditions [1; 16; 21]. In
particular, multi-agent systems contribute to
decentralized decision-making, operational
flexibility, and increased responsiveness to
external and internal threats [11].

At the same time, the absence of effective
coordination mechanisms among
autonomous agents remains one of the key
limitations of existing approaches. Most
contemporary models  either assume
complete autonomy of managerial agents,
which often leads to suboptimal system-wide
decisions, or rely on rigid centralized
governance  architectures  that limit
adaptability and responsiveness under
uncertainty conditions [4; 11]. Therefore, the
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problem of integrating agent autonomy with
coordinated  adaptive  decision-making
mechanisms remains insufficiently
investigated [10; 12].

3.4. Coordination and Risk-Oriented
Decision-Making in Corporate Governance

The problem of coordination within
enterprise.  management systems has
traditionally been examined through the
prism of centralized or hierarchical
governance models [4; 15]. Such approaches
assume the existence of a unified managerial
center responsible for optimizing
organizational performance and ensuring
strategic stability [15].

An alternative perspective is represented
by decentralized governance approaches that
account for the interests and autonomy of
individual ~ organizational  units  and
stakeholders [2; 19]. Within this framework,
coordination  mechanisms  based on
distributed decision-making, game theory,
adaptive optimization, and risk-oriented
management are increasingly applied [6; 19].

However, existing models demonstrate
several important limitations. First, they rarely
consider the role of digital platforms as
integrated adaptive coordination
environments within corporate governance
systems [18; 20]. Second, most approaches
insufficiently account for the multi-criteria
nature of modern managerial decision-
making, where operational efficiency, risk
minimization, business continuity, and
enterprise resilience must be simultaneously
optimized [1; 6]. Third, many existing
governance models lack adaptability to
conditions of high uncertainty, digital
disruption, cyber threats, and environmental
instability that characterize contemporary
enterprise ecosystems [11; 12].

3.5. Conceptual Research Streams and
Theoretical Positioning

The conducted literature review
demonstrates that contemporary research on
digital transformation, enterprise
management, and economic security is
developing across several interconnected
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scientific streams. However, despite the rapid
growth of related studies, existing
approaches remain highly fragmented and
insufficiently integrated within a unified
framework of adaptive corporate governance
and enterprise economic security.

The first research stream focuses on the
relationship between digital platforms and
corporate governance systems. Existing
studies primarily examine digital platforms as
instruments for improving managerial
transparency, accelerating  information
exchange, increasing operational efficiency,
and supporting organizational coordination.
Within this perspective, digital platforms are
interpreted  mainly as  technological
infrastructures facilitating communication
and integration among enterprise
stakeholders. Nevertheless, significantly less
attention is devoted to the role of digital
platforms as active adaptive coordination
mechanisms  capable of influencing
enterprise resilience, strategic stability, and
economic  security under uncertainty
conditions.

The second research stream is associated
with the interaction between digitalization,
artificial intelligence technologies, and
enterprise economic security. Existing studies
confirm that artificial intelligence, big data
analytics, predictive  algorithms, and
intelligent monitoring systems substantially
improve  risk  detection,  operational
forecasting, anomaly identification, and
managerial responsiveness. However, most
existing research concentrates on isolated
functional areas of economic security, such as
financial security, cybersecurity, operational
risk management, or supply chain resilience.
Consequently, insufficient attention s
devoted to the development of integrated
enterprise economic security architectures
combining operational, financial,
informational, managerial, and strategic
security dimensions within a unified adaptive
governance system.

The third research stream concerns the
application of multi-agent systems for
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enterprise  coordination and adaptive
management. Existing approaches
demonstrate the effectiveness of multi-agent
models for decentralized decision-making,
resource allocation, operational coordination,
and dynamic adaptation under changing
environmental conditions.  Nevertheless,
most studies focus primarily on local
optimization tasks or isolated organizational
interactions rather than on system-wide
enterprise governance and economic security
coordination. As a result, the problem of
integrating autonomous agent behavior with
centralized adaptive governance
mechanisms remains insufficiently explored.
The fourth research stream relates to the
development of risk-oriented and resilience-
based corporate governance models under
conditions of digital transformation. Existing

studies  increasingly = emphasize  the
importance of organizational resilience,
continuity management, adaptive
governance, and dynamic response

mechanisms for maintaining enterprise
stability under uncertainty conditions. In this
context, Digital Twin technologies are
considered promising instruments for real-
time monitoring, simulation modeling,
predictive analytics, and adaptive
coordination. However, current research still
lacks integrated frameworks combining
Digital Twin environments, platform-based
coordination, multi-agent interaction, and
risk-oriented enterprise governance within a
unified economic security architecture.

A critical limitation of existing literature is
that the majority of studies investigate
individual aspects of enterprise economic
security separately. Financial risks,
operational disruptions,  cybersecurity
threats, supply chain instability, informational
asymmetry, and governance-related
vulnerabilities are often examined as isolated
management  problems  rather than
interconnected systemic factors affecting
enterprise resilience and organizational
sustainability.
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Furthermore, contemporary research
insufficiently addresses the challenges faced
by enterprises operating under conditions of
elevated environmental turbulence, digital
disruption, geopolitical instability, post-crisis
recovery, and critical infrastructure
vulnerability. Under such  conditions,
enterprise economic security increasingly
depends on the ability to integrate digital
coordination mechanisms, adaptive risk-
oriented governance, intelligent analytical
systems, and continuous feedback-based
decision-making processes.

Therefore, the conducted analysis
confirms the existence of a significant
theoretical and methodological gap
associated with the absence of integrated
adaptive coordination frameworks capable of
combining:

- digital platforms as active governance
mechanisms;

- multi-agent adaptive coordination;

— enterprise economic security systems;

- risk-oriented corporate governance;

- Digital Twin technologies;

- resilience-oriented
decision-making under
conditions.

This research gap determines the
necessity of developing a unified platform-
based multi-agent framework for ensuring
enterprise economic security within adaptive
corporate  governance systems under
conditions of digital transformation and
environmental instability.

3.6. Identification of the Research Gap

The conducted literature review confirms
the existence of a significant scientific gap in
the study of digital enterprise management
ecosystems operating under conditions of
uncertainty and digital transformation.

Despite the active development of
research in the fields of digital platforms,
enterprise digitalization, economic security,
and multi-agent systems [7; 10; 20], there is
still no integrated approach capable of:

- combining multi-agent autonomy with
platform-based coordination mechanisms;

managerial
uncertainty
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- integrating operational efficiency, risk
minimization, enterprise resilience, and
business continuity within a unified
management framework;

- ensuring adaptive coordination under
conditions of environmental instability and
uncertainty;

- formalizing the role of digital platforms
as active mechanisms for ensuring enterprise
economic security and supporting risk-
oriented corporate governance [11; 12].

Therefore, thereis a clear need to develop
a multi-agent adaptive coordination model in
which the digital platform functions not only
as an information infrastructure, but also as an
intelligent mechanism for optimization, risk-
oriented decision-making, and ensuring
enterprise economic security within the
corporate governance system [10; 20].

4. Conceptual model of a digital
ecosystem for ensuring enterprise
economic security

The formation of effective enterprise
economic security systems under conditions
of digital transformation requires a transition
from fragmented management approaches
toward integrated ecosystem-based
corporate governance models. In this context,
the digital ecosystem of enterprise economic

security is considered an adaptive
environment  of  interaction among
autonomous managerial, operational,
analytical, and informational agents

integrated through a digital platform that
ensures coordination of enterprise activities
within a unified information and analytical
space.

The key conceptual element of the
proposed framework is the Intelligent
Economic Security System (IESS), which is
formed through the interaction of managerial
processes, data flows, analytical mechanisms,
and adaptive decision-making instruments.
Within the framework of this study, the IESS is
formalized as the following function:

IESS = f(S, D, A, U)
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where: S (Security Services) represents the
set of managerial, organizational, financial,
informational, and risk-management
mechanisms aimed at ensuring enterprise
economic security; D (Data) characterizes
information flows generated within the
enterprise environment, including
operational, financial, analytical, strategic,
and risk-related data; A (Analytics) defines
analytical instruments, including
optimization algorithms, forecasting models,
risk assessment procedures, and intelligent
decision-support systems; U (Utility) reflects
the value and effectiveness of managerial
decisions expressed through enterprise
resilience, operational continuity, economic
stability, and adaptability under uncertainty
conditions.

Unlike traditional approaches in which
economic security is primarily interpreted as a
protective or control-oriented subsystem, the
proposed model considers the Intelligent
Economic Security System as an integrated
adaptive mechanism combining digital,
analytical, organizational, and managerial
components within a unified enterprise
ecosystem.

Within the proposed framework, the
digital platform acts as the central
coordination element responsible for
transforming the components of the
Intelligent Economic Security System into
adaptive managerial decisions. The platform
integrates data from multiple agents,
performs analytical processing, evaluates
operational risks, and generates coordinated
decisions aimed at maintaining enterprise
stability and resilience under changing
environmental conditions.

An important extension of the
conceptual model is the integration of the
Digital Twin approach, which enables the
creation of a digital representation of the
enterprise management system and its
economic security environment. Within the
proposed framework, the digital twin
functions as a dynamic representation of
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enterprise processes continuously updated in
real time based on operational, financial,
analytical, and environmental data.

The Digital Twin performs three key
functions.

First, it provides real-time visualization of
the enterprise state, including operational
performance, risk exposure, resource
utilization, managerial processes, and
external environmental conditions.

Second, it enables simulation of
alternative development scenarios, which is
critically  important  for  risk-oriented
management, forecasting of potential
disruptions, and evaluation of enterprise
resilience under uncertainty conditions.

Third, it establishes a feedback
mechanism  between actual enterprise
performance and managerial decisions,
thereby forming a closed-loop adaptive
corporate governance cycle.

Combined with the formalization of the
Intelligent Economic Security System, this
means that each component of the function:
IESS = f(S, D, A, U) obtains a dynamic
representation within the Digital Twin
environment. Data (D) are continuously
updated in real time, analytics (A) evolve
through forecasting and optimization
procedures, security mechanisms (S) are
adapted to changing operational conditions,
and utility (U) is evaluated through enterprise
performance and resilience indicators.
Consequently, the Digital Twin acts as an
operationalization mechanism for the
Intelligent  Economic  Security  System
concept.

A special role in the proposed model is
played by dynamic environmental constraints
related to market instability, operational
disruptions, cyber  threats, resource
limitations, and strategic uncertainty. Within
the Digital Twin environment, these
constraints are integrated into the system as
adaptive parameters influencing managerial
decision-making and enterprise resilience.
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Thus, the proposed conceptual model
combines a multi-agent  architecture,
platform-based coordination, formalization of
the Intelligent Economic Security System, and
Digital Twin technology into a unified
integrated ecosystem. Such an approach
enables the transition from static and
fragmented governance models toward
adaptive  and intelligent  enterprise
management systems capable of operating
effectively under conditions of uncertainty
and digital transformation.

Within the proposed conceptual
framework, a key role is played by the
feedback loop mechanism, which ensures
system adaptability, self-learning capability,
and continuous improvement of managerial
decisions. Unlike traditional static governance
models, where decisions are based on fixed
parameters, the proposed digital ecosystem
functions as a dynamic adaptive system in
which the results of enterprise activities
directly influence subsequent managerial
decisions.

Formally, the adaptive management
process can be represented as an iterative
function:

Dy = F(Du TMEL:-EE]

where: D; represents the vector of
managerial decisions at time t; S; denotes the
actual state of the enterprise system; E;
characterizes environmental parameters,
including risks, threats, operational
constraints, and resource availability; &;
reflects  stochastic  disturbances and
uncertainty; £(-) is the adaptive coordination
function implemented through the digital
platform.
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This relationship reflects the fundamental
property of the proposed system: each new
managerial decision is generated not only on
the basis of initial information but also
considering the actual outcomes of previous

actions and changing environmental
conditions. Consequently, enterprise
management becomes a continuous
adaptive cycle involving  monitoring,

analytical assessment, optimization, and
dynamic refinement of managerial decisions.

Integrating this approach with the
Intelligent Economic Security System concept
enables extension of the basic model by
considering all function components as
dynamic variables affected by feedback
mechanisms. In particular, data (D) are
updated according to enterprise performance
indicators, analytics (A) evolve through
refinement of forecasting and optimization
procedures, security mechanisms (S) adapt to
operational threats and instability factors, and
utility (U) reflects the effectiveness of
implemented managerial decisions.

In this context, the Digital Twin serves as
the infrastructural foundation for
implementing the feedback loop. The digital
twin ensures continuous representation of
the enterprise state and forms the
informational basis for adaptive coordination
and updating of managerial decisions.

The interaction between the physical
enterprise  system and its digital
representation creates a closed-loop adaptive
management cycle:

Physical Enterprise System — Data Acquisition — Digital Twin — Analytics & Optimization —
Decision Update — Enterprise System

This cycle can be formalized as a feedback
function:

Dg+1 = (I){SM Els Ri)
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where @ is implemented through the
digital platform and includes data processing,
deviation analysis, risk forecasting,
assessment of threats, and generation of
corrective managerial decisions.

A specific feature of the proposed model
is that feedback possesses not only an
operational but also a strategic nature. For
example, operational disruptions, cyber
threats, financial instability, or managerial
inefficiencies affect not only individual
business processes but also the overall
resilience and economic security of the
enterprise. In the proposed framework, these
interdependencies are reflected through the
Digital Twin, which captures relationships
among managerial, operational, financial, and
analytical processes within the enterprise
ecosystem.

Therefore, the feedback loop mechanism
enables the transition from reactive
governance toward proactive and adaptive
corporate  management. The proposed
system not only responds to deviations and
threats but also accumulates experience and
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continuously improves managerial
coordination and enterprise resilience. This
makes it possible to consider the digital
ecosystem of enterprise economic security as
a cognitive adaptive system capable of self-
learning and continuous improvement under
conditions of uncertainty and digital
transformation.

A specific feature of enterprise economic
security systems is that feedback possesses
not only an operational but also a strategic
and managerial nature. For example,
operational disruptions, cyber threats,
financial instability, informational asymmetry,
or ineffective managerial decisions affect not
only individual business processes but also
the overall resilience, continuity, and
economic stability of the enterprise, requiring
dynamic reconfiguration of the corporate
governance system. Within the proposed
framework, these interdependencies are
incorporated through integration with the
Digital Twin, which reflects relationships
among managerial, operational, analytical,
financial, and risk-management processes
within the enterprise ecosystem.
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Figure 1. Integrated conceptual framework of a digital platform-enabled multi-agent
ecosystem for ensuring enterprise economic security under uncertainty conditions
Source: developed by the authors.

Therefore, the feedback loop mechanism
enables the transition from reactive corporate
governance toward proactive and adaptive
enterprise management. The proposed
system not only responds to deviations,
threats, and operational disturbances but also
accumulates experience and continuously
improves the effectiveness of managerial

coordination and risk-oriented decision-
making. This makes it possible to consider the
digital ecosystem of enterprise economic
security as a cognitive adaptive system
capable of self-learning,  continuous
improvement, and dynamic adaptation under
conditions of uncertainty and digital
transformation.
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5. Research methodology: Multi-agent
coordination model for ensuring
enterprise economic security

5.1. Methodological framework. The
proposed methodological framework is
based on the integration of multi-agent
modeling, multi-objective optimization, and
simulation-based validation for ensuring
enterprise  economic  security  under
conditions of uncertainty and digital
transformation. The methodological logic of
the study is grounded in the assumption that
modern enterprise management systems
represent decentralized adaptive
environments in which multiple autonomous
managerial, operational, analytical, and
informational  agents interact  under
conditions of environmental instability,
operational risks, and dynamic external
threats.

Unlike conventional corporate
governance models based either on rigid
hierarchical coordination or fully
decentralized decision-making mechanisms,
the proposed approach combines agent
autonomy with platform-based adaptive
coordination. Within this framework, the
digital platform functions as an active
coordination mechanism responsible for
integrating information flows, synchronizing
managerial processes, evaluating risks, and
generating adaptive decisions in real time.

The proposed model considers the
enterprise ecosystem as a set of interacting
autonomous agents operating within a
shared digital environment. Let:

A ={ai, a, ..., an}

be the set of autonomous agents
participating in the enterprise ecosystem,
including managerial units, operational
departments, analytical subsystems, financial
structures, risk-management entities, and
external stakeholders, and:

36-68
v.37 (2026)
https://smart-scm.org

T={t,t, .., tn}

be the set of managerial and operational
tasks associated with enterprise functioning,
strategic coordination, resource allocation,
risk management, business continuity, and
adaptive response to external and internal
threats.

The assignment decision is represented
by the binary variable:

xij €{0,1}
where:

S 1, if agent a; performs task ;
Y 0, otherwise

The objective of the model is to
determine the optimal allocation of
managerial and operational tasks among
autonomous agents while simultaneously
minimizing operational risks, coordination
inefficiencies, resource losses, and disruption
impacts under dynamically changing
environmental conditions.

The proposed framework follows a
computational experiment design in which
the model is evaluated through scenario-
based simulation reflecting  realistic
enterprise operating conditions, including
operational instability, financial risks, cyber
threats, resource constraints, strategic
uncertainty, and disruption-related
disturbances. Such an approach enables
assessment of enterprise resilience,
effectiveness of adaptive coordination
mechanisms, and stability of corporate
governance processes under both stable and
crisis scenarios.

5.2. Multi-objective optimization model

The coordination problem within the
enterprise economic security system is
formalized as a multi-objective optimization
task:
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i m n in

Rfjﬂ[?;j

C;j— represents the operational and managerial costs associated with assigning task #; to

agent a;;

T;; — denotes the execution and coordination time required for the implementation of

managerial or operational decisions;

Rij — represents the integrated enterprise risk associated with the execution of task #; to

agent a;;

a, B, and y are weighting coefficients reflecting strategic managerial priorities within the

enterprise economic security system.

The objective function reflects the

multidimensional nature of managerial
decision-making under conditions  of
uncertainty, where enterprise stability

simultaneously depends on operational
efficiency, coordination speed, and risk
minimization. Unlike conventional
optimization models focused primarily on
economic efficiency or cost reduction, the
proposed framework explicitly incorporates
enterprise resilience, business continuity, and
adaptive risk-oriented governance principles.

The  weighting  coefficients  are
dynamically  adjusted depending on
environmental conditions, threat intensity,
operational instability, and strategic priorities.
Consequently, the model supports adaptive
decision-making under both stable and crisis
scenarios.

5.3. System constraints

To ensure the realism and practical
applicability of the proposed model, several
groups of operational and managerial
constraints are introduced.

Agent Capacity Constraints

Each agent possesses limited managerial,
analytical, and operational capacity:

m

Zf&‘u < Capi, Vi
=1

where Cap; represents the maximum
number of managerial or operational tasks

that can be effectively executed by agent a;.

Time Constraints
Enterprise management processes must

comply  with  operational  continuity
requirements and strategic response
limitations:
EJ:L';J £ j}{]’la:ﬂj '\vit‘j
T{Ra:ﬂ
Where ™7 denotes the maximum

allowable execution or response time for task
1.

Risk Constraints

The proposed model additionally
incorporates threat-oriented and disruption-
related limitations:

REJ = f(Zﬁn Thff'e{lfk)

where;
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Zi — epresents enterprise vulnerability
zones associated with operational, financial,
informational, organizational, or cyber-
security weaknesses;

Threat; — characterizes the intensity
of external and internal threats, including
market instability, cyber risks, financial
disruptions, regulatory uncertainty,
operational failures, and strategic instability.

The incorporation of risk constraints is
particularly important for enterprises
operating under conditions of environmental
turbulence, digital transformation,
geopolitical instability, or post-crisis
economic recovery.

5.4. Agent behavioral model

Within  the  proposed enterprise
ecosystem, each autonomous agent acts
independently and seeks to maximize its own
utility function:

U; = f(P,Ci, R;)
where:
P; — represents operational and
managerial performance;

C; — denotes operational,
organizational, or coordination costs;

R; — reflects the level of individual risk
exposure associated with managerial or
operational activities.

The behavioral logic of agents reflects the
decentralized nature of modern enterprise
management systems, where organizational
units and managerial entities pursue
individual objectives while simultaneously
participating in the implementation of
collective corporate governance strategies
and enterprise economic security
mechanisms.

Such conditions create a potential
conflict between local optimization and
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system-wide  organizational  efficiency.
Consequently, the role of the digital platform
becomes critically important for coordinating
decentralized managerial decisions, reducing

systemic inefficiencies, strengthening
adaptive governance mechanisms, and
ensuring  enterprise  resilience  under
uncertainty conditions.

5.5. Platform-based coordination

mechanism

Within the proposed framework, the
digital platform operates as an intelligent
coordination layer integrating information
from autonomous managerial, operational,
analytical, and informational agents while
generating system-level adaptive
optimization decisions aimed at ensuring
enterprise economic security and
organizational resilience.

The platform-based coordination
mechanism includes five interconnected
stages:

— acquisition and integration  of
operational, analytical, financial, and risk-
related data from enterprise agents and
external environments;

— formation of a global adaptive
optimization objective considering
operational efficiency, enterprise resilience,
business continuity, and risk minimization
priorities;

— execution of the multi-objective
optimization procedure under dynamically
changing environmental conditions;

— allocation and coordination of
managerial, analytical, and operational tasks
among autonomous agents;

— dynamic  updating of  system
parameters through feedback, monitoring,
and adaptive learning mechanisms.

Unlike traditional centralized corporate
governance models, the proposed framework
preserves the autonomy of individual agents
while simultaneously enabling platform-
based coordination and system-wide
optimization at the enterprise ecosystem
level. Consequently, the proposed model
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represents a hybrid adaptive governance mechanism  capable of synchronizing
architecture combining decentralized enterprise processes, identifying operational
managerial behavior with centralized digital deviations, forecasting risks, and generating
coordination and intelligent optimization adaptive managerial responses under
mechanisms. uncertainty conditions.

Within this architecture, the digital The conceptual architecture of the
platform performs not only informational and proposed platform-based adaptive
analytical functions but also acts as an active coordination system is illustrated in Figure 2.
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Figure 2. Conceptual architecture of a platform-based multi-agent adaptive coordination system
for ensuring enterprise economic security
Source: developed by the authors.

Within the proposed architecture, environmental instability, and risk-related
operational processes, enterprise resources, factors act as dynamic constraint layers
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influencing the feasibility and effectiveness of
managerial  decisions.  This  enables
synchronization among strategic objectives,
operational  activities, risk-management
mechanisms, and adaptive corporate
governance processes within the enterprise
ecosystem.

5.6. Pareto-based decision logic

Because the proposed optimization
framework simultaneously considers multiple
conflicting criteria, the solution cannot be
represented by a single universal optimum.
Instead, the model generates a set of Pareto-
efficient alternatives reflecting different
combinations of operational efficiency, risk
exposure, managerial responsiveness, and
enterprise resilience.

A solution is considered Pareto-optimal if
no criterion can be improved without
worsening at least one other criterion. This
approach enables:

- analysis of trade-offs between
operational efficiency, coordination speed,
and risk minimization;

- adaptation of managerial decisions to
changing strategic priorities and
environmental conditions;

- increased flexibility in operational and
strategic corporate governance processes;

- balancing enterprise resilience,
business  continuity, and  economic
performance under uncertainty conditions.

The application of Pareto-based
optimization is particularly important for
enterprise  economic  security systems
because the most economically efficient
managerial decision is not necessarily the
most resilient, sustainable, or risk-resistant
under conditions of instability and digital
transformation.

Consequently, the proposed framework
enables enterprise management systems to
identify adaptive decision alternatives
capable of balancing economic efficiency
with resilience and long-term organizational
sustainability.
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5.7. Scenario-based adaptation

To account for  environmental
uncertainty, operational instability, and
dynamically changing external and internal
threats, the proposed model incorporates a
scenario-based adaptation mechanism.

Two generalized operational scenarios
are considered.

Scenario 1: Stable Environment

- low level of operational disruptions and
external threats;

- relatively stable
institutional conditions;

- priority assigned to operational
efficiency, coordination speed, and resource
optimization;

- focus on minimizing operational and
managerial costs.

Scenario 2: Crisis Environment

- elevated levels of uncertainty,
disruptions, and strategic instability;

— increased exposure to operational,
financial, cyber, and organizational risks;

- priority assigned to enterprise
resilience, business continuity, adaptive
governance, and risk mitigation;

- focus on preserving organizational
stability under adverse conditions.

Scenario adaptation is implemented
through dynamic modification of weighting
coefficients  within the multi-objective
optimization framework:

market and

at+pf+y=1
where the relative values of a, £, and y
vary depending on the operational scenario,
environmental conditions, and strategic
managerial priorities.

Under stable conditions, higher weights
are assigned to operational efficiency and
coordination performance, whereas crisis
scenarios prioritize enterprise resilience,
continuity of business processes, adaptive
responsiveness, and reduction of systemic
risks.
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This mechanism enables adaptive
reconfiguration of managerial coordination
logic depending on  environmental
disturbances, operational instability, threat
intensity, and  strategic = governance
objectives. Consequently, the proposed
framework supports dynamic balancing
between economic efficiency and enterprise
economic security under conditions of
uncertainty and digital transformation.

5.8. Simulation algorithm

The implementation logic of the
proposed multi-agent adaptive coordination
model is based on a simulation-driven
computational workflow integrating data
acquisition, risk assessment, multi-objective
optimization, Pareto-based decision analysis,
and adaptive feedback mechanisms.

The simulation framework models the
functioning of the enterprise management
system under varying environmental
conditions and operational scenarios. The
computational workflow includes continuous
monitoring of enterprise processes, dynamic
assessment of external and internal threats,
generation of adaptive managerial decisions,
and iterative updating of system parameters
through feedback mechanisms.

The overall structure of the simulation
algorithm is presented in Figure 3.

The simulation process begins with the
acquisition and integration of input data
related to enterprise agents, managerial and
operational tasks, risk indicators, and
environmental parameters. At this stage, the
digital platform integrates heterogeneous
information  flows  originating  from
managerial units, operational departments,
analytical subsystems, financial structures,
monitoring systems, and external information
sources. The collected data include
operational capacities of enterprise agents,
resource availability, performance indicators,
risk signals, financial constraints,
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organizational parameters, and external
environmental factors affecting enterprise
stability and economic security.

Based on the acquired information, the
model generates cost, time, risk, and
performance matrices representing the
operational characteristics of each possible
assignment alternative within the enterprise
management system. These matrices form
the analytical foundation for subsequent
optimization procedures. The risk matrix
additionally incorporates disruption-related
parameters associated with operational
instability, cyber threats, financial uncertainty,
organizational vulnerabilities, and
environmental turbulence affecting
enterprise resilience.

At the next stage, the weighting
coefficients of the objective function are
initialized according to the selected
operational scenario. The  simulation
framework distinguishes between stable and
crisis environments. Under stable conditions,
the model prioritizes operational efficiency,
coordination speed, and resource
optimization, whereas crisis scenarios
increase the importance of enterprise
resilience, business continuity, adaptive
governance, and risk minimization. This
adaptive weighting mechanism enables
dynamic reconfiguration of managerial
priorities depending on environmental
conditions and threat intensity.

After parameter initialization, the digital
platform executes the multi-objective
optimization procedure. The optimization
engine processes the integrated dataset and
generates feasible allocation alternatives
while simultaneously minimizing operational
costs, coordination inefficiencies, execution
time, and systemic risks. The optimization
process operates under the system
constraints introduced in Equations (2)-(4),
thereby ensuring the realism, adaptability,
and feasibility of generated managerial
decisions.
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Figure 3. Simulation algorithm for the platform-based multi-agent adaptive coordination

model for ensuring enterprise economic security
Source: developed by the authors.

solution is represented as a set of Pareto-
efficient alternatives rather than a single

Because the optimization problem
includes multiple conflicting objectives, the
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deterministic optimum. The Pareto frontier
enables the analysis of trade-offs among
operational efficiency, enterprise resilience,
managerial responsiveness, and risk exposure
indicators. This allows decision-makers to
evaluate alternative coordination strategies
depending on strategic priorities, acceptable
risk levels, operational constraints, and
environmental conditions.

The next stage involves selecting the
most appropriate coordination strategy from
the generated Pareto-efficient solutions. The
selection process considers strategic priorities
of enterprise development, acceptable levels
of risk exposure, business continuity
requirements, operational constraints, and
long-term sustainability objectives. In this
context, the digital platform functions not
only as an optimization instrument but also as
an intelligent decision-support mechanism
facilitating adaptive coordination among
autonomous enterprise agents.

Following the selection of the
coordination strategy, the generated solution
is implemented within the operational
environment of the enterprise ecosystem.
Real-time monitoring data generated during
implementation are continuously collected
by the digital platform and incorporated into
the adaptive feedback loop mechanism. This
feedback process enables dynamic updating
of model parameters, identification of
operational  deviations,  detection  of
emerging threats, and adaptive refinement of
future managerial decisions.

The integration of feedback mechanisms
transforms  the  proposed  simulation
framework into a continuously learning
adaptive system capable of responding to
environmental changes, operational
instability, and uncertainty conditions.
Consequently, the simulation algorithm
supports not only operational optimization
but also the long-term resilience,
sustainability, and economic security of
enterprise management systems.

The proposed computational workflow
therefore combines multi-agent autonomy,
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platform-based  coordination,  adaptive
optimization, risk-oriented governance, and
continuous feedback integration within a
unified simulation environment. Such an
approach enables realistic modeling of
complex enterprise management processes
and provides a methodological basis for
evaluating coordination efficiency, enterprise
resilience, and economic security under
varying operational scenarios and uncertainty
conditions.

6. Model validation and research
results

To validate the proposed multi-agent
adaptive coordination model, a simulation
environment representing the functioning of
an enterprise management system under
conditions of uncertainty and digital
transformation  was  developed. The
simulation framework was designed to
evaluate the effectiveness of the digital
platform as an active coordination
mechanism for synchronizing managerial,
operational, analytical, and risk-management
processes within the enterprise ecosystem
under varying environmental conditions.

The simulation environment included
five groups of autonomous enterprise agents,
twenty managerial and operational tasks, and
two generalized operational scenarios: a
stable environment and a crisis environment.
Under the stable scenario, managerial
priorities were primarily focused on
operational efficiency, coordination speed,
and optimization of enterprise resources.
Under the crisis scenario, greater importance
was assigned to enterprise resilience,
business continuity, adaptive governance,
and mitigation of operational, financial, cyber,
and organizational risks.

To evaluate the effectiveness of the
proposed coordination mechanism, the study
employed a multidimensional performance
assessment framework integrating economic,
operational, risk-related, and resilience-
oriented indicators. Such an approach avoids
oversimplified evaluation based exclusively
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on economic efficiency or cost minimization
and reflects the inherently multi-criteria
nature of enterprise economic security
systems operating under uncertainty
conditions.

The simulation parameters were
calibrated to reproduce realistic enterprise
operating conditions, including operational
constraints, resource limitations, uncertainty-
related disruptions, external environmental
instability, organizational vulnerabilities, and
dynamically changing threat factors. The
computational  experiment additionally
incorporated adaptive feedback mechanisms
and scenario-based parameter modification,
enabling evaluation of the stability and
responsiveness of the proposed coordination

model under  different  operational
environments.
The digital platform continuously

integrated data generated by enterprise
agents and external information sources,
performed analytical processing, executed
the multi-objective optimization procedure,
and generated adaptive managerial decisions
in real time. This enabled assessment not only
of operational coordination efficiency but
also of the ability of the proposed framework
to strengthen enterprise resilience, improve
continuity of business processes, and reduce
systemic risk exposure.
The  obtained
demonstrate that the
adaptive coordination mechanism
significantly improves enterprise
management efficiency under both stable
and crisis conditions. In stable environments,
the proposed model contributes to
optimization of operational coordination,

simulation results
platform-based

AX =

Xp!a.tfm'm - XL-J'czciifz'mmf
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reduction of managerial inefficiencies, and
improvement of decision responsiveness.
Under crisis conditions, the framework
demonstrates increased adaptability,
improved continuity of enterprise operations,
and enhanced capability to mitigate
disruption-related risks and environmental
instability.

Consequently, the proposed simulation
framework confirms the effectiveness of
integrating multi-agent coordination,
adaptive optimization, digital platforms, and
feedback-based governance mechanisms
into a unified enterprise economic security
system capable of functioning under
conditions of uncertainty and digital
transformation.

6.1. Performance evaluation framework
To compare the traditional decentralized
enterprise  management model with the
proposed platform-based adaptive
coordination mechanism, six groups of
performance indicators were employed:
- total operational and managerial costs (C);
- average decision execution and
coordination time (T);
- number of operational disruptions and
delays (D);
- deviation from planned operational
performance indicators (S);
- integrated enterprise risk index (R);
- number of critical operational failures (F).
All indicators were formulated as
minimization criteria. The relative
improvement of each indicator after
implementation of the digital platform was
calculated as:

x 100%

X traditional

where Xiaditional — represents the value of the indicator under traditional decentralized

coordination; Xpiaform — denotes the corresponding value under platform-based adaptive

coordination.

This work is licensed under a Creative Commons Attribution 4.0 International License



The electronic scientifically and practical journal

“INTELLECTUALIZATION OF LOGISTICS AND SUPPLY CHAIN MANAGEMENT”,

ISSN 2708-3195

The proposed evaluation framework
enables  simultaneous  assessment  of
operational efficiency, managerial
coordination quality, enterprise resilience,
and the effectiveness of economic security
mechanisms under uncertainty conditions.

6.2. Scenario parameterization

Different weighting structures were
applied depending on the operational
scenario. In the stable environment, the
optimization logic prioritized operational
efficiency, coordination responsiveness, and
resource optimization. Conversely, in the
crisis scenario, higher weights were assigned
to enterprise resilience, business continuity,
adaptive governance, and systemic risk
minimization.

This parameterization reflects the logic of
adaptive enterprise management under
uncertainty  conditions. Under stable
environments, the primary objective is
optimization of enterprise performance,
whereas crisis conditions require preservation
of organizational stability, continuity of
operations, and mitigation of disruption-
related impacts.

The weighting coefficients of the
objective function were dynamically adjusted
according to scenario conditions:

at+tpf+y=1
where:

a represents the weight of operational
and managerial costs;

[ denotes the weight of coordination
and execution time;

y characterizes the weight of risk-
related and resilience-oriented factors.

6.3. Results of the stable scenario

The simulation results for the stable
operational environment demonstrate that
platform-based adaptive  coordination
produces consistent improvements across all
key enterprise performance indicators.
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Total operational and managerial costs
decreased from 4,820 thousand UAH to 4,320
thousand UAH, representing a 10.37%
reduction. The average coordination and
execution time decreased by 13.04%, while
the number of operational disruptions and
delays decreased from six to two cases,
corresponding to a 66.67% improvement.
Furthermore, deviation from planned
operational performance indicators was
reduced from 14% to 6%, while the integrated
enterprise risk index decreased by 22.58%.

The most significant effect was observed
in the reduction of operational disruptions
and coordination delays, indicating that the
primary advantage of platform-based
adaptive coordination lies not only in cost

reduction but also in  improving
synchronization among enterprise processes,
managerial decisions, and operational
activities. Under modern  enterprise
conditions, even minor operational

disruptions may create cascading effects
influencing  organizational performance,
resource utilization, and managerial stability.
Therefore, improved coordination represents
a critical organizational benefit.

The reduction in operational costs can be
explained by more balanced allocation of
managerial and operational tasks among
enterprise agents and improved resource
coordination. Similarly, the decrease in
coordination time reflects the ability of the
digital platform to minimize operational
conflicts, improve decision synchronization,
and optimize  adaptive managerial
interaction.

6.4. Results of the crisis scenario

The impact of platform-based adaptive
coordination becomes even more significant
under crisis conditions characterized by
elevated uncertainty, disruption risks, and
environmental instability.

In the crisis scenario, total operational
costs decreased by 7.25%, while the average
coordination time decreased by 12.04%. More
importantly, the number of operational
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disruptions was reduced by 63.64%, and
deviation from planned enterprise
performance indicators decreased from 27%
to 12%. The integrated enterprise risk index
decreased by 29.79%, while the number of
critical operational failures decreased from
three to one event, corresponding to a
66.67% reduction.

These results confirm the central
hypothesis of the study: under uncertainty
conditions, the primary value of the digital
platform is not limited to operational
efficiency but extends to strengthening
enterprise resilience and ensuring continuity
of business processes. The proposed
coordination mechanism significantly
improves the ability of the enterprise
management system to maintain operational
stability despite disruptions and
environmental instability.

The reduction in critical operational
failures is particularly important because
modern enterprise systems are highly
sensitive  to cascading disruptions.
Operational delays, coordination failures,
cyber incidents, or resource instability may
directly affect organizational continuity,
financial stability, and managerial
performance. Therefore, resilience-oriented
adaptive coordination becomes strategically
more important than pure operational
efficiency under crisis conditions.

6.5. Normalized efficiency assessment

To compare performance  across
heterogeneous indicators, a normalized
efficiency framework was introduced.

Because all indicators represent
minimization criteria, the normalized value
for each indicator was calculated as:

Xjfar orm
P\r,; — 71 Jr

X traditional

where: N; < [ indicates performance
improvement; N; > [ indicates deterioration.
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Based on normalized indicators, the
integrated Platform Efficiency Index (PEI) was
calculated as:

PET = i: '!.U;'N,'
i=1

where: w; — denotes the weighting
coefficient of the corresponding criterion; NV;

— represents the normalized value of the
indicator.

For the stable scenario, the weighting
structure was defined as: we = 0,40, wr =
0,40, wr = 0,20. For the crisis scenario: w¢
=0,25, wr= 10,25, wr = 0,50.

The obtained results indicate that the
integrated efficiency effect of platform-based
adaptive coordination reached 13.9% in the
stable scenario and 19.7% in the crisis
scenario. These findings demonstrate that the
digital platform exhibits greater systemic
utility under elevated uncertainty conditions
because it more effectively compensates for
disruptions, operational instability, and
systemic risks.

6.6. Coordination effect assessment

To evaluate the impact of the digital
platform on synchronization quality among
enterprise agents and organizational
processes, a Coordination Effect Index (CEl)
was introduced:

CEJ — AD + AS

2

where:

AD - represents the relative reduction
in operational disruptions and delays;

AS — denotes the relative reduction in
deviations from planned enterprise

performance indicators.
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The calculated CEl values reached 61.91%
in the stable scenario and 59.60% in the crisis
scenario. These results demonstrate that the
digital platform ensures a consistently high
coordination effect regardless of
environmental conditions.

This finding is critically important
because synchronization among managerial
decisions, operational activities, analytical
subsystems, and risk-management processes
represents one of the key determinants of
enterprise resilience and economic security
under uncertainty conditions.

6.7. Resilience assessment

To evaluate the resilience capacity of the
proposed coordination mechanism under
crisis conditions, a Resilience Index (RI) was
calculated:

Emrﬁu’:mai - P}qu.‘._.rm'm

RI =

E raditional

where: F'— denotes the number of critical
operational failures or disruption events.

The obtained resilience index reached
0.667, indicating that platform-based
adaptive coordination reduced the frequency
of critical disruptions by approximately two-
thirds compared with the traditional
decentralized management model.

This result confirms the ability of the
proposed framework to support continuity,
operational stability, and enterprise economic
security under uncertainty conditions.

6.8. Agent load balancing analysis

An additional effect of platform-based
adaptive coordination is the balancing of
managerial and operational workload among
enterprise agents.

To evaluate the unevenness of task
allocation, the coefficient of variation was
calculated:

CV == x 100%

o

B9
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where:
o - represents the standard deviation
of task distribution among enterprise agents;

X - denotes the average number of
assigned tasks per agent.

The results demonstrate a reduction in
the coefficient of variation from 44.7% under
traditional decentralized coordination to
15.8% under platform-based adaptive
coordination.

This confirms that the digital platform
substantially improves workload balancing
across enterprise agents, thereby reducing
bottleneck formation, preventing overload
concentration, and improving organizational
stability.

6.9. Pareto analysis of alternative
coordination strategies

Because enterprise management
decisions are inherently multi-objective, the
proposed framework generates a set of
Pareto-efficient alternatives rather than a
single deterministic solution.

Four alternative coordination strategies
were generated for the crisis scenario.
Alternative P1  prioritized operational
efficiency and cost minimization, whereas P4
focused on maximum enterprise resilience
and risk reduction. Alternatives P2 and P3
represented intermediate trade-offs among
operational efficiency, coordination
responsiveness, and systemic risk
minimization.

To identify the most balanced
coordination strategy, a Weighted Sum Model
(WSM) was applied:

WSM, — Z w; Ni,
i=1

where:
WSMj. — represents the integrated

score of alternative k;
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Nix - denotes the normalized value of
criterion i;
w; — is the weighting coefficient.

Because all criteria are minimized, the
optimal alternative corresponds to the lowest
WSM value.

The results indicate that alternative P4
achieved the best integrated performance
under crisis conditions despite having the
highest operational costs. This result confirms
that under high uncertainty, optimization
logic shifts toward resilience-oriented and
risk-adaptive managerial decision-making.

6.10. Sensitivity analysis

To evaluate the stability of the proposed
framework, a sensitivity analysis was
conducted by varying the weight assigned to
the risk criterion (wa).

The results demonstrate that increasing
the importance of risk-related factors
gradually shifts the optimal coordination
strategy toward more resilient, although
operationally more expensive, alternatives.
Under low risk weights, alternative P2 remains
preferable due to its balanced efficiency
profile. However, as (wzg) increases, the model
increasingly favors alternatives P3 and P4,
which  prioritize  enterprise  resilience,
continuity of operations, and disruption
resistance.

The sensitivity analysis therefore confirms
the adaptive nature of the proposed
coordination framework and its ability to
dynamically respond to changing managerial
priorities and environmental conditions.

6.11. Monte Carlo simulation and
probabilistic risk assessment

To increase the reliability of risk
evaluation, the study additionally employed
Monte Carlo simulation methods. The
probabilistic simulation framework enables
consideration of stochastic fluctuations in
operational costs, coordination time,
disruption probabilities, and uncertainty-
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related factors within the
management ecosystem.

Within the simulation model, each
managerial and operational task was
represented as a stochastic process
characterized by three random variables:

- operational cost;

- coordination and execution time;

— disruption-related risk.

The objective function for each
simulation iteration was represented as:

enterprise

Z¥ = aC™ 4+ gT™ + 4RI
where k denotes the simulation
iteration.

The study employed 10,000 simulation
iterations for both traditional decentralized
coordination and platform-based adaptive
coordination scenarios.

The following probability distributions
were used:

- normal distribution for operational
costs;

- lognormal distribution for coordination
and execution time;

- beta distribution for disruption-related
risk;

- Bernoulli distribution for critical
operational failures.

The simulation results confirm the
robustness of the proposed coordination
framework. Compared with traditional
decentralized coordination, platform-based
adaptive coordination reduced:

— total operational costs by 7.03%;

- average coordination time by 13.76%;

- integrated enterprise risk by 29.17%;

- operational disruptions and delays by
61.11%;

- probability of critical operational
failures by 61.29%.

The probabilistic analysis additionally
demonstrated a substantial reduction in the
likelihood of critical operational states. The
probability of coordination time exceeding 11
hours decreased from 42% to 18%, while the
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probability of risk values exceeding 0.45
decreased from 47% to 16%. Similarly, the
probability of at least one critical operational
disruption occurring decreased from 31% to
12%.

These results indicate that the digital
platform improves not only average
operational performance but also the
probabilistic stability profile of the entire
enterprise management system.

6.12. Generalization of results

The obtained simulation results confirm
that platform-based adaptive coordination
produces both operational and systemic
effects within enterprise economic security
systems.

Under stable conditions, the proposed
framework improves operational efficiency
through reductions in costs, coordination
time, disruptions, and deviations from
planned enterprise performance indicators.
Under crisis conditions, the strongest effect is
observed in resilience-related indicators,
including risk reduction, disruption
prevention, continuity preservation, and
adaptive responsiveness.

The most important result of the study is
that the digital platform fundamentally
transforms the coordination logic of
enterprise management systems. Traditional
decentralized management approaches rely
primarily on local decision-making by
individual organizational units, whereas the
proposed platform-based mechanism
enables system-level optimization, adaptive
synchronization, and coordinated risk-
oriented governance across the entire
enterprise ecosystem.

This systemic coordination effect explains
the substantial reduction in workload
imbalance among enterprise agents, the
significant  decrease  in  operational
disruptions, and the increased resilience of

enterprise management systems under
uncertainty conditions.
Overall, the simulation experiment

confirms the feasibility and effectiveness of
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the proposed multi-agent  adaptive
coordination  model. The developed
framework successfully combines agent
autonomy with platform-enabled
optimization, thereby achieving a dynamic
balance among operational efficiency,
enterprise resilience, risk minimization, and
continuity of business processes within
enterprise economic security systems.

7. Discussion of results

The obtained results make it possible to
move beyond the mere identification of
quantitative improvements toward
interpreting systemic transformations in the
functioning of enterprise management
systems under conditions of uncertainty and
digital transformation. The conducted
simulation demonstrates that the primary
effect of the digital platform is manifested not
simply through local optimization of
individual operational processes, but through
the  transformation  of  coordination
mechanisms among autonomous enterprise
agents within the corporate governance
system.

The values of the Platform Efficiency
Index (PEI), which reached 13.9% in the stable
environment and increased to 19.7% under
crisis conditions, indicate the systemic nature
of the platform’s impact on enterprise

economic  security. Importantly, the
coordination effect becomes stronger
precisely under elevated uncertainty

conditions. This suggests that the digital
platform performs not only an optimization
function but also acts as an adaptive

governance  mechanism  capable  of
supporting business continuity,
organizational stability, and enterprise

resilience under environmental turbulence.
Such  findings are consistent  with
contemporary concepts of resilient and

adaptive  enterprise  systems,  where
coordination  capability and  dynamic
responsiveness are considered critical

determinants of long-term organizational
sustainability.

This work is licensed under a Creative Commons Attribution 4.0 International License



The electronic scientifically and practical journal

“INTELLECTUALIZATION OF LOGISTICS AND SUPPLY CHAIN MANAGEMENT”,

ISSN 2708-3195

A deeper analysis demonstrates that the
main contribution to this effect is generated
by the adaptive coordination mechanism
implemented through the digital platform.
The Coordination Effect Index (CEl), which
remains close to 60% in both operational
scenarios, confirms that synchronization
among autonomous managerial, operational,
analytical, and risk-management agents is the
principal factor driving efficiency
improvement. The reduction in operational
disruptions by more than 60% and the
simultaneous decrease in deviations from
planned enterprise performance indicators by
more than half indicate that the platform
effectively synchronizes enterprise processes
and managerial decision-making within a
unified adaptive environment.

In modern enterprise ecosystems, this
synchronization is critically important
because even relatively minor operational
disruptions may generate cascading effects
influencing organizational continuity,
resource allocation, managerial stability,
financial performance, and strategic
adaptability. Consequently, improved
coordination represents not merely an
operational benefit but a fundamental
mechanism for strengthening enterprise
economic security.

Another important finding concerns the
transformation of workload distribution
among enterprise agents. The reduction in
the coefficient of variation from 44.7% to
15.8% demonstrates that the platform
substantially  mitigates the  structural
imbalances characteristic of traditional
decentralized management systems. Under
conventional  coordination  approaches,
organizational units or agents with lower
operational costs often receive
disproportionately high workloads, resulting
in overload concentration, reduced
adaptability, and increased systemic risks.

The proposed platform-based adaptive
coordination mechanism incorporates not
only operational efficiency indicators but also
risk exposure, resilience factors, and

36-68
v.37 (2026)
https://smart-scm.org

coordination constraints. This enables more
balanced allocation of managerial and
operational tasks, improves enterprise
adaptability, and reduces the probability of
bottleneck formation within the
organizational ecosystem.

The crisis scenario particularly highlights
the role of the digital platform as a resilience-
enabling governance mechanism. The
calculated Resilience Index (Rl = 0.667)
confirms that the platform-coordinated
enterprise system demonstrates substantially
higher resistance to operational disturbances,
uncertainty, and environmental instability.
The reduction in critical operational failures
by approximately two-thirds indicates that
the proposed adaptive coordination
framework is capable of maintaining
continuity of enterprise operations even
under conditions of severe instability and
elevated systemic risk exposure.

This finding is especially important
because modern enterprise systems are
highly vulnerable to cascading disruptions.
Operational failures, coordination
breakdowns, cyber incidents, financial
instability, or resource constraints may rapidly
propagate throughout the enterprise
ecosystem and negatively affect
organizational  sustainability.  Therefore,
resilience-oriented adaptive governance
becomes strategically more important than
pure operational efficiency under crisis
conditions.

The Pareto analysis and the results
obtained through the Weighted Sum Model
(WSM) provide additional insights into the
nature of optimality within enterprise
management systems. The findings confirm
that optimal coordination strategies are
inherently context-dependent. Under stable
conditions, balanced alternatives minimizing
operational costs and coordination time
remain preferable, whereas crisis
environments shift optimization logic toward
resilience-oriented strategies, even at the
expense of higher operational expenditures.
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This observation is fully consistent with
modern approaches to enterprise risk
management and economic  security,
according to which managerial priorities
progressively move from pure efficiency
optimization toward organizational
robustness, adaptability, and continuity
preservation under uncertainty conditions.

The sensitivity analysis further confirms
the adaptive nature of the proposed model.
Changes in the weight assigned to risk-
related factors produce a systematic
transition between economically efficient and
resilience-oriented coordination strategies.
This demonstrates that the proposed
framework can function as a dynamic
decision-support instrument capable of
adjusting enterprise governance strategies
according to changing environmental
conditions, threat intensity, and managerial
priorities.

The obtained results also have important
theoretical implications. The study confirms
that the effectiveness of enterprise economic
security systems depends not only on the
operational characteristics of individual
organizational units but primarily on the
architecture  of interactions  among
autonomous agents within the corporate
governance ecosystem. The proposed
framework demonstrates that a digital
platform may function as an active
coordination entity integrating information
flows, optimizing managerial decisions,
supporting adaptive governance, and
ensuring synchronized behavior within a
multi-agent enterprise environment.

This extends existing approaches in
which digital platforms are predominantly
considered  passive infrastructures for
information  exchange or operational
automation rather than active adaptive
coordination and decision-support
mechanisms.

The findings are also consistent with
previous studies emphasizing the importance
of coordination and adaptability for reducing
disruption impacts within enterprise systems.
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At the same time, the present study
contributes a new perspective by
demonstrating the effectiveness of platform-

based adaptive  coordination  under
conditions of multi-agent autonomy,
organizational decentralization, and

uncertainty.

From a practical perspective, the results
confirm the feasibility of implementing digital
platforms as  adaptive  coordination
instruments within enterprise management
systems. The proposed framework improves
resource utilization, reduces operational
disruptions, enhances synchronization
among organizational processes, and
strengthens enterprise resilience under
uncertainty conditions. This is particularly
important for enterprises operating within
unstable economic environments, conditions
of digital transformation, geopolitical
turbulence, or post-crisis recovery processes.

At the same time, the study has several
limitations. The simulation-based nature of
the proposed framework requires the use of
generalized parameters, which may limit the
precision of practical applications in specific
enterprise environments. Furthermore, the
model does not fully incorporate behavioral
aspects of agent interaction, including
strategic opportunism, informational
asymmetry, bounded rationality, and
complex organizational conflicts.

These limitations create opportunities for
future research, particularly regarding the
integration of empirical enterprise data,
application of machine learning methods,
incorporation of behavioral economics
approaches, and extension of the framework
toward more complex adaptive governance
and self-learning coordination mechanisms.

Overall, the obtained results confirm that
the proposed platform-based multi-agent
adaptive coordination framework provides
not only operational optimization effects but
also systemic improvements in enterprise
resilience, adaptive governance, and
economic security under conditions of
uncertainty and digital transformation.
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8. Conclusions. This study developed a
multi-agent adaptive coordination model for
ensuring enterprise economic security in the
context of corporate governance under
conditions of digital transformation and
environmental uncertainty. Unlike traditional
enterprise management approaches based
either on rigid hierarchical coordination or
fragmented decentralized decision-making,
the proposed framework integrates
autonomous agent behavior with a platform-
oriented adaptive coordination mechanism
capable of supporting enterprise resilience,
business  continuity, and risk-oriented
governance.

The principal scientific contribution of
the study lies in the formalization of
enterprise coordination processes as a multi-
objective optimization problem
simultaneously incorporating operational
efficiency, coordination responsiveness, and
systemic risk minimization. In addition, the

study  proposed several integrated
performance indicators, including the
Platform  Efficiency Index (PEl), the

Coordination Effect Index (CEl), and the
Resilience Index (RI), enabling quantitative
assessment of the impact of digital platform
coordination on enterprise economic security
and organizational stability.

The results of the simulation experiment
confirm the effectiveness of the proposed
framework.  Under stable  operating
conditions, implementation of the digital
platform reduced total operational and
managerial costs by 10.37%, decreased
average coordination time by 13.04%,
reduced the number of operational
disruptions by 66.67%, and lowered
deviations  from  planned  enterprise
performance indicators by more than half.
Under crisis conditions characterized by
elevated uncertainty and instability, the
primary effect was associated with increased
enterprise resilience: the integrated risk index
decreased by 29.79%, while the number of
critical operational failures was reduced by
66.7%.
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The obtained results demonstrate that
the main value of the digital platform lies not
merely in optimizing individual operational
processes, but in enabling systemic adaptive
coordination among enterprise agents within
the corporate governance ecosystem. This is
confirmed by the high values of the
Coordination Effect Index (approximately
60%) and by the substantial reduction in
workload imbalance among enterprise
agents, reflected in the decrease of the
coefficient of variation from 44.7% to 15.8%.
These findings indicate that the platform
effectively mitigates structural imbalances
characteristic of decentralized enterprise
management systems.

The study additionally demonstrates that
the proposed framework generates a set of
Pareto-efficient  coordination  strategies,
enabling adaptation of managerial decisions
to varying environmental conditions and
strategic priorities. Under crisis environments,
the system prioritizes resilience-oriented and
low-risk coordination strategies, even at the
expense of higher operational costs, whereas
stable  environments favor  balanced
alternatives combining operational efficiency,
coordination quality, and organizational
reliability.

Consequently, the research confirms that
multi-agent adaptive coordination based on
digital platforms enables a balance between
the autonomy of enterprise agents and the
global efficiency of the enterprise
management system. This forms a new
conceptual foundation for enterprise
economic security management in which the
digital platform acts as an active data
integrator, adaptive coordination
mechanism, risk-management instrument,
and intelligent decision-support environment
under uncertainty conditions.

The practical significance of the proposed
approach lies in the possibility of applying the
model to enterprise management tasks,
including optimization of managerial
coordination, reduction of operational and
systemic risks, strengthening of business
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continuity, improvement of organizational
resilience, and enhancement of adaptive
governance mechanisms. This is particularly
important for enterprises operating under

conditions of digital transformation,
environmental instability, geopolitical
turbulence, and post-crisis economic

recovery.

At the same time, the study has several
limitations associated with the simulation-
based nature of the modeling approach and
the wuse of generalized operational
parameters. Future research should therefore
focus on empirical validation of the proposed
framework using real enterprise data,
integration of machine learning methods for
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predictive risk assessment, incorporation of
behavioral and institutional factors into the
coordination process, and extension of the

model toward more complex adaptive
governance and self-learning enterprise
systems.

Overall, the proposed approach

demonstrates significant potential as an
effective enterprise management instrument
capable of strengthening economic security,
improving adaptive governance, increasing
organizational resilience, and ensuring
continuity of enterprise operations under
conditions of uncertainty and digital
transformation.

8.
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