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INTRODUCTION 

 
We are happy to invite you to get acquainted with the first issue of the new scientific and 

practical publication "Intellectualization of Logistics and Supply Chain Management". 
We strongly believe that the launch of this magazine indicates the objective need to 

rethink a wide range of issues related to the development of theory and practice in logistics and 
supply chain management, awareness of the need to unite the scientific community and logistics 
practitioners, dissemination of modern knowledge and best practices for innovative development 
of the logistics services market. 

The first issue of the magazine is published at a difficult time. The global coronavirus 
pandemic and the deep economic crisis have significantly worsened business activity in the world. 
Currently, global supply chains are collapsing, international trade is declining, and competition 
between global and regional logistics operators is intensifying. The most common thesis is that 
the world will never be the same again. Industry experts predict the emergence of new, more 
flexible and adaptive supply chain management strategies and approaches to logistics business 
process management. The trend towards collaborations, cooperation and unification of services 
is emerging, comprehensive proposals for clients are being developed. There is increasing talk 
about the need to build bimodal supply chains, which involves the development of different 
decision-making scenarios: the traditional approach - cost-effective efficiency, low risk, high 
predictability; a new approach "second mode" - rapid recognition of opportunities, adaptability, 
willingness to solve unexpected problems and look for new opportunities. 

Radical transformations of the global and national markets for logistics services require 
appropriate scientific support. Logistics science has a special role to play in this process. Initiating 
the emergence of a new journal, we decided to focus on its coverage of problematic aspects of 
the formation and development of logistics systems at the micro, mezo and macro levels, supply 
chain management, digitization of logistics, methods and tools for optimizing processes in 
logistics and supply chains, sociopsychology relations and network interaction of enterprises 
using cloud technologies, artificial intelligence, e-learning, neural business process management 
systems, etc. 

Therefore, we invite scientists, researchers and business representatives, as well as our 
colleagues from abroad, to cooperate and present the results of scientific research, to discus and 
debate on them, to work together to develop the scientific theory of logistics and promote mutual 
intellectual enrichment. 

  We hope that the new scientific publication will become a theoretical guide for young 
researchers and representatives of other fields. 

HRYHORAK Mariia 
Chief Editor 
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AI IN AVIATION COMPLIANCE MONITORING: SAFETY BARRIERS, 
REGULATORY GAPS, AND ARCHITECTURAL CONDITIONS FOR 

TRUSTWORTHY DEPLOYMENT 
 

Kseniia Goncharenko, Dmytro Bugayko “AI in Aviation Compliance Monitoring: Safety Barriers, 
Regulatory Gaps and Architectural Conditions for Trustworthy Deployment”. The integration of artificial 
intelligence (AI) in the aviation industry is not just another step in digitalization; it is a deep system 
transformation that affects safety, personnel, and organizational processes in multiple ways. According to the 
ICAO standard (Doc 9859) [1], any aviation system is based on the interaction of people, processes, and 
technologies. Still, traditional Safety Management Systems (SMS) focus on deterministic failure patterns and 
predictable behavior, while AI is probabilistic in nature, depends on the representativeness of data, and is prone 
to unpredictable ways. This review systematizes the key challenges of AI in aviation compliance systems, 
focusing on organizational maturity, rethinking safety barrier models, and the regulation issues. The final 
section describes a hybrid Knowledge Graph and LLM retrieval framework (Graph RAG) that is proposed 
architectural response to the hallucination problem and traceability assurance and derives a minimum 
structural condition for responsible AI deployment in compliance-critical environments. 

Keywords: Artificial Intelligence (AI), Aviation Industry, Digitalization, Safety Barriers, Regulatory 
GAPs, Risk Management 

Ксенія Гончаренко, Дмитро Бугайко «Штучний інтелект у моніторингу відповідності 
авіаційним вимогам: бар'єри безпеки, регуляторні прогалини та архітектурні умови для 
надійного розгортання».  Інтеграція штучного інтелекту (ШІ) в авіаційну галузь — це не просто 
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черговий крок у цифровізації; це глибока системна трансформація, яка впливає на безпеку, персонал 
та організаційні процеси різними способами. Згідно зі стандартом ICAO (Doc 9859) [1], будь-яка 
авіаційна система базується на взаємодії людей, процесів та технологій. Тим не менш, традиційні 
системи управління безпекою (СУБ) зосереджуються на детермінованих моделях відмов та 
передбачуваній поведінці, тоді як ШІ має ймовірнісний характер, залежить від репрезентативності 
даних та схильний до непередбачуваних дій. У цьому огляді систематизовано ключові проблеми ШІ в 
системах авіаційної відповідності, зосереджуючись на організаційній зрілості, переосмисленні 
моделей бар'єрів безпеки та питаннях регулювання. В заключному розділі описано гібридну 
структуру пошуку знань на основі графу знань та LLM (Graph RAG), яка є запропонованою 
архітектурною відповіддю на проблему галюцинацій та забезпечення відстежуваності, а також 
виводить мінімальну структурну умову для відповідального розгортання ШІ в критично важливих 
для відповідності середовищах. 

Ключові слова: Штучний інтелект (ШІ), авіаційна галузь, цифровізація, бар'єри безпеки, 
регуляторні прогалини, ризик менеджмент 

  
Introduction. The growing integration of 

AI changes systems, processes and affects 
human behavior and decision making, as well 
as ethical aspects among many organizations, 
systems and environments. 

Traditional safety management systems 
were developed around deterministic 
assumptions about failure behavior. AI 
systems do not always conform to these 
assumptions. System behavior may change 
across operational settings, particularly when 
quality of data or deployment conditions 
differ from those expected during 
development. Because of this, existing 
regulatory and organizational procedures 
and practices are not always sufficient for 
assessing AI risks in aviation today. 

The purpose of the article. The purpose 
of this article is to conduct a systematic 
analysis of the factors and challenges of AI 
implementation in aviation compliance 
monitoring system, with particular attention 
to regulatory issues, human factors, safety 
implications, and the organizational 
conditions required for reliable deployment. 
And also, to consider the proposed 
architectural solution of the AI system, which 
is the most relevant in application in the 
compliance monitoring system. 

The main tasks.  This article considers 
the following issues which form a picture from 

a different angle regarding the challenges 
and possibilities of implementing AI into the 
compliance management system: 

- How the level of organizational 
maturity (Safety Maturity Framework) defines 
the readiness of organizations to implement 
AI systems and manage AI failures. 

- Examining how AI integration changes 
established safety models such as SHELL and 
the Swiss Cheese model, creating conditions 
in which the same error can propagate across 
both human decision-making and AI-
supported operational processes. 

- Overviewing the regulatory 
framework in terms of AI risk management, 
namely the EU AI Act and EASA amendments 
to aviation requirements. 

- Considering the human factors 
consequences of AI integration: the double-
bind accountability effect, bias, de-skilling, 
and the decrease of safety reporting culture. 

- The potential use of Graph RAG 
architectures to improve traceability and limit 
hallucinated outputs in aviation compliance 
environments. Also, considering the 
minimum conditions necessary to ensure safe 
AI introduction in compliance management 
context. 

Methodology. This article is an analytical 
review. Sources include ICAO and EASA 
regulatory documents, peer-reviewed human 
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factors literature, EU legislation, and a pre-
print technical paper [24]. They were chosen 
to represent key regulatory, human factors, 
and AI architecture sources directly relevant 
to the analytical arguments. 

Presentation of the main results. 
1. Organizations' readiness to 

implement AI: the role of organizational 
maturity 

The effectiveness of implementing 
advanced technologies such as AI directly 
depends on the level of the Safety Maturity 
Framework (SMF) within the organization.  

EASA Part-IS contains general guidance, 
for defining or adopting a maturity model for 
information systems. The following existing 
models may be considered: Cybersecurity 
Capability Maturity Model (C2M2), version 1.1; 
Systems Security Engineering – Capability 
Maturity Model (SSE-CMM); NIST 
Cybersecurity Framework (NIST CSF), version 
1.1; and ATM Cybersecurity Maturity Model, 
edition 1. [2]  

The document defines a hypothetical 
five-level maturity model, ranging from «Non-
existent» to «Adaptive», inspired by the «Tier» 
terminology from the NIST CSF. In fact, the 
model is based on NIST CSF, together with 
some elements of ISO/IEC 27001: Initial, 
Defined, Implemented, Managed, and 
Improved.  

Also, Aviation organizations describe 
their status of Safety Management system 
with respect to ICAO SMS framework as 
following: 

- SMS planning performed. 
Identification of SMS accountable and 
implementation team, SMS gap analysis, SMS 
implementation plan, establishment of SMS 
training plan. 

- In addition to the above: reactive 
processes implemented. Safety policy, safety 
management responsibilities across the 
organisation, SMS coordination mechanism, 
departmental action groups where 
applicable, SMS documentation and 
emergency response plan (ERP). 

- In addition to the two above: 
predictive processes implemented. Voluntary 
reporting procedure, safety risk management 
procedures, occurrence reporting and 
investigation procedures, high-consequence 
safety performance indicators, management 
of change procedure, internal and external 
audit programme. 

- In addition to all of the above: 
operational safety assurance implemented. 
Enhancement of disciplinary procedures, 
hazard analysis integrates occurrence 
investigation and voluntary reporting, 
integration of hazard analysis and risk 
management with subcontractor’s SMS, low-
consequence events included in data 
collection, processing and measuring, SMS 
audit programmes implemented, training for 
all relevant personnel completed, safety 
promotion in place. 

Hamidreza Golabchi et al. also, noted 
that: “To evaluate and enhance safety culture 
maturity, researchers have developed 
maturity models, which classify organizations 
into progressive stages of safety 
development. Prominent examples include 
Fleming’s safety culture maturity model and 
Hudson’s safety maturity ladder, both of 
which provide structured pathways for 
organizations to transition from reactive to 
proactive safety cultures” [3]. He describes the 
maturity of organizations as having 
progressed also through five distinct levels: 
Initial, Managed Standardized, Advanced, 
Optimized.  

All these maturity definitions have 
different names but are very similar to each 
other. Their main common feature is that the 
top level of maturity ensures proactive 
actions, forecasting, data governance, 
constant monitoring and staff involvement, 
which in turn contributes to the sustainability 
of the system and organization processes. At 
this stage, organization achieves a high level 
of safety maturity, where the focus is on 
continuous improvement and innovation and 
there AI solutions can be integrated with 
maximum value. At the same time 
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organizational maturity determines not only 
whether AI can be deployed but also whether 
the organization can detect and recover from 
AI-induced failures.  

2. Rethinking the safety barriers: SHELL 
and Swiss Cheese Models in the Age of AI 

The traditional SHELL model, as described 
in ICAO Doc 9859 [1], outlines interactions 
between Liveware and four main system 
elements: Software, Hardware, Environment, 
and other Liveware. Yet, emergence of AI 
introduces a fundamentally new dimension 
(layer) to this structure.  

Within the SHELL framework, this AI layer 
cannot be fully classified as either Software or 
Hardware. Unlike conventional system 
components, AI systems can interpret, adapt, 
and make context-dependent decisions, 
participating directly in operational 
interactions rather than only supporting 
them. It does not have to replace existing 
systems; instead, AI layers are integrated into 
ongoing processes and software.  

As a result, the interaction model within 
SHELL is changing. It is no longer limited to 
human–system or human–human interfaces: 
new ones are emerging, such as Human-AI 
Teaming, and variants including Human-AI-
AI-Human and Human-AI-Human-AI, 
potentially allowing problems to propagate 
unchecked across traditional «defense-in-
depth» boundaries. These interactions may 
occur with limited or no direct human 
oversight [4].  

This shift directly affects safety risk 
management. The addition of an AI layer 
brings new kinds of dependencies, 
uncertainties, and emergent behaviors the 
original SHELL framework does not directly 
address. Because of this, human factors 
assessment and risk evaluation methods may 
need to be reconsidered to reflect these new 
patterns of interaction.  

The Swiss Cheese model which is one of 
the most widely used frameworks in aviation 
safety management, developed by Professor 
James Reason [5], and is specified in ICAO Doc 
9859 [1] SMS methodology, illustrates that 

accidents involve successive violations of 
multiple defenses. The model proposes that 
accidents occur when vulnerabilities across 
multiple independent protective barriers, 
namely organizational factors, preconditions, 
unsafe acts, and physical defenses, align 
simultaneously. The independence of those 
barriers is the core safety mechanism: a failure 
penetrating one layer is unlikely to penetrate 
the next if each layer operates from different 
information sources, different users, and 
different institutional standpoints.  

AI disrupts this architecture in ways that 
existing safety models were not designed to 
anticipate. As Kirwan notes, AI can affect all 
layers of the Swiss Cheese model 
simultaneously, either increasing or 
decreasing the size and number of holes and, 
critically, reducing the independence 
between barriers so that the system 
effectively has fewer protective layers than it 
appears to have [4].  

Two distinct mechanisms drive this risk, 
and they operate differently enough to 
warrant separate treatment.  

While Kirwan [4] notes that AI can affect 
all layers of the Swiss Cheese model at the 
same time, there is a specific issue, namely the 
loss of independence caused by a shared 
knowledge-base architecture during system 
design, which does not appear to have been 
clearly addressed in previous research. This 
has an important implication: once 
independence is removed at the architectural 
level, operational controls alone cannot 
restore it. 

The first is correlated failure through 
shared organizational processes. In the 
compliance monitoring and quality assurance 
context, traditional safety management relies 
on planning, execution, types and objects of 
audits, compliance and safety performance 
indicators, corrective actions management, 
staff competency, organizational maturity, 
etc., each constituting an independent check. 
If two or more of these layers draw from the 
same AI knowledge base or consult the same 
AI-assistant, a systematic error in that base, 
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such as a misinterpretation of a regulatory 
requirement or an incorrectly ingested 
amendment, propagates through every layer 
simultaneously. The holes align not by chance 
but by design. This vulnerability is 
architectural: it is introduced at system design 
time, before any query has been made, and 
cannot be fully addressed by operational 
controls applied after deployment. Restoring 
genuine independence requires either 
maintaining separate knowledge sources 
across critical oversight layers or building 
verification mechanisms capable of detecting 
cross-layer convergence on a shared incorrect 
conclusion before it becomes consequential.  

The second mechanism is cascading error 
propagation across chained human-AI 
systems. Kirwan identifies an emerging 
interaction pattern: Human-AI-AI-Human and 
Human-AI-Human-AI configurations, where 
multiple AI agents process and pass outputs 
sequentially, and where a false conclusion 
generated by one agent can propagate 
unchecked through subsequent human and 
AI decision points [4]. This is qualitatively 
different from the first mechanism. Shared 
infrastructure creates a single point of failure 
affecting multiple layers simultaneously. 
Chained agents create a propagation 
pathway in which an error moves through the 
system progressively, potentially amplifying 
at each stage, until it manifests as an active 
failure. Classical human-machine interaction 
models, which assume defined handoff points 
between a human and a single automated 
system, have no adequate representation of 
this failure mode.  

Both mechanisms point toward the same 
implication for investigation and classification 
frameworks. Human Factors Analysis and 
Classification System (HFACS) [6] and 
equivalent taxonomies were developed on 
the foundation of the Reason model and 
share its assumptions about human-machine 
interaction structure. As Kirwan argues, these 
frameworks will need new categories to 
capture algorithmic bias, complacency 
toward AI output, situational awareness loss 

due to AI opacity, and the propagation 
dynamics specific to human-AI chains [4].  

It creates a safety investigation challenge: 
to understand the root causes of AI safety 
impacts or incidents, to review the data that 
was used, and to understand how AI 
responded to the user.  It is very important to 
ensure capability of data logging and audit. 
An organization that integrates a shared AI 
compliance assistant across compliance and 
safety management functions, without right 
architecture approach, has structurally 
reduced the independence of its safety layer 
before any operations begin. The 
combination of training, procedural 
guidance, or oversight requirements cannot 
restore independence that was never built 
into the system architecture. 

3. Legal issues: regulation of the EU AI 
Act and risk assessment  

There is a significant contradiction 
between the legal definition of high-risk AI 
and its actual hazard to the organization. 

One of the most challenging aspects of 
integrating AI into aviation is the discrepancy 
between European legal regulation and 
engineering risk assessment.  

According to Article 6 of the European 
Artificial Intelligence Act [7], in the aviation 
context, a system is classified as high-risk AI if 
it is a «safety component» of an aviation 
product, or if its functions fall under Annex III. 
At the same time, Article 6(3) contains 
exceptions (derogations): the system loses its 
high-risk status if it performs only a narrow 
procedural task, detects patterns in already 
made decisions (passive monitoring), or 
performs a preparatory action without 
affecting the final decision.  

EASA is drafting document DS.AI in order 
to meet the EU AI Act in terms of «safety 
component» and interaction AI with human. 

It is important point that, AI-based 
systems that incorporate logic- and 
knowledge-based AI or hybrid AI, for which 
failure contribution is more stringent than «no 
safety effect» are excluded from DS.AI 
(DS.AI.010 item (d). At the same time AI 
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system, designed in this approach, is the most 
reliable for regulatory framework. 

To determine if the AI system is high-risk 
or is excluded, organization should follow EU 
AI Act provisions, but this do not guarantee 
the safety itself if Functional Hazard 
Assessment (FHA) was not performed. 

According to the EASA DS.AI, the FHA 
score classifies hazards on a five-point scale 
(from H1: unacceptable - potential for 
fatalities to H5: no risk). If, after aggregating all 
scenarios, the system obtains the H5 (No risk) 
level, it is assigned the lowest guaranteed 
level AL6.  

An organization can develop an AI 
assistant (for example, for audit or compliance 
management, based on hybrid AI solutions) 
that successfully defined status under Article 
6(3) exceptions and is legally exempt from the 
strict EU AI Act regulation of high-risk systems. 
However, an internal risk assessment may 
show that this supposedly safe tool poses 
serious threats to business processes (fines, 
staff discrimination and omission of critical 
documentary inconsistencies).  

In such a situation, if it is general 
organization, they should voluntarily apply, 
for example, cross-industry standards such as 
NIST AI RMF [9] (for enterprise risk 
management) or HUDERIA (for assessing the 
impact on people’s rights) or other risk 
management framework to determine its risk 
tolerance or even abandon the 
implementation of AI. But if it is aviation 
organization, there is misunderstanding how 
to apply the EASA regulation. 

The regulatory gap identified above has a 
direct human consequence. When the legal 
framework does not clearly allocate 
responsibility between the AI system and its 
human operators, individual professionals as 
auditors, engineers, safety managers are left 
in an ambiguous accountability position. 

4. Human-AI Teaming, Safety Culture, 
and De-skilling 

The implementation of decision-making 
AI algorithms is classified by EASA as follows. 
As specified in the EASA Concept Paper [10]: 

Level 2A corresponds to the implementation 
of an AI-based system capable of teaming 
with an end user. The operation is expected to 
change by moving from human-human 
teams to human-AI-based system teams. 
More specifically, Level 2A introduces the 
notion of cooperation as a process in which 
the AI-based system helps the end user 
accomplish their own objective and goal. The 
operation evolves by considering the work 
from the AI-based system based on a 
predefined task allocation pattern e.g., AI 
advanced assistant supporting landing 
phases (automatic approach configuration), 
or conflict detection and resolution in ATM.  

This transition creates an acute conflict 
with the basic principle of safety 
management - Safety Culture and the safety 
reporting culture. There is a «Double-Bind» 
syndrome occurs:  

- If an employee does not agree with the 
recommendation of AI, acts at their own 
discretion, and an incident occurs, the 
organization may accuse them of ignoring the 
technology (algorithm aversion).  

- If an employee trusts an algorithm that 
gives false advice, and this leads to an incident 
or penalties, they will be accused of overtrust 
(automation bias) and loss of vigilance.  

This double-bind is not merely a 
theoretical concern. Kirwan documents the 
legal and professional exposure it creates for 
individual aviation personnel [4]. Franchina 
similarly examines its implications for Just 
Culture frameworks in European aviation [11]. 
Due to fear of legal responsibility, staff may 
stop openly reporting AI errors or their 
doubts, which will destroy the fundamental 
principle of safety reporting in aviation 
(reporting culture). To mitigate this, EASA and 
other methodologies require the introduction 
of operational explainability mechanisms, 
where the system can provide information 
about its level of statistical certainty and 
protect a person from manipulation.  

To overcome this threat, the modern 
science of Human Factors puts forward two 
critical requirements: 
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− Operational Explainability (OpXAI): AI 
should not be a «black box». The algorithm 
should provide a person with understandable 
information about the reasons for its decision 
(rationale), data sources, as well as the metric 
of its own uncertainty bounds. If the level of 
AI confidence drops, the system should 
transfer control to a person, forming the so-
called «Calibrated Trust» [4]. Operational 
Explainability (OpXAI) is a fundamental 
requirement described in detail in the EASA 
Concept Paper [10]. In particular, the AI 
operational explainability section states that 
the system must provide clear information 
about how the algorithm obtained its results. 

− Knowledge-Based Behaviour (KBB): 
According to the Rasmussen model [12], the 
highest level of human cognitive activity is 
knowledge-based behavior (KBB). This classic 
model of cognitive activity is referenced both 
in the draft EASA specifications NPA 2025-
07(B) Proposed DS.AI [8] (where solutions are 
divided into Skill-based, Rule-based, and 
Knowledge-based) and in Kirwan research 
this was also mentioned [4]. 

AI assistants take on analytical work, 
which inevitably leads to the degradation of 
professional skills of staff (de-skilling). If AI is 
faced with an unpredictable situation (“corner 
case”), a person may be unable to take control 
because they have lost a deep understanding 
of the physics and logic of processes. Kirwan 
notes that some skill sets may be lost as 
automation increases, and that knowledge-
based behavior, incorporating both factual or 
declarative knowledge and experience 
accumulated over years of operating complex 
systems represents the most critical and 
hardest-to-recover cognitive capability [4].  

The risk of staff dequalification due to AI 
is also addressed in the EASA Concept Paper 
(in the adaptation of the ALTAI checklist, item 
G6.g) [10]. It states: «Can an AI-based system 
create a risk of workforce dequalification?... 
When new working methods are introduced, 
there is a risk of dequalification, which means 
that staff will no longer use their 
competence...». The risk of a person’s inability 

to take control over the limits of the system’s 
knowledge (edge and corner cases) is actively 
considered in the literature on Human Factors 
and is mentioned in the requirements for 
testing HAT systems [4]. On the other hand, it 
also can be noted that a person's hard skills 
are just transformed including the cognitive 
context, so it can be called competence 
challenges or transformation to the new ones. 

5. AI in Compliance Monitoring: 
advantages and limitations  

The implementation of artificial 
intelligence systems, particularly AI assistants 
and agents, in compliance monitoring, quality 
assurance, and knowledge base management 
is one of the most promising areas of digital 
transformation. According to research, 
knowledge base management and IT are the 
areas where the use of AI solutions, including 
AI agents is scaling the fastest across different 
industries [12,13]. 

5.1. Benefits of AI Assistants in 
compliance and quality assurance  

Effective management of knowledge bases 
and deep research: AI solutions can perform 
the function of «deep research», quickly 
analyzing large volumes of unstructured data, 
texts, and reports to synthesize complex 
conclusions from them. AI systems applying 
natural language processing (NLP) can 
retrieve relevant content and surface cross-
document patterns that manual search would 
miss or make prohibitively time-consuming. 
The break-down of data silos between, for 
example, safety reporting and audit findings, 
is a frequently cited operational benefit 
[12,14].  

Improving the quality of inspections and 
audits: During inspections or audits, AI 
assistants can retrieve applicable regulatory 
text, highlight the compliance gaps, 
permissible limits, and historical records in 
response to natural language queries. This 
reduces the time an auditor or inspector 
spends on manual cross-referencing and 
allows more attention to be given to 
observation and judgment. The practical 
value is not in replacing inspector expertise 
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but in reducing friction in accessing the 
knowledge that expertise depends on.  

Automation of routine processes and 
reporting: AI solutions can speed up 
operations that are too time-consuming, 
automate repetitive tasks, reporting on 
compliance status, corrective action deadline 
monitoring, highlight trends and patterns 
and free the aviation specialist to devote 
more time to critical thinking and new 
analyses. For compliance teams already 
operating under resource pressure, the ability 
to reduce time spent on structured but low-
cognitive-demand tasks creates capacity for 
more substantive analytical work [16].  

Shift from reactive to predictive safety 
management: Perhaps the most significant 
potential contribution is in safety intelligence: 
identifying correlations and trends across 
incident records, safety reports and audit data 
that would not be apparent from reviewing 
cases individually. This capability supports the 
transition from capturing incidents after they 
occur to detecting precursors before they 
result in harm a goal explicitly reflected in 
ICAO Doc 9859 [1], ICAO Safety Intelligence 
Manual (Doc 10159) [15], and EASA SMS 
frameworks. 

5.2. Technical limitations and their 
compliance implications  

The limitations of common AI 
technologies are well-documented in the 
machine learning publications. Their 
implications in compliance contexts are 
serious because the consequences of acting 
on incorrect information can affect regulatory 
outcomes and, in safety-critical industries, 
operational safety. 

Hallucinations and reliability: LLMs 
generate outputs by predicting statistically 
likely continuations of their input. They do not 
differentiate between what they know and 
what they are generating plausibly. The result 
is a list of failures in which the model produces 
output that is grammatically coherent and 
contextually appropriate in tone but factually 
wrong, citing regulations that do not exist, 
attributing requirements to incorrect articles, 

or constructing plausible sounding but 
erroneous procedural conclusions. In a 
regulatory retrieval context, this is not just a 
trouble; it is a failure mode with potential 
safety implications. [17,4,16].  

Black Box problem (Inscrutability): The 
complexity of machine learning algorithms 
often renders the AI decision-making process 
difficult for humans to understand. If the 
system cannot explain on what data or 
regulations it detected noncompliance or 
violations (lack of explainability), it is difficult 
for auditors to trust such conclusions. EASA 
NPA 2025-07(B) explicitly addresses this 
through the requirement for operational 
explainability (OpXAI) - the ability of a system 
to provide, in terms an auditor can verify, the 
basis for each advisory output [8].  

Data drift dependency: AI systems reflect 
the data on which they were designed. 
Regulatory environments are subject to 
constant changes: regulatory requirements 
and standards are amended, new AMC&GM 
materials are issued, and organizational 
procedures are often revised. If the 
knowledge base contains outdated 
standards, historical bias, or errors, the AI will 
consistently issue false recommendations. In 
addition, the lack of AI’s ability to understand 
context (common sense) makes it vulnerable 
in non-standard situations.  

De-skilling: If an AI assistant takes over all 
the analytical work, there is a high risk of 
degradation of the professional skills of 
auditors and inspectors (loss of knowledge-
based behavior). In the event of a system 
failure or a non-standard situation (corner 
case), the specialist may not be able to 
independently detect violations or 
noncompliance. The approaches to auditor 
competence assessment and their training 
should be reviewed to mitigate these risks. 

5.3. Systemic Risks: when individual 
limitations become organizational hazards  

There are systemic risks that emerge from 
how these systems are integrated into 
organizational safety structures. These risks 
are probably more serious than the technical 
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limitations themselves because they are less 
visible and less likely to be identified before 
causing harm. 

 1) Bias in AI-assisted compliance 
monitoring. The most widely discussed is 
automation bias: when humans work 
alongside automated systems, they 
systematically over-rely on system output, 
even when that output is wrong [18,19,4]. In 
compliance monitoring it reflects as a specific 
failure pattern: findings not flagged by an AI 
assistant are at elevated risk of being 
overlooked, not because the inspector or 
auditor lacked competence, but because the 
system’s silence implied acceptability. This is 
documented behavior in automated 
decision-support systems across aviation and 
other high-reliability industries, not a 
theoretical concern.  

The second vector runs in the opposite 
direction. Historical audit records, finding 
classifications, and incident reports reflect the 
judgment of the people who created them. If 
certain violation types or specific 
nonconformities were systematically under-
reported due to organizational culture, just 
culture failures, or established inspector blind 
spots an AI system grounded on that data will 
reproduce those gaps, consistently and 
invisibly. NIST AI RMF explicitly addresses this 
under its MAP and MEASURE functions: bias is 
not only what a model does with data, but 
also what the data carried in [9]. In regulated 
environments where historical records form 
the primary knowledge base, this is a material 
risk that pre-deployment data quality 
assessment cannot fully eliminate.  

The third is the most structurally difficult 
to control. When an auditor reviews an AI 
recommendation, they are not starting from a 
neutral position the AI’s framing of a finding 
shapes what they look for and how they 
interpret the evidence in front of them, even 
when they believe they are exercising 
independent judgment. This confirmation 
bias effect [20] means that human-in-the-loop 
oversight, the standard mitigation for 
automation bias, does not straightforwardly 

restore independence. If the review step is 
itself shaped by the output it is meant to 
verify, its value as an independent check is 
compromised in proportion to how strongly 
the AI framing anchors the auditor’s attention.  

2) Double-Bind syndrome in matters of 
responsibility: AI deployment in compliance 
contexts creates a structural accountability 
problem for individual professionals. If an 
auditor overrides an AI recommendation and 
an adverse outcome follows, they risk being 
accused of ignoring available system 
guidance. If they follow a flawed AI 
recommendation and an outcome follows 
from that, they risk being accused of uncritical 
reliance on an automated tool. This can 
seriously harm the culture of open safety 
reporting [4,11].  

3) Cybersecurity and sensitive data 
protection: Compliance monitoring as a safety 
systems work with sensitive corporate and 
personal information. There are serious risks 
of data breaches, privacy breaches (such as 
GDPR [21]), and cyberattacks such as data 
poisoning, where an attacker can discreetly 
change training data or knowledge base 
content to hide certain types of breaches from 
AI algorithms. Unlike conventional data 
breaches, data poisoning may be 
undetectable until after outcomes have 
occurred because the system continues to 
function normally for all other query types. 

5.4. The hallucination problem as a 
structural issue 

Automation bias and de-skilling can be 
partially addressed through training, 
workflow design, and human oversight 
requirements. The accountability trap 
requires institutional and regulatory 
attention. But hallucination or algorithms 
failures, the generation of factually incorrect 
information presented with apparent 
confidence is a structural property of current 
LLM architectures, and procedural 
mitigations (human review, citation checking) 
are, at best, unreliable controls applied after 
the fact. 
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The core issue is that a standard LLM 
generates responses by sampling from a 
probability distribution over possible next 
token. It has no internal representation of 
what it knows versus what it is estimating. A 
human expert who does not know something 
will typically express uncertainty; an LLM will 
typically produce a confident-sounding 
response regardless of whether the relevant 
information was present in its training data. In 
a regulatory retrieval context, where the 
specific wording of a standard or the specific 
article number of a requirement may 
determine compliance outcomes, this is not 
an acceptable failure mode.  

Requiring auditors to verify every AI 
citation is reasonable, but it imposes a 
verification burden that scales with query 
volume, is susceptible to automation bias 
(auditors who consistently find citations to be 
correct will become less rigorous over time), 
and does not prevent incorrect citations from 
being acted upon when verification steps are 
skipped or rushed.  

An architectural solution is required one 
that constrains what the system can generate, 
not one that attempts to detect errors after 
generation.  

5.5. A proposed architectural 
response: Graph RAG for compliance 
environments 

Graph Retrieval-Augmented Generation 
(Graph RAG) is a hybrid architecture that 
combines the natural language capability of 
LLMs with the deterministic reasoning of 
structured Knowledge Graphs [22]. The 
combination addresses the hallucination 
problem at its architectural root rather than at 
the point of output review. 

The fundamental distinction from 
conventional RAG (retrieval-augmented 
generation) is the structured representation 
of knowledge [24]. Standard RAG systems 
retrieve text chunks from a vector database 
based on semantic similarity to a query; the 
LLM then generates a response conditioned 
on the retrieved text. The model still 
generates, it can still hallucinate because it 

synthesizes from retrieved fragments, not 
reading from a verified structured record. 
Graph RAG replaces the unstructured retrieval 
layer with a knowledge graph in which 
entities, relationships, and provenance are 
explicitly encoded.  

The main points:  
•  Knowledge graph construction. A Graph 

RAG approach is used to extract entities and 
relationships from source documents: 
regulatory texts, incident reports, audit 
records and in which each structured graph 
node and edge is traceable to a specific 
source document, article, and version. This 
step converts unstructured regulatory text 
into a deterministically queryable knowledge 
structure. In the aviation safety domain, 
Iyengar et al. demonstrate this approach at 
scale, constructing an Aviation Safety 
Knowledge Graph from NTSB accident reports 
and FAA databases, yielding over 205,000 
entities and 137,000 verified relationships 
[24].  

•  Fact-bound response assembly. The 
response is assembled from graph nodes 
returned by the database query. The system 
does not generate from its parametric 
memory; it retrieves from a verified, versioned 
structured source. A regulatory citation that 
does not exist in the graph cannot be 
returned. Iyengar et al. evaluate this 
grounding property across three dimensions 
schema accuracy, query precision, and 
contextual grounding, confirming that 
responses are strictly derived from retrieved 
graph nodes rather than hallucinated from 
base model training data [24].  

The practical consequences of this 
architecture are significant for compliance 
and safety platforms. First, hallucination is 
constrained by design: the system cannot 
return information that is not present in the 
verified graphs, which eliminates the primary 
failure mode of factual confabulation. Second, 
every response is structurally traceable: each 
advisory output can be accompanied by the 
specific graph nodes that supported it: source 
document ID, article reference, amendment 
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version, and ingestion date, without 
additional engineering effort. This satisfies 
the operational explainability requirement 
(OpXAI) that EASA NPA 2025-07(B) establishes 
for AI-based systems in aviation [8].  

Third, the architecture aligns with EASA’s 
characterization of hybrid AI systems as 
combining machine learning constituents 
with logic- and knowledge-based (LKB) 
constituents. The Knowledge Graph is the LKB 
element: it provides deterministic reasoning 
and constrains the probabilistic LLM. EASA’s 
AI Roadmap 2.0 [25] identifies hybrid AI as a 
priority area for regulatory development, 
acknowledging that current guidance under 
DS.AI NPA 2025-07(B) does not fully address 
hybrid architectures. This represents both a 
regulatory gap and a research opportunity.  

It is important to be precise about what 
this architecture does and does not solve. It 
eliminates hallucination in the sense that the 
system cannot invent facts that are absent 
from the graph. It does not eliminate errors 
that originate in the graph itself: an 
incomplete graph, an incorrectly ingested 
document, or an outdated knowledge base 
will produce incorrect responses - 
confidently, consistently, and without any 
indication that something is wrong. The 
quality of the knowledge graph construction 
process and the currency of the underlying 
sources are therefore not secondary 
engineering concerns. It is one of the primary 
safety controls in the system. Knowledge base 
change management, amendment tracking, 
and outdated information detection are as 
safety critical as the query architecture itself. 

5.6. Implications for deployment in 
safety-critical environments  

The analysis above specifies to the 
following requirements that appear 
necessary for any AI assistant deployment, 
based on logic- and knowledge-based 
approach, in compliance monitoring 
contexts. These are not novel 
recommendations, each appears in existing AI 
governance frameworks [8,9,7]. 

The knowledge base integrity is probably 
one of the most consequential and the least 
visible in current deployment practice. The 
validity, completeness, and source of the 
knowledge base on which an AI compliance 
assistant operates should be actively 
managed as a safety-critical configuration 
item. This includes amendment tracking, 
identification, version control, and a defined 
change management process for knowledge 
base updates. A system with excellent 
architecture but with a poorly maintained 
knowledge base is not safer than one without 
those attributes; it may be more dangerous 
because the architecture creates confidence 
that the underlying quality does not justify.  

Also, human oversight should be 
architecturally ensured, not procedurally 
recommended. Workflow should ensure that 
human review or approval occurs before AI 
advisory outputs will be implemented into 
any regulated process, and it is not as a 
guideline that users are expected to follow, 
but as a system constraint they cannot avoid. 
This distinction matters because automation 
bias operates exactly in the space where 
human oversight is available but optional. 
And at the same time there are biases related 
also to users who provide this oversight. For 
example, HUDEIRA AI risk methodology 
specifies «positionality reflection»: developers 
must examine their own privileges, 
background, and blind spots to recognize the 
limits of their own perspective and take into 
account the viewpoints that are missing for an 
objective assessment of the impact of AI. So, it 
is important to provide independent 
competence assessment of auditors and 
safety staff, which should include some 
ethical and positionality issues. 

The third one is operational explainability. 
The ability to explain, in verifiable terms, the 
basis for an AI recommendation must be a 
part of the system’s architecture, not a post-
hoc capability added at the reporting layer. 
For compliance and safety platforms, it means 
references and citations to specific source 
documents, articles, and amendment 



The electronic scientifically and practical journal   7-20 
“INTELLECTUALIZATION OF LOGISTICS AND SUPPLY CHAIN MANAGEMENT”,  v.37 (2026) 
ISSN 2708-3195  https://smart-scm.org 

 

 This work is licensed under a Creative Commons Attribution 4.0 International License 

versions, not confidence scores or free AI 
interpretation, which are not interpretable by 
auditors in regulatory terms. 

Besides, important point is effective AI 
risk management system. This system should 
cover the full AI system lifecycle: design, 
development, deployment, and operation, 
since some failure modes or mitigation 
actions can only be addressed at the 
architectural stage.  

These conditions map directly onto the 
organizational maturity framework. A 
company’s readiness for AI is determined not 
only by its technological base but also by 
management’s ability to decentralize safety 
management and ensure a continuous 
improving process. Also, the adoption of AI 
algorithms requires strong data governance. 
Thus, AI should be implemented not as an 
isolated IT solution but as an element of a 
socio-technical system. Organizations that 
deploy AI compliance assistants before 
reaching the appropriate maturity level for 
each condition are not merely accepting 
higher risk, they are deploying a system 
whose safety controls cannot function as 
designed. 

These requirements are understandable 
to state and are significantly harder to 
implement in practice. The research challenge 
is not identifying them but developing 
verification methods, test procedures, and 
monitoring options that can confirm they are 
met and continue to be met over the 
operational life of a deployed system. 

Conclusions. When organizations 
introduce AI systems before achieving an 
adequate level of operational readiness, 
existing safety barriers may no longer 
function reliably. In the context of safety, the 
maintaining a high level of organization 
maturity should be a central corporate goal.  

AI can affect the independence of safety 
barriers. The SHELL and Swiss Cheese models 
demonstrate this issues in two main ways: 
correlational failures within shared 
knowledge architectures and error 
propagation within aviation compliance 

workflows. When people or systems use the 
same AI models and data, the same erroneous 
output may affect several operational 
functions at once. Once such dependencies 
are embedded into operational workflows, 
procedural controls and additional training 
may have only limited corrective impact. For 
this reason, such dependencies should 
already be considered during early stages of 
system design. 

Aviation regulators are still working 
toward a harmonized approach to AI 
governance and certification. EASA in its 
approaches is guided by the requirements of 
the EU AI Act, but the regulation is still 
pending.  

The AI architecture considered in this 
article helps with governance of compliance-
related knowledge databases in aviation. The 
proposed architecture combines logic-based 
and knowledge-based AI methods within a 
hybrid framework. However, hybrid AI 
category is currently excluded from DS.AI, 
which creates a regulatory gap. 

AI-supported decision-making may place 
personnel in a double-bind situation, 
contribute to the gradual loss of professional 
skills and reduce the willingness to submit 
voluntary safety reports. To mitigate these 
risks, an AI system should provide operational 
explainability, and the organization should 
maintain personnel competence through 
revised training and competency assessment 
practices. 

Graph-based RAG architectures can 
improve response reliability where LLM-
generated outputs based on structured 
knowledge representations. An additional 
advantage of this architecture is improved 
traceability and explainability of generated 
responses, which is particularly relevant in 
aviation compliance context. However, the 
reliability of such systems still depends on 
how the underlying knowledge graph is built, 
maintained, updated, and validated over 
time. 

The field of ongoing work in AI 
trustworthiness and safety risk management 
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requires closer collaboration between the AI 
research community, domain experts, and 
regulators than has characterized most AI 
deployment and safety challenges before. 

AI will be particularly important in the 
post-war recovery of Ukraine's air transport 
industry [26]. The dynamic emergence of new 

hazards and the increasing intensity of 
traditional ones, coupled with the objective 
challenges of ensuring the fourth critical 
element CE 4 "Technical Personnel 
Qualification," underscores the relevance and 
practical value of developing an innovative 
safety data management tool such as AI.
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IMPROVING CONTRACT PERFORMANCE IN THE DEFENSE 
PROCUREMENT SYSTEM BASED ON A RISK-ORIENTED APPROACH 

 
Volodymyr Marchuk, Marharyta Zelinska, Olha Rezanko. «Improving contract performance in the 

defense procurement system based on a risk-oriented approach». The article examines the theoretical and 
applied foundations of forming a risk-oriented approach to ensuring contract performance within the defense 
procurement system under conditions of a wartime economy and high uncertainty. A comprehensive analysis 
of contemporary risk assessment models, including FMEA, its modifications, risk indicator systems, and security 
assessment models, was conducted, allowing the identification of their advantages and limitations in the 
context of defense logistics application. It was established that existing approaches insufficiently account for 
time criticality, risk controllability, detection complexity, and strategic significance, thereby reducing the 
effectiveness of contract management. 
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The necessity of improving risk assessment methods is substantiated, and an integrated model is 
proposed based on the extension of the classical approach through the introduction of additional coefficients 
reflecting the specific characteristics of the defense procurement system. A conceptual risk-oriented model for 
ensuring contract performance was developed, incorporating interconnected blocks of risk identification, 
assessment, and managerial decision-making, thereby providing a systematic and adaptive approach to risk 
management throughout all stages of the contract lifecycle. 

The practical significance of the obtained results lies in the possibility of improving the validity of 
managerial decisions, increasing the effectiveness of contract performance assurance instruments, reducing the 
probability of contract non-performance, and enhancing the resilience of the defense procurement system to 
destabilizing factors. 

Keywords: risk-oriented approach, defense procurement, risk management, contract performance, 
FMEA, risk assessment, military logistics, strategic significance, time criticality, managerial decision-making 

Володимир Марчук, Маргарита Зелінська, Ольга Резанко. «Підвищення ефективності 
виконання контрактів у системі оборонних закупівель на засадах ризик-орієнтованого 
підходу».  У статті досліджено теоретичні та прикладні засади формування ризик-орієнтованого 
підходу до забезпечення виконання контрактів у системі оборонних закупівель в умовах воєнної 
економіки та високої невизначеності. Здійснено комплексний аналіз сучасних моделей оцінювання 
ризиків, зокрема FMEA, її модифікацій, систем ризик-індикаторів та моделей оцінки захищеності, що 
дозволило виявити їх переваги та обмеження щодо застосування у сфері оборонної логістики. 
Встановлено, що існуючі підходи недостатньо враховують часову критичність, керованість 
ризиків, складність їх виявлення та стратегічну значущість, що знижує ефективність управління 
контрактами. 

Обґрунтовано необхідність удосконалення методів оцінювання ризиків та запропоновано 
інтегровану модель, яка базується на розширенні класичного підходу шляхом введення додаткових 
коефіцієнтів, що відображають специфіку функціонування системи оборонних закупівель. 
Розроблено концептуальну ризик-орієнтовану модель забезпечення виконання контрактів, яка 
включає взаємопов’язані блоки ідентифікації, оцінювання та прийняття управлінських рішень і 
забезпечує системний та адаптивний підхід до управління ризиками на всіх етапах контрактного 
циклу. 

Практичне значення отриманих результатів полягає у можливості підвищення 
обґрунтованості управлінських рішень, ефективності застосування інструментів забезпечення 
виконання контрактів, зниження ймовірності їх невиконання та підвищення стійкості системи 
оборонних закупівель до впливу дестабілізуючих факторів 

Ключові слова: ризик-орієнтований підхід, оборонні закупівлі, управління ризиками, 
виконання контрактів, FMEA, оцінювання ризиків, воєнна логістика, стратегічна значущість, часова 
критичність, управлінські рішення 

  
Introduction. Under the current 

conditions of the functioning of Ukraine’s 
defense procurement system, characterized 
by a high level of uncertainty, increasing 
volumes of financing, and the critical 
importance of timely provision of the security 
and defense sector needs, the issue of 

ensuring proper contract performance has 
become particularly relevant. Delays in 
deliveries, non-compliance of products with 
established requirements, and the financial 
instability of suppliers create significant risks 
to the effective functioning of the defense-
industrial complex. Traditional approaches to 
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contract performance assurance, which are 
primarily based on the application of standard 
financial and legal instruments (bank 
guarantees, penalties, and security deposits), 
do not always take into account the specific 
risks inherent in defense procurement and are 
often applied without proper consideration of 
their level of criticality. This reduces the 
effectiveness of contract management and 
limits the possibilities for preventive influence 
on potential threats. 

In this regard, the implementation of a 
risk-oriented approach becomes particularly 
important, as it provides for the systematic 
identification, assessment, and ranking of 
contract performance risks followed by a 
substantiated selection of instruments for 
their minimization. Such an approach makes 
it possible to increase the adaptability of the 
defense procurement system, ensure more 
efficient use of resources, and improve the 
reliability of contractual obligations 
fulfillment. 

Literature Review and Previous 
Research. Contemporary approaches to risk 
management in procurement, particularly in 
defense procurement, are formed through an 
interdisciplinary combination of engineering 
reliability analysis methods, economic 
modeling, and institutional control 
mechanisms. Considerable attention in the 
scientific literature has been devoted to the 
development of tools for risk identification, 
assessment, and prioritization; however, the 
issue of their adaptation to the specific 
features of defense procurement, 
characterized by high uncertainty, time 
criticality, and strategic significance, remains 
insufficiently explored. 

In particular, study [1] examines the 
current state of legal regulation of risk 
management in the field of defense product 
quality assurance and summarizes NATO 
experience, emphasizing the necessity of 
integrating standardized risk management 
procedures into national defense 
procurement systems. At the same time, 
paper [2] highlights the significant role of 

corruption risks as one of the key factors 
affecting the efficiency and transparency of 
defense procurement processes and 
substantiates the need to improve 
mechanisms for their identification and 
mitigation. 

Alongside this, considerable attention in 
scientific research has been devoted to the 
development of risk assessment models used 
for risk identification and prioritization. 
Traditionally, risk assessment in defense 
procurement contract performance is defined 
through the integration of probability and 
impact: (R = P × I) [3] where risk is determined 
as the product of probability and impact [3]. 
Such an approach provides a basic 
quantitative assessment of risk and enables its 
ranking according to significance for 
managerial decision-making. However, it has 
limited analytical potential because it does 
not account for the complexity of risk 
detection, controllability, and time criticality, 
which are crucial characteristics in the context 
of defense procurement. 

To overcome the limitations of basic 
approaches based on the integration of 
probability and impact, scientific literature 
has developed more detailed assessment 
models that take into account additional risk 
characteristics and improve the accuracy of 
analysis. One of the most widely used risk 
analysis methods is Failure Mode and Effects 
Analysis (FMEA) [4, 5], which is based on 
calculating the Risk Priority Number (RPN): 

 
RPN = O × S × D,                         (1) 

where: 
O – probability of occurrence; 
S – severity of consequences; 
D – probability of detection. 
This approach historically emerged in the 

aerospace and defense industries and was 
used to predict failures in complex technical 
systems, thereby enabling early identification 
of critical disruptions. 

In applied research and process 
management practice, this model is often 
interpreted through a more practice-oriented 
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understanding of its components, according 
to which the Risk Priority Number is defined as 
the product of severity, frequency of 
occurrence, and the complexity of risk 
detection and control. Such an interpretation 
does not alter the essence of the classical 
FMEA model but expands the meaning of the 
Detection parameter by incorporating 
characteristics related to detection 
complexity and risk controllability, thereby 
bringing the model closer to modern risk 
management approaches [6]. 

The advantages of the FMEA model lie in 
its ability to systematize risks according to the 
structural elements of the system, determine 
priorities for corrective actions, and ensure 
compliance with quality standards. In 
particular, applied studies emphasize the 
effectiveness of FMEA in improving system 
reliability and process quality management 
[4]. 

At the same time, scientific research 
notes that FMEA has several methodological 
limitations, including a high dependence on 
expert judgments and the subjectivity of 
determining the parameters O, S, and D [4]. In 
the context of defense procurement, these 
limitations are amplified by additional factors 
such as the lack of consideration of risk 
controllability, the neglect of time criticality, 
and insufficient differentiation of threat 
detection levels. As a result, the basic FMEA 
model may underestimate the strategic 
consequences of risks, especially in the 
conditions of military logistics and dynamic 
supply chains. 

To overcome the limitations of the 
classical model, scientific studies have 
proposed a number of modifications, 
particularly for logistics and procurement, 
involving the introduction of weighting 
coefficients that reflect the context of 
application [7–9]: 

 
RPNmod = O × S × D × W,              (2) 

 

where W is a weighting coefficient 
reflecting industry-specific characteristics or 
the context of risk. 

Such approaches make it possible to 
improve the accuracy of risk assessment in 
non-manufacturing sectors, particularly in 
procurement, and to account for the 
characteristics of specific stages of the supply 
chain. 

The advantages of modified models 
include flexibility in adapting to industry 
specifics, the possibility of ranking risks 
according to a hierarchy of importance, and 
the expansion of the analytical capabilities of 
the basic model. However, their main 
drawbacks are associated with the 
subjectivity of determining weighting 
coefficients, the absence of standardized 
approaches to their calculation, insufficient 
consideration of the strategic significance of 
risks, and the neglect of time sensitivity, which 
is critically important for defense contracts. 
Moreover, empirical results of such models 
are predominantly limited to manufacturing 
systems and are not fully adapted to high-risk 
procurement processes [7–9]. 

Another area of research is associated 
with the use of risk-indicator models in 
procurement systems applied for automated 
monitoring of procurement procedures. 
Within such approaches, risks are ranked 
according to predefined weighting 
coefficients, while the integral indicator is 
formed on the basis of the sum of indicator 
values with subsequent comparison against 
threshold values [10–12]. 

The advantages of this approach include 
the possibility of automated analysis of large 
data arrays, effectiveness in detecting 
procedural and corruption-related risks, and 
practical applicability within digital public 
procurement systems. In particular, the 
application of such indicators in electronic 
procurement systems makes it possible to 
identify a significant share of risky procedures 
and increase procurement transparency. 
However, the limitations of risk-indicator 
models lie in their static nature, focus 
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primarily on procedural and corruption-
related risks, lack of consideration of time 
criticality, and neglect of the strategic 
significance of contracts. This reduces their 
effectiveness in the dynamic environment of 
defense procurement, where risks are 
complex and multidimensional [11]. 

In the field of security and defense, 
security assessment models are used in which 
risk is considered as a function of the totality 
of potential threats and their characteristics: 

 
R = f(ω,T),                       (3) 

where: 
ω – number of threats; 
T – parameters or characteristics of 

threats. 
Scientific research in the field of 

information security and military systems 
additionally introduces a security coefficient 
reflecting the ability of the system to counter 
threats and minimize their impact [13–15]. In 
particular, relevant methodologies for 
assessing the security of information systems 
and military equipment define risk while 
taking into account not only the 
characteristics of threats but also the 
effectiveness of protective mechanisms [13]. 
Similar approaches are widely used in 
information security and cybersecurity 
systems, where risk assessment is integrated 
with threat analysis and evaluation of 
mitigation mechanisms [14, 16]. 

The advantages of such models include 
orientation toward complex threats, 
consideration of the specifics of the security 
environment, and the possibility of assessing 
the level of system protection. At the same 
time, their disadvantages manifest 
themselves in insufficient detailing of risk 
parameters, lack of consideration of risk 
controllability, neglect of time criticality, and 
limited applicability for analyzing contractual 
relations in procurement. 

The conducted analysis of scientific 
approaches to risk assessment allows 
concluding that existing models, including 
FMEA, its modifications, risk-indicator 

systems, and security assessment models, 
form an important methodological basis for 
risk identification and prioritization. However, 
their application in the field of defense 
procurement remains limited due to 
insufficient adaptation to conditions of high 
uncertainty, environmental dynamism, 
contract deadline criticality, and the strategic 
significance of outcomes. 

In particular, the traditional FMEA model 
based on calculating the indicator 
RPN=O×S×D, is widely applied in the defense 
industry for failure prediction and ensuring 
the reliability of complex technical systems. 
However, its basic parameters do not fully 
reflect the specifics of contractual relations in 
defense procurement, where risks are 
complex and multi-level in nature. 

Attempts to adapt this approach, 
particularly through the introduction of 
contextual weights (RPNmod = O × S × D × W), as 
well as through the use of risk-indicator 
systems, are aimed at increasing the 
relevance of risk assessment in procurement 
processes. Nevertheless, these approaches 
retain significant limitations associated with 
insufficient consideration of specific factors 
characteristic of defense logistics. 

The generalization of the analysis results 
makes it possible to identify the key 
shortcomings of existing models, including: 

– neglect of the time sensitivity of risks; 
– limited consideration of their 

controllability; 
– absence of integration of strategic 

impact factors; 
– high subjectivity in parameter 

assessment under conditions of limited 
information. 

In the context of defense procurement, 
these limitations become critically important 
because risks directly affect not only 
economic outcomes but also the level of 
national defense capability and security. This 
determines the necessity of improving 
existing risk assessment approaches while 
taking into account the specifics of military 
logistics and modern management standards, 
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particularly those applied in the practices of 
NATO member states. 

Given the above, the need to develop an 
improved risk assessment model that would 
ensure a more comprehensive consideration 
of the operational conditions of the defense 
procurement system becomes increasingly 
relevant. Such a model should go beyond the 
traditional analysis of risk occurrence 
probability and impact scale by 
supplementing them with a number of 
critically important parameters. 

In particular, under modern conditions of 
military logistics, accounting for risk 
controllability becomes fundamentally 
important, as it reflects the ability of the 
system to respond promptly to threats and 
minimize their consequences. Equally 
important is consideration of the complexity 
of risk detection, since under conditions of 
limited access to information, timely threat 
identification becomes significantly more 
difficult. 

Furthermore, in the field of defense 
procurement, the strategic significance of 
risks becomes especially important, as it is 
determined by their impact on national 
defense capability and the functioning of 
critical systems. Ignoring this aspect may lead 
to underestimation of risks with indirect but 
critical consequences. 

A separate role is played by time 
criticality, which characterizes the limited 
time available for responding to risk events. In 
the context of defense contracts, delays in 
fulfilling obligations may have not only 
economic but also security-related 
consequences, which significantly increases 
the requirements for the accuracy of risk 
assessment and prioritization. 

Thus, existing approaches to risk 
assessment do not provide the required level 
of comprehensiveness and adaptability 
necessary for effective contract management 
in the field of defense procurement. This 
substantiates the expediency of developing 
an integrated risk assessment model that 
would take these parameters into account 

and improve the validity of managerial 
decision-making. The proposed model and its 
methodological support will be presented in 
the subsequent sections of the study. 

Purpose and Objectives of the Study.  
The purpose of the study is to develop and 
scientifically substantiate an integrated risk-
oriented approach to ensuring contract 
performance within the defense procurement 
system based on the improvement of risk 
assessment and prioritization methods, 
taking into account risk controllability, 
detection complexity, strategic significance, 
and time criticality. 

To achieve the stated purpose, the 
following objectives were defined in the 
study: 

1. To analyze existing scientific 
approaches to risk assessment (FMEA, its 
modifications, risk-indicator systems, and 
security assessment models) and determine 
their advantages and limitations in the field of 
defense procurement. 

2. To identify the specific characteristics 
of risks within the defense procurement 
system, taking into account high uncertainty, 
environmental dynamism, limited resources, 
and the strategic nature of contracts. 

3. To substantiate the necessity of 
improving existing risk assessment 
approaches by expanding the set of 
assessment parameters. 

4. To develop an integrated risk 
assessment model based on the combination 
of basic parameters (probability and impact) 
with additional coefficients (controllability, 
detection, strategic significance, and time 
criticality). 

5. To formulate a conceptual risk-
oriented model for ensuring contract 
performance that integrates the processes of 
risk identification, assessment, and 
management within a unified approach. 

6. To develop methodological 
approaches for determining the model 
parameters and coefficients based on expert 
evaluation and data analysis. 
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7. To conduct an approbation of the 
proposed approach using the example of a 
hypothetical contract in order to assess its 
practical applicability. 

8. To evaluate the effectiveness of the 
proposed model in terms of improving the 
validity of managerial decision-making, the 
reliability of contract performance, and the 
resilience of the defense procurement system. 

Research Results. Considering the 
identified limitations of existing risk 
assessment approaches and the necessity of 
their adaptation to the specific characteristics 
of defense procurement, this study proposes 
an integrated risk-oriented model for 
ensuring contract performance. 

The proposed model (Fig. 1) is based on 
the principles of risk management, systems 
approach, and adaptive management, and is 
aimed at improving the reliability of contract 
performance in the field of defense 
procurement through the integration of 
procedures for risk identification, assessment, 
monitoring, and mitigation at all stages of the 
contract lifecycle. The model takes into 
account the specific features of the defense 
sector, including a high level of uncertainty, 
the strategic significance of contracts, time 
constraints, and increased requirements for 
quality and security. 

The model consists of three 
interconnected blocks: 

− Risk identification. 
− Risk assessment. 
− Managerial decision-making. 
Risks in defense procurement should be 

interpreted as a function of the influence of 
external and internal environmental factors 
on the processes of planning, concluding, and 
executing contracts in the field of defense 
procurement. 

 
R = f(Eext, Eint),                        (4) 

where: Eext – external (exogenous) 
environmental factors; 

Eint – internal (endogenous) 
environmental factors. 

The external environment forms the 
exogenous conditions for the functioning of 
the procurement system and includes 
political, economic, legal, and technological 
factors characterized by a high level of 
uncertainty and a low degree of 
controllability (Table 1). At the same time, the 
internal environment encompasses 
organizational, managerial, financial, and 
operational aspects of the activities of 
procurement entities and determines their 
ability to identify, assess, and mitigate risks. 
Such an approach makes it possible to 
systematically structure the sources of risks 
and improve the effectiveness of risk 
management throughout all stages of the 
contract lifecycle. 
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Figure 1 – Risk-Oriented Model for Ensuring Contract Performance 

 
The first block of the model, “Risk 

Identification,” is the initial and critically 
important stage of risk-oriented 
management, which involves the systematic 

identification, description, and classification 
of potential events or conditions capable of 
negatively affecting the achievement of the 
system’s operational objectives or the 
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implementation of a specific contract. In the 
context of defense procurement, this process 
becomes particularly significant due to the 
increased level of uncertainty, the strategic 

nature of the products, the long duration of 
contract cycles, and the presence of security-
related constraints. 

 
 
Table 1 – Representation of Defense Procurement Risks Through the Environmental 

Perspective 

Environment Group of 
Factors Source of Risk Example of a Risk Event 

External 

Political 

Geopolitical instability, changes in the state’s 
foreign policy course, introduction of 

international sanctions, restrictions on military-
technical cooperation 

Disruption of an international 
contract due to sanctions 

restrictions or termination of 
interstate agreements 

Legal 

Frequent changes in the regulatory and legal 
framework governing defense procurement, 

inconsistency between national and 
international legislation, existence of legal 

gaps 

Recognition of a contract as 
invalid or its revision due to 

changes in legislation or 
regulatory requirements 

Economic 

Macroeconomic instability, inflationary 
processes, exchange rate fluctuations, 

restrictions in budget financing 

Increase in contract cost, 
growth of expenses related to 

contract performance, 
necessity to revise the budget 

Technological 

Import dependence on critical components, 
limited access to advanced technologies, 
technological barriers, and export control 

restrictions 

Absence of critical components, 
production delays due to the 
inability to supply high-tech 

elements 

Internal 

Managerial 
Insufficient quality of strategic and operational 

planning, errors in needs assessment, 
ineffective managerial decisions 

Unrealistic contract deadlines, 
exceeding resource constraints 

Organizational 

Imperfections in organizational structure, low 
level of coordination between departments, 

absence of clearly regulated procedures 

Disruptions in interaction 
between executors, duplication 
of functions, delays in decision 

approval 

Financial 
Insufficient financial support, ineffective 

management of budget funds, cash flow gaps 
Suspension of contract 

performance due to lack of 
financing or untimely payments 

Contractual 

Imperfect contract terms, unclear definition of 
the rights and obligations of the parties, 

absence of liability mechanisms 

Non-performance or improper 
performance of obligations by 

the parties, emergence of 
disputes and claims 

Operational 
Disruptions in production processes, resource 

shortages, breakdowns in logistics chains, 
technical failures 

Delay in product delivery, 
failure to meet work schedules, 
deterioration in product quality 

In the process of risk identification, it is 
advisable to use a combination of qualitative 
and quantitative analysis methods, including 
expert assessments, historical data analysis, 
scenario modeling methods, SWOT analysis, 
PEST analysis, and process decomposition. 
Particular importance is attached to 

stakeholder involvement, which makes it 
possible to consider different perspectives 
and improve the completeness of risk 
identification. 

The result of the identification stage is the 
formation of a risk register containing a 
description of each risk, the source of its 



The electronic scientifically and practical journal   21-35 
“INTELLECTUALIZATION OF LOGISTICS AND SUPPLY CHAIN MANAGEMENT”,  v.37 (2026) 
ISSN 2708-3195  https://smart-scm.org 

 

 This work is licensed under a Creative Commons Attribution 4.0 International License 

occurrence, potential consequences, and an 
initial classification according to defined 
criteria (probability, impact, area of 
occurrence, etc.). In the defense procurement 
system, the typical groups of risks include: 

– risks of non-performance or delayed 
performance of contracts; 

– financial risks (changes in resource 
costs, currency fluctuations); 

– technological risks (non-compliance 
with technical specifications); 

– logistics risks (supply disruptions); 
– risks related to information security and 

counterfeit products. 
Thus, risk identification serves as the 

foundation for the subsequent stages of risk 
management and ensures the validity of 
managerial decision-making in the field of 
defense procurement. Its quality directly 
determines the effectiveness of the entire risk 
management system and the level of 
resilience of contractual activities to 
destabilizing factors. 

The second block of the proposed model, 
“Risk Assessment,” constitutes a key stage of 
risk-oriented contract performance 
management in the field of defense 

procurement. Its purpose is to determine the 
significance level of identified risks based on 
the integration of the probability of their 
occurrence and the magnitude of their 
potential impact on contract outcomes. The 
basic approach involves the use of a 
multiplicative model of the following form: 
𝑅𝑅=𝑃𝑃×𝐼𝐼, which corresponds to generally 
accepted principles of risk management [17, 
20]. 

At the same time, the specific 
characteristics of defense procurement (high 
uncertainty, deadline criticality, limited access 
to resources and technologies) necessitate 
the improvement of this model through the 
introduction of additional parameters that 
allow a more accurate reflection of the 
contract’s operational context. This approach 
is consistent with the methodology of Failure 
Mode and Effects Analysis (FMEA), where the 
risk level is determined not only by probability 
and consequences but also by the ability to 
detect the risk [18]. 

Taking this into account, the improved 
risk assessment model can be represented as 
follows: 

 
R=P×I×Kc×Kd×Ks×Kt,                                              (5) 

where: 
Kc – controllability coefficient; 
Kd – detection coefficient; 

Ks – risk strategic significance coefficient; 
Kt – time criticality coefficient. 

 
The controllability coefficient Kc reflects 

the ability of management entities to 
influence a risk through its prevention or 
mitigation of consequences. Under 
conditions of high controllability, the value of 
the coefficient decreases, indicating a 
reduction in the integrated risk level. 
Conversely, for poorly controlled risks, the 
value of Kc increases, strengthening their 
weight within the overall assessment 
structure. 

The detection coefficient Kd 
characterizes the possibility of timely 
identification of a risk before its realization. Its 
introduction represents an adaptation of 
FMEA approaches to the field of defense 
procurement and makes it possible to 
account for the latent nature of certain risks, 
particularly those related to technological or 
contractual aspects [18]. 

The strategic significance coefficient Ks 
reflects the impact of a risk on the 
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achievement of strategic objectives, 
particularly the maintenance of national 
defense capability. Its application is 
appropriate in cases where the consequences 
of a risk extend beyond a single contract and 
possess a systemic character. 

A special role in the proposed model is 
played by the time criticality coefficient Kt, 
which takes into account the dependence of 
risk consequences on delays in response or 
contract execution. The introduction of this 
parameter corresponds to project risk 
management approaches, where the time 
factor is considered one of the key drivers of 
uncertainty [20]. The value of Kt should be 
determined on a scale from 0.9 to 2.0 
depending on the level of deadline criticality: 
from situations where delays have 
insignificant impact to situations where 
disruptions in the contract schedule directly 
affect national defense capability. 

The determination of correction 
coefficient values is carried out on the basis of 
expert evaluation, group decision-making 
methods (in particular, the Delphi method), 
and analysis of statistical data related to the 
implementation of similar contracts. Such an 
approach corresponds to the 
recommendations of international risk 
management standards, which provide for 
the adaptation of assessment tools to the 
specifics of the subject area [17]. 

Therefore, the proposed modification of 
the model makes it possible to improve the 
accuracy and relevance of risk assessment in 
the field of defense procurement, ensuring 
more substantiated prioritization of 
managerial decisions and enhancing the 
reliability of contract performance. 

The third block, “Managerial Decision-
Making,” is the central element of the risk-
oriented model for ensuring contract 
performance in the defense procurement 
system, ensuring the transformation of the 
results of risk identification, assessment, and 
prioritization into specific managerial actions. 
Its functioning is based on the principles of 
systemicity, adaptability, proportionality, and 

validity of decisions. From a scientific 
perspective, this block may be interpreted as 
an integrated multi-level management 
subsystem combining instrumental, 
procedural, and analytical components aimed 
at minimizing the negative impact of risks on 
contract performance. 

The selection of assurance instruments is 
a logical continuation of the risk assessment 
stage and involves the formation of an 
optimal set of financial, organizational-
managerial, legal, and technological response 
mechanisms. This process should be 
considered as a multicriteria optimization 
problem within which the following are taken 
into account: 

– risk level (probability and impact); 
– specifics of the contract subject matter; 
– lifecycle stage; 
– characteristics of the counterparty; 
– institutional and regulatory constraints. 
The key principle is proportionality, 

according to which the complexity and 
intensity of assurance instruments increase 
together with the growth of the risk level. This 
ensures rational allocation of resources and 
avoidance of excessive regulatory burden. 

Contract implementation represents the 
operational phase within which managerial 
decisions are materialized into specific results. 
It encompasses a set of interconnected 
organizational, production, logistics, and 
financial processes. In the context of the risk-
oriented approach, contract implementation 
is characterized by high dynamism, 
dependence on external factors, and the 
necessity for continuous adaptation of 
managerial decisions. 

The key elements include: 
– organization of contract performance 

(management structure, allocation of 
responsibilities); 

– planning and resource provision; 
– change management; 
– operational-level risk management; 
– ensuring communication between the 

parties; 
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– quality control and acceptance of 
results; 

– monitoring and control. 
Monitoring and control perform the 

function of informational and analytical 
support for management and form the basis 
for informed decision-making. Monitoring is 
considered as a continuous process of data 
collection and analysis, whereas control is 
regarded as a procedure for assessing the 
compliance of actual results with planned 
parameters. 

The effectiveness of this stage is 
determined by the ability of the system to 
ensure a balance between compliance with 
contractual conditions and flexibility in 
responding to environmental changes. 

Corrective measures constitute the final 
yet cyclical stage, ensuring the adaptation of 
the management system to changing 
conditions. From the perspective of 
management theory, this process is an 
element of a closed-loop management cycle 
that ensures the alignment of the actual 
system state with its target parameters. 

The prerequisites for corrective actions 
include deviations from planned indicators, 
changes in risk levels, emergence of new risks, 
changes in the external environment, and 
insufficient effectiveness of applied measures. 
The main directions of adjustment involve 
revision of risk assessments, modification of 
response instruments, adjustment of contract 
parameters, optimization of organizational 
processes, and updating of risk management 
plans. 

The cyclical nature of this stage ensures 
continuous improvement of the 
management system and enhances its 
resilience to risks. 

Thus, the managerial decision-making 
block acts as the core of the risk-oriented 
model for ensuring contract performance, 
within which an integrated approach to risk 
management is implemented. Its functioning 
ensures not only minimization of the 
probability of risk occurrence but also 
reduction of their consequences, which 

ultimately increases the efficiency, reliability, 
and resilience of the defense procurement 
system. 

Analysis and Discussion of Results 
The obtained research results 

demonstrate the expediency of transitioning 
from fragmented approaches to risk 
assessment toward an integrated risk-
oriented model adapted to the specific 
characteristics of defense procurement. 
Unlike traditional methods, particularly FMEA 
and its modifications, the proposed approach 
provides a comprehensive consideration of 
both classical risk parameters (probability and 
impact) and additional characteristics that are 
critically important under conditions of 
military logistics. 

The key advantage of the developed 
model lies in its systemic nature, manifested 
in the integration of three interconnected 
blocks – identification, assessment, and 
managerial decision-making – within a 
unified management cycle. Such a structure 
ensures the continuity of the risk 
management process and the possibility of 
оперативного responding to changes in the 
external and internal environment. 

Particular importance is attached to the 
improved risk assessment model, which, 
unlike classical approaches, takes into 
account controllability, detection complexity, 
strategic significance, and time criticality of 
risks. The inclusion of these coefficients makes 
it possible to increase the accuracy of risk 
prioritization and ensure a more 
substantiated selection of management 
instruments. In particular, consideration of 
time criticality enables an adequate 
assessment of risks associated with delays in 
contract performance, which is critically 
important for the defense sector. At the same 
time, the strategic significance parameter 
makes it possible to account for the systemic 
impact of risks on national defense capability, 
extending beyond the boundaries of a single 
contract. 

The proposed approach also 
demonstrates a higher level of adaptability 
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compared to existing models, as it provides 
the possibility of adjusting assessment 
parameters depending on contract 
implementation conditions, counterparty 
characteristics, and changes in the external 
environment. This is consistent with modern 
principles of risk management and the 
requirements for managing complex systems 
under conditions of uncertainty. 

At the same time, the research results also 
indicate certain limitations of the proposed 
approach. In particular, the determination of 
the values of additional coefficients 
(controllability, strategic significance, and 
time criticality) is largely based on expert 
evaluation, which preserves an element of 
subjectivity. This necessitates further 
development of methodological support, 
particularly the formalization of assessment 
scales and the use of analytical and digital 
tools to improve the objectivity of 
calculations. 

In addition, the effectiveness of the 
model largely depends on the level of 
informational support and digitalization of 
management processes, which remains a 
significant challenge for the defense 
procurement system. In this context, a 
promising direction involves the integration 
of the proposed model with digital 
procurement management platforms and the 
use of data analytics to automate risk 
assessment processes. 

Conclusions. As a result of the 
conducted research, the theoretical and 
methodological foundations of a risk-
oriented approach to ensuring contract 
performance within the defense procurement 
system were developed. It was established 

that existing risk assessment models, 
particularly FMEA, its modifications, risk-
indicator systems, and security assessment 
models, have limited applicability in the field 
of defense procurement due to insufficient 
consideration of time criticality, 
controllability, and the strategic significance 
of risks. 

The necessity of improving risk 
assessment approaches through the 
expansion of the classical model with 
additional parameters was substantiated, 
allowing a more adequate reflection of the 
specifics of military logistics and contractual 
relations in the defense sector. 

An integrated risk-oriented model for 
ensuring contract performance was 
developed, combining the stages of 
identification, assessment, and managerial 
decision-making within a unified 
management cycle. The proposed risk 
assessment model, based on the use of 
controllability, detection, strategic 
significance, and time criticality coefficients, 
ensures increased accuracy of risk 
prioritization and greater validity of 
managerial decisions. It was demonstrated 
that the implementation of a risk-oriented 
approach will contribute to improving the 
efficiency, reliability, and resilience of the 
defense procurement system, reducing the 
probability of contract disruption, and 
minimizing their negative consequences. 

Prospects for further research include the 
development of formalized methods for 
determining the model parameters, its 
approbation using real defense contract 
cases, as well as integration with digital 
procurement management systems.
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This study addresses the problem of ensuring the economic security of enterprises operating under conditions of 
digital transformation, growing uncertainty, and increasing external and internal risks. Modern enterprises 
function within highly dynamic business environments characterized by operational instability, disruption risks, 
information asymmetry, cyber threats, and increasing complexity of corporate decision-making processes. 
Under such conditions, traditional approaches to corporate governance often demonstrate insufficient 
adaptability to rapidly changing economic and technological conditions. 

The study substantiates the role of digital platforms as intelligent coordination mechanisms capable of 
integrating data flows, analytical instruments, risk monitoring procedures, and adaptive decision-making 
processes within the enterprise management system. Unlike conventional digital infrastructures focused 
primarily on information exchange and operational support, digital platforms are considered as active 
mechanisms for strengthening economic security and improving the resilience of enterprises. 

The aim of the study is to develop a multi-agent coordination model for ensuring the economic security 
of enterprises in the context of corporate governance, in which the digital platform performs the functions of 
data integration, risk assessment, adaptive coordination, and optimization of managerial decisions. The 
proposed model is based on a multi-objective optimization framework integrating operational efficiency, risk 
minimization, business continuity, and enterprise resilience indicators under uncertainty conditions. 

A hybrid coordination mechanism is proposed, combining decentralized agent interaction with 
centralized platform-based optimization. The developed model incorporates scenario-based adaptation, 
allowing dynamic adjustment of managerial priorities depending on the level of external threats, operational 
instability, and crisis conditions. 

The model was validated through a simulation experiment reflecting enterprise operations under stable 
and crisis scenarios. The obtained results demonstrate that platform-based coordination contributes to 
improving enterprise resilience, reducing operational risks by 29.79%, decreasing critical disruptions by 66.7%, 
improving coordination efficiency, and enhancing the continuity of managerial and operational processes 
under uncertainty conditions. 

The scientific contribution of the study lies in the formalization of digital platforms as active mechanisms 
for ensuring economic security within corporate governance systems and in the development of a multi-agent 
adaptive coordination framework for risk-oriented enterprise management under digital transformation 
conditions. 

Keywords: economic security, corporate governance, digitalization, enterprise resilience, risk 
management, digital platforms, threats and risks, adaptive coordination 

Олег Гармаш, Наталія Трушкіна, Олена Хохлова. Ольга Гвоздова. «Цифрові платформи як 
механізм забезпечення економічної безпеки підприємств у контексті корпоративного 
управління».  У дослідженні розглянуто проблему забезпечення економічної безпеки підприємств, що 
функціонують в умовах цифрової трансформації, зростаючої невизначеності та посилення 
зовнішніх і внутрішніх ризиків. Сучасні підприємства працюють у високодинамічному бізнес-
середовищі, яке характеризується операційною нестабільністю, ризиками порушення діяльності, 
інформаційною асиметрією, кіберзагрозами та зростанням складності процесів корпоративного 
управління. За таких умов традиційні підходи до корпоративного управління часто демонструють 
недостатню адаптивність до швидкозмінних економічних і технологічних умов. 

У дослідженні обґрунтовано роль цифрових платформ як інтелектуальних координаційних 
механізмів, здатних інтегрувати потоки даних, аналітичні інструменти, процедури моніторингу 
ризиків та адаптивні процеси прийняття управлінських рішень у межах системи управління 
підприємством. На відміну від традиційних цифрових інфраструктур, орієнтованих переважно на 



The electronic scientifically and practical journal   36-68 
“INTELLECTUALIZATION OF LOGISTICS AND SUPPLY CHAIN MANAGEMENT”,  v.37 (2026) 
ISSN 2708-3195  https://smart-scm.org 

 

 This work is licensed under a Creative Commons Attribution 4.0 International License 

обмін інформацією та операційну підтримку, цифрові платформи розглядаються як активні 
механізми зміцнення економічної безпеки та підвищення стійкості підприємств. 

Метою дослідження є розроблення мультиагентної координаційної моделі забезпечення 
економічної безпеки підприємств у контексті корпоративного управління, у межах якої цифрова 
платформа виконує функції інтеграції даних, оцінювання ризиків, адаптивної координації та 
оптимізації управлінських рішень. Запропонована модель базується на багатокритеріальній 
оптимізаційній структурі, що інтегрує показники операційної ефективності, мінімізації ризиків, 
безперервності бізнес-процесів та стійкості підприємства в умовах невизначеності. 

У роботі запропоновано гібридний механізм координації, який поєднує децентралізовану 
взаємодію агентів із централізованою платформно-орієнтованою оптимізацією. Розроблена 
модель включає сценарно-орієнтовану адаптацію, що дозволяє динамічно коригувати управлінські 
пріоритети залежно від рівня зовнішніх загроз, операційної нестабільності та кризових умов. 

Валідація моделі здійснювалася шляхом симуляційного експерименту, який відображає 
функціонування підприємства в умовах стабільних та кризових сценаріїв. Отримані результати 
демонструють, що платформно-орієнтована координація сприяє підвищенню стійкості 
підприємства, зниженню операційних ризиків на 29,79%, скороченню критичних порушень на 66,7%, 
покращенню ефективності координації та забезпеченню безперервності управлінських і 
операційних процесів в умовах невизначеності. 

Науковий внесок дослідження полягає у формалізації цифрових платформ як активних 
механізмів забезпечення економічної безпеки в системах корпоративного управління, а також у 
розробленні мультиагентної адаптивної координаційної моделі для ризик-орієнтованого управління 
підприємством в умовах цифрової трансформації. 

Ключові слова: економічна безпека, корпоративне управління, цифровізація, стійкість 
підприємства, управління ризиками, цифрові платформи, ризики та загрози, адаптивна координація. 

  
1. Introduction. The digital 

transformation of the economy is 
fundamentally reshaping approaches to 
enterprise management and creating the 
foundation for the development of intelligent 
corporate governance ecosystems. Under 
conditions of increasing market turbulence, 
geopolitical instability, technological 
disruptions, cyber threats, and growing 
uncertainty, enterprises face a substantial 
increase in economic risks that directly affect 
operational continuity, financial stability, 
competitiveness, and long-term 
sustainability. 

Modern enterprises operate within highly 
dynamic environments characterized by rapid 
changes in business conditions, increasing 
complexity of managerial processes, 
informational asymmetry, and intensified 
interdependence among economic actors. 
Under such conditions, the effectiveness of 

corporate governance depends not only on 
the quality of strategic decision-making but 
also on the ability of enterprises to ensure 
economic security through adaptive 
coordination, risk-oriented management, and 
digital integration of business processes. 

Traditional approaches to corporate 
governance are generally based either on 
centralized hierarchical management systems 
or on fragmented decentralized decision-
making mechanisms. However, both 
approaches demonstrate significant 
limitations under conditions of digital 
transformation and uncertainty. Centralized 
models often lack flexibility and 
responsiveness to rapidly changing external 
conditions, whereas decentralized 
approaches frequently generate coordination 
inefficiencies, inconsistent managerial 
decisions, operational disruptions, and 
increased exposure to economic threats due 
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to the absence of integrated analytical and 
coordination mechanisms. 

An additional level of complexity arises 
from the necessity to synchronize managerial, 
operational, informational, and financial 
processes while simultaneously responding 
to external and internal threats, including 
market volatility, cyber risks, operational 
instability, infrastructure disruptions, and 
strategic uncertainty. Under such conditions, 
enterprise resilience depends not only on the 
efficiency of individual business processes but 
also on the overall level of coordination 
among structural units, stakeholders, and 
decision-making agents within the corporate 
governance system. 

The rapid development of digital 
platforms creates new opportunities for 
integrating enterprise management 
processes and improving transparency, 
adaptability, and resilience. Digital platforms 
enable real-time data exchange, monitoring 
of operational activities, integration of 
analytical instruments, and synchronization 
of managerial decisions across multiple 
organizational levels. Nevertheless, most 
existing studies primarily consider digital 
platforms as instruments of information 
support or operational automation, whereas 
their role as active mechanisms for ensuring 
economic security and adaptive corporate 
governance remains insufficiently explored. 

Simultaneously, the development of 
multi-agent systems, artificial intelligence 
technologies, and intelligent optimization 
methods creates new opportunities for 
modeling complex interactions within 
enterprise management systems. The multi-
agent approach enables the representation of 
autonomous decision-making entities while 
accounting for their individual objectives, 
operational constraints, and behavioral 
characteristics. This is particularly important 
under conditions of uncertainty, where 
enterprises require adaptive coordination 
mechanisms capable of balancing 
operational efficiency, risk minimization, and 
business continuity. 

However, current scientific research still 
lacks integrated models capable of 
combining multi-agent autonomy, digital 
platform-based coordination, risk-oriented 
corporate governance, and multi-objective 
optimization within a unified adaptive 
framework for ensuring enterprise economic 
security under uncertainty conditions. 

Therefore, the scientific problem 
addressed in this study lies in the need to 
develop adaptive enterprise management 
models capable of ensuring economic 
security through coordinated decision-
making, integration of digital platforms, 
incorporation of multi-criteria managerial 
priorities, and dynamic response to external 
and internal threats. 

The aim of this study is to develop a multi-
agent coordination model for ensuring the 
economic security of enterprises in the 
context of corporate governance, in which a 
digital platform acts as an integrating 
mechanism for data acquisition, risk 
assessment, adaptive coordination, and 
optimization of managerial decisions. 

To achieve this objective, the study 
addresses the following tasks: 

1. To analyze contemporary approaches 
to ensuring enterprise economic security 
under digital transformation conditions; 

2. To justify the application of the multi-
agent approach for modeling interactions 
within corporate governance systems; 

3. To develop a conceptual model for 
integrating autonomous agents through a 
digital platform; 

4. To formalize the coordination problem 
as a multi-objective optimization task 
considering operational efficiency, risk 
minimization, and enterprise resilience; 

5. To conduct simulation-based 
validation of the proposed model and 
evaluate its effectiveness under stable and 
crisis conditions. 

The scientific novelty of the study lies in 
the formalization of the digital platform as an 
active mechanism for ensuring economic 
security within corporate governance 



The electronic scientifically and practical journal   36-68 
“INTELLECTUALIZATION OF LOGISTICS AND SUPPLY CHAIN MANAGEMENT”,  v.37 (2026) 
ISSN 2708-3195  https://smart-scm.org 

 

 This work is licensed under a Creative Commons Attribution 4.0 International License 

systems, as well as in the development of a 
multi-agent adaptive coordination model 
integrating risk-oriented management, multi-
objective optimization, and scenario-based 
adaptation under uncertainty conditions. 

The practical significance of the obtained 
results is associated with the possibility of 
applying the proposed model to improve 
enterprise resilience, strengthen economic 
security mechanisms, optimize managerial 
coordination, reduce operational risks, and 
ensure continuity of business processes 
under conditions of digital transformation 
and environmental instability. 

The paper is structured as follows. Section 
2 presents a literature review and identifies 
the existing research gap. Section 3 develops 
the conceptual model of the digital 
ecosystem for enterprise economic security. 
Section 4 formalizes the proposed multi-
agent coordination model. Section 5 presents 
the results of the simulation experiment and 
model validation. Section 6 discusses the 
obtained findings and their theoretical and 
practical implications. Finally, the concluding 
section summarizes the main results and 
outlines directions for future research. 

This study addresses the identified 
research gap by proposing a multi-agent 
coordination model for enterprise 
management systems in which a digital 
platform functions as an active coordination 
and decision-making mechanism. Unlike 
existing approaches, the proposed 
framework integrates multi-objective 
optimization, platform-based coordination, 
adaptive risk management, and scenario-
driven adaptation within a unified model for 
ensuring enterprise economic security under 
conditions of uncertainty and digital 
transformation. 

2. Scientific Contribution. This study 
makes several scientific contributions to the 
field of enterprise economic security and 
corporate governance under conditions of 
digital transformation and increasing 
environmental uncertainty. 

First, the study develops a multi-agent 
coordination model for ensuring the 
economic security of enterprises, explicitly 
considering the dynamic, decentralized, and 
highly interconnected nature of modern 
corporate management systems. Unlike 
traditional management approaches based 
on static hierarchical coordination, the 
proposed framework reflects the adaptive 
interaction among autonomous managerial, 
operational, analytical, and information 
agents functioning under conditions of 
uncertainty and external threats. 

Second, the research reconceptualizes 
the role of digital platforms within corporate 
governance systems. While existing studies 
predominantly interpret digital platforms as 
instruments for information exchange, 
operational automation, or process 
monitoring, the proposed approach 
formalizes the digital platform as an active 
mechanism for ensuring economic security, 
adaptive coordination, and risk-oriented 
managerial decision-making within the 
enterprise ecosystem. 

Third, the study introduces a multi-
objective optimization framework integrating 
operational efficiency, risk minimization, 
continuity of business processes, and 
enterprise resilience indicators. Unlike 
conventional optimization models focused 
primarily on economic efficiency, the 
proposed framework incorporates 
uncertainty factors, operational disruptions, 
cyber threats, and instability-related risks 
affecting enterprise sustainability under 
digital transformation conditions. 

Fourth, the research proposes a scenario-
based adaptation mechanism enabling 
dynamic reconfiguration of managerial 
priorities depending on the level of external 
and internal threats, operational instability, 
and crisis conditions. This contributes to the 
development of adaptive and resilient 
corporate governance systems capable of 
maintaining stability and continuity under 
uncertain business environments. 
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Fifth, the study develops an integrated 
adaptive coordination architecture 
combining decentralized agent autonomy 
with centralized platform-based 
optimization. Such an approach enables 
balancing local managerial objectives with 
system-wide economic security priorities, 
thereby reducing coordination inefficiencies 
and strengthening enterprise resilience. 

Finally, the research provides simulation-
based validation of the proposed model 
under stable and crisis scenarios, 
demonstrating that platform-based 
coordination contributes to reducing 
operational risks, improving coordination 
efficiency, strengthening enterprise 
resilience, and ensuring continuity of 
managerial and operational processes under 
conditions of uncertainty and digital 
transformation. 

The overall scientific contribution of the 
study lies in the development of a conceptual 
and methodological framework for 
integrating digital platforms, adaptive 
coordination mechanisms, and multi-agent 
optimization into the system of enterprise 
economic security and corporate governance. 

3. LITERATURE REVIEW.   
3.1. Digital Platforms in Corporate 

Governance and Enterprise Management 
The digital transformation of the 

economy has led to the rapid development of 
digital platforms as key infrastructural 
elements of modern enterprise management 
systems [13; 14]. In scientific research, digital 
platforms are increasingly considered 
integrated environments that enable 
coordination among economic agents, 
facilitate data exchange, improve managerial 
transparency, and support adaptive decision-
making processes within enterprises [3; 18; 
20]. 

Existing studies emphasize the ability of 
digital platforms to improve operational 
efficiency, reduce transaction costs, 
accelerate information exchange, and 
increase managerial responsiveness under 
conditions of environmental instability [2; 3; 

4]. Digital platforms also contribute to the 
digital integration of enterprise business 
processes, strengthening organizational 
connectivity and supporting real-time 
monitoring of operational activities [7; 20]. 

At the same time, the dominant approach 
in contemporary research still interprets 
digital platforms primarily as passive 
infrastructures for information support and 
process automation rather than as active 
mechanisms for ensuring economic security 
and adaptive corporate governance [11; 12]. 
Consequently, insufficient attention has been 
paid to the ability of digital platforms to 
function as intelligent coordination systems 
capable of integrating risk monitoring, 
managerial analytics, and adaptive decision-
making under conditions of uncertainty and 
increasing threats [10; 20]. 

3.2. Digitalization, Artificial 
Intelligence, and Economic Security of 
Enterprises 

The development of digital technologies, 
artificial intelligence, big data analytics, and 
Internet of Things solutions has significantly 
transformed approaches to enterprise 
management and economic security 
formation [5; 17; 23]. Modern intelligent 
management systems are aimed at increasing 
enterprise adaptability, operational resilience, 
responsiveness to threats, and the efficiency 
of managerial decision-making under 
unstable business conditions [21; 22]. 

Scientific studies demonstrate the 
considerable potential of AI-based 
technologies in forecasting risks, detecting 
operational anomalies, optimizing 
managerial processes, improving resource 
allocation, and supporting strategic planning 
[5; 7; 16]. Furthermore, intelligent 
technologies facilitate the transition from 
reactive management approaches toward 
proactive and predictive corporate 
governance models [9; 21]. 

However, the majority of existing studies 
focus mainly on the optimization of separate 
functional subsystems rather than on the 
integrated management of enterprise 
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economic security as a unified adaptive 
system [16; 21]. Insufficient attention is 
devoted to the coordination of autonomous 
managerial agents, integration of digital 
analytical instruments, and development of 
adaptive governance mechanisms capable of 
ensuring enterprise resilience under 
uncertainty conditions [9; 10]. As a result, the 
problem of coordinated risk-oriented 
decision-making within enterprise 
management systems remains insufficiently 
explored [11]. 

3.3. Multi-Agent Systems in Enterprise 
Management 

Multi-agent systems are considered a 
promising methodological approach for 
modeling complex decentralized 
environments in which managerial decisions 
are generated by interconnected yet 
autonomous agents [11; 17]. Within 
enterprise management systems, this 
approach enables the modeling of 
interactions among structural units, 
managerial entities, analytical subsystems, 
and operational agents while considering 
their individual objectives, constraints, and 
behavioral characteristics [3; 21]. 

Existing studies confirm the effectiveness 
of multi-agent approaches in coordinating 
managerial processes, allocating resources, 
supporting strategic planning, and adapting 
enterprise operations to changing 
environmental conditions [1; 16; 21]. In 
particular, multi-agent systems contribute to 
decentralized decision-making, operational 
flexibility, and increased responsiveness to 
external and internal threats [11]. 

At the same time, the absence of effective 
coordination mechanisms among 
autonomous agents remains one of the key 
limitations of existing approaches. Most 
contemporary models either assume 
complete autonomy of managerial agents, 
which often leads to suboptimal system-wide 
decisions, or rely on rigid centralized 
governance architectures that limit 
adaptability and responsiveness under 
uncertainty conditions [4; 11]. Therefore, the 

problem of integrating agent autonomy with 
coordinated adaptive decision-making 
mechanisms remains insufficiently 
investigated [10; 12]. 

3.4. Coordination and Risk-Oriented 
Decision-Making in Corporate Governance 

The problem of coordination within 
enterprise management systems has 
traditionally been examined through the 
prism of centralized or hierarchical 
governance models [4; 15]. Such approaches 
assume the existence of a unified managerial 
center responsible for optimizing 
organizational performance and ensuring 
strategic stability [15]. 

An alternative perspective is represented 
by decentralized governance approaches that 
account for the interests and autonomy of 
individual organizational units and 
stakeholders [2; 19]. Within this framework, 
coordination mechanisms based on 
distributed decision-making, game theory, 
adaptive optimization, and risk-oriented 
management are increasingly applied [6; 19]. 

However, existing models demonstrate 
several important limitations. First, they rarely 
consider the role of digital platforms as 
integrated adaptive coordination 
environments within corporate governance 
systems [18; 20]. Second, most approaches 
insufficiently account for the multi-criteria 
nature of modern managerial decision-
making, where operational efficiency, risk 
minimization, business continuity, and 
enterprise resilience must be simultaneously 
optimized [1; 6]. Third, many existing 
governance models lack adaptability to 
conditions of high uncertainty, digital 
disruption, cyber threats, and environmental 
instability that characterize contemporary 
enterprise ecosystems [11; 12]. 

3.5. Conceptual Research Streams and 
Theoretical Positioning 

 The conducted literature review 
demonstrates that contemporary research on 
digital transformation, enterprise 
management, and economic security is 
developing across several interconnected 
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scientific streams. However, despite the rapid 
growth of related studies, existing 
approaches remain highly fragmented and 
insufficiently integrated within a unified 
framework of adaptive corporate governance 
and enterprise economic security. 

The first research stream focuses on the 
relationship between digital platforms and 
corporate governance systems. Existing 
studies primarily examine digital platforms as 
instruments for improving managerial 
transparency, accelerating information 
exchange, increasing operational efficiency, 
and supporting organizational coordination. 
Within this perspective, digital platforms are 
interpreted mainly as technological 
infrastructures facilitating communication 
and integration among enterprise 
stakeholders. Nevertheless, significantly less 
attention is devoted to the role of digital 
platforms as active adaptive coordination 
mechanisms capable of influencing 
enterprise resilience, strategic stability, and 
economic security under uncertainty 
conditions. 

The second research stream is associated 
with the interaction between digitalization, 
artificial intelligence technologies, and 
enterprise economic security. Existing studies 
confirm that artificial intelligence, big data 
analytics, predictive algorithms, and 
intelligent monitoring systems substantially 
improve risk detection, operational 
forecasting, anomaly identification, and 
managerial responsiveness. However, most 
existing research concentrates on isolated 
functional areas of economic security, such as 
financial security, cybersecurity, operational 
risk management, or supply chain resilience. 
Consequently, insufficient attention is 
devoted to the development of integrated 
enterprise economic security architectures 
combining operational, financial, 
informational, managerial, and strategic 
security dimensions within a unified adaptive 
governance system. 

The third research stream concerns the 
application of multi-agent systems for 

enterprise coordination and adaptive 
management. Existing approaches 
demonstrate the effectiveness of multi-agent 
models for decentralized decision-making, 
resource allocation, operational coordination, 
and dynamic adaptation under changing 
environmental conditions. Nevertheless, 
most studies focus primarily on local 
optimization tasks or isolated organizational 
interactions rather than on system-wide 
enterprise governance and economic security 
coordination. As a result, the problem of 
integrating autonomous agent behavior with 
centralized adaptive governance 
mechanisms remains insufficiently explored. 

The fourth research stream relates to the 
development of risk-oriented and resilience-
based corporate governance models under 
conditions of digital transformation. Existing 
studies increasingly emphasize the 
importance of organizational resilience, 
continuity management, adaptive 
governance, and dynamic response 
mechanisms for maintaining enterprise 
stability under uncertainty conditions. In this 
context, Digital Twin technologies are 
considered promising instruments for real-
time monitoring, simulation modeling, 
predictive analytics, and adaptive 
coordination. However, current research still 
lacks integrated frameworks combining 
Digital Twin environments, platform-based 
coordination, multi-agent interaction, and 
risk-oriented enterprise governance within a 
unified economic security architecture. 

A critical limitation of existing literature is 
that the majority of studies investigate 
individual aspects of enterprise economic 
security separately. Financial risks, 
operational disruptions, cybersecurity 
threats, supply chain instability, informational 
asymmetry, and governance-related 
vulnerabilities are often examined as isolated 
management problems rather than 
interconnected systemic factors affecting 
enterprise resilience and organizational 
sustainability. 
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Furthermore, contemporary research 
insufficiently addresses the challenges faced 
by enterprises operating under conditions of 
elevated environmental turbulence, digital 
disruption, geopolitical instability, post-crisis 
recovery, and critical infrastructure 
vulnerability. Under such conditions, 
enterprise economic security increasingly 
depends on the ability to integrate digital 
coordination mechanisms, adaptive risk-
oriented governance, intelligent analytical 
systems, and continuous feedback-based 
decision-making processes. 

Therefore, the conducted analysis 
confirms the existence of a significant 
theoretical and methodological gap 
associated with the absence of integrated 
adaptive coordination frameworks capable of 
combining: 

– digital platforms as active governance 
mechanisms; 

– multi-agent adaptive coordination; 
– enterprise economic security systems; 
– risk-oriented corporate governance; 
– Digital Twin technologies; 
– resilience-oriented managerial 

decision-making under uncertainty 
conditions. 

This research gap determines the 
necessity of developing a unified platform-
based multi-agent framework for ensuring 
enterprise economic security within adaptive 
corporate governance systems under 
conditions of digital transformation and 
environmental instability. 

3.6. Identification of the Research Gap 
The conducted literature review confirms 

the existence of a significant scientific gap in 
the study of digital enterprise management 
ecosystems operating under conditions of 
uncertainty and digital transformation. 

Despite the active development of 
research in the fields of digital platforms, 
enterprise digitalization, economic security, 
and multi-agent systems [7; 10; 20], there is 
still no integrated approach capable of: 

– combining multi-agent autonomy with 
platform-based coordination mechanisms; 

– integrating operational efficiency, risk 
minimization, enterprise resilience, and 
business continuity within a unified 
management framework; 

– ensuring adaptive coordination under 
conditions of environmental instability and 
uncertainty; 

– formalizing the role of digital platforms 
as active mechanisms for ensuring enterprise 
economic security and supporting risk-
oriented corporate governance [11; 12]. 

Therefore, there is a clear need to develop 
a multi-agent adaptive coordination model in 
which the digital platform functions not only 
as an information infrastructure, but also as an 
intelligent mechanism for optimization, risk-
oriented decision-making, and ensuring 
enterprise economic security within the 
corporate governance system [10; 20]. 

4. Conceptual model of a digital 
ecosystem for ensuring enterprise 
economic security 

The formation of effective enterprise 
economic security systems under conditions 
of digital transformation requires a transition 
from fragmented management approaches 
toward integrated ecosystem-based 
corporate governance models. In this context, 
the digital ecosystem of enterprise economic 
security is considered an adaptive 
environment of interaction among 
autonomous managerial, operational, 
analytical, and informational agents 
integrated through a digital platform that 
ensures coordination of enterprise activities 
within a unified information and analytical 
space. 

The key conceptual element of the 
proposed framework is the Intelligent 
Economic Security System (IESS), which is 
formed through the interaction of managerial 
processes, data flows, analytical mechanisms, 
and adaptive decision-making instruments. 
Within the framework of this study, the IESS is 
formalized as the following function: 

 
IESS  =  f(S,  D,  A,  U) 
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where: S (Security Services) represents the 
set of managerial, organizational, financial, 
informational, and risk-management 
mechanisms aimed at ensuring enterprise 
economic security; D (Data) characterizes 
information flows generated within the 
enterprise environment, including 
operational, financial, analytical, strategic, 
and risk-related data; A (Analytics) defines 
analytical instruments, including 
optimization algorithms, forecasting models, 
risk assessment procedures, and intelligent 
decision-support systems; U (Utility) reflects 
the value and effectiveness of managerial 
decisions expressed through enterprise 
resilience, operational continuity, economic 
stability, and adaptability under uncertainty 
conditions. 

 
Unlike traditional approaches in which 

economic security is primarily interpreted as a 
protective or control-oriented subsystem, the 
proposed model considers the Intelligent 
Economic Security System as an integrated 
adaptive mechanism combining digital, 
analytical, organizational, and managerial 
components within a unified enterprise 
ecosystem. 

Within the proposed framework, the 
digital platform acts as the central 
coordination element responsible for 
transforming the components of the 
Intelligent Economic Security System into 
adaptive managerial decisions. The platform 
integrates data from multiple agents, 
performs analytical processing, evaluates 
operational risks, and generates coordinated 
decisions aimed at maintaining enterprise 
stability and resilience under changing 
environmental conditions. 

An important extension of the 
conceptual model is the integration of the 
Digital Twin approach, which enables the 
creation of a digital representation of the 
enterprise management system and its 
economic security environment. Within the 
proposed framework, the digital twin 
functions as a dynamic representation of 

enterprise processes continuously updated in 
real time based on operational, financial, 
analytical, and environmental data. 

 
The Digital Twin performs three key 

functions. 
First, it provides real-time visualization of 

the enterprise state, including operational 
performance, risk exposure, resource 
utilization, managerial processes, and 
external environmental conditions. 

Second, it enables simulation of 
alternative development scenarios, which is 
critically important for risk-oriented 
management, forecasting of potential 
disruptions, and evaluation of enterprise 
resilience under uncertainty conditions. 

Third, it establishes a feedback 
mechanism between actual enterprise 
performance and managerial decisions, 
thereby forming a closed-loop adaptive 
corporate governance cycle. 

Combined with the formalization of the 
Intelligent Economic Security System, this 
means that each component of the function: 
IESS = f(S, D, A, U) obtains a dynamic 
representation within the Digital Twin 
environment. Data (D) are continuously 
updated in real time, analytics (A) evolve 
through forecasting and optimization 
procedures, security mechanisms (S) are 
adapted to changing operational conditions, 
and utility (U) is evaluated through enterprise 
performance and resilience indicators. 
Consequently, the Digital Twin acts as an 
operationalization mechanism for the 
Intelligent Economic Security System 
concept. 

A special role in the proposed model is 
played by dynamic environmental constraints 
related to market instability, operational 
disruptions, cyber threats, resource 
limitations, and strategic uncertainty. Within 
the Digital Twin environment, these 
constraints are integrated into the system as 
adaptive parameters influencing managerial 
decision-making and enterprise resilience. 



The electronic scientifically and practical journal   36-68 
“INTELLECTUALIZATION OF LOGISTICS AND SUPPLY CHAIN MANAGEMENT”,  v.37 (2026) 
ISSN 2708-3195  https://smart-scm.org 

 

 This work is licensed under a Creative Commons Attribution 4.0 International License 

Thus, the proposed conceptual model 
combines a multi-agent architecture, 
platform-based coordination, formalization of 
the Intelligent Economic Security System, and 
Digital Twin technology into a unified 
integrated ecosystem. Such an approach 
enables the transition from static and 
fragmented governance models toward 
adaptive and intelligent enterprise 
management systems capable of operating 
effectively under conditions of uncertainty 
and digital transformation. 

Within the proposed conceptual 
framework, a key role is played by the 
feedback loop mechanism, which ensures 
system adaptability, self-learning capability, 
and continuous improvement of managerial 
decisions. Unlike traditional static governance 
models, where decisions are based on fixed 
parameters, the proposed digital ecosystem 
functions as a dynamic adaptive system in 
which the results of enterprise activities 
directly influence subsequent managerial 
decisions. 

Formally, the adaptive management 
process can be represented as an iterative 
function: 

 

 
where: Dt represents the vector of 

managerial decisions at time t;  St denotes the 
actual state of the enterprise system; Et 
characterizes environmental parameters, 
including risks, threats, operational 
constraints, and resource availability; εt 
reflects stochastic disturbances and 
uncertainty; F(⋅) is the adaptive coordination 
function implemented through the digital 
platform.  

 
This relationship reflects the fundamental 

property of the proposed system: each new 
managerial decision is generated not only on 
the basis of initial information but also 
considering the actual outcomes of previous 
actions and changing environmental 
conditions. Consequently, enterprise 
management becomes a continuous 
adaptive cycle involving monitoring, 
analytical assessment, optimization, and 
dynamic refinement of managerial decisions. 

Integrating this approach with the 
Intelligent Economic Security System concept 
enables extension of the basic model by 
considering all function components as 
dynamic variables affected by feedback 
mechanisms. In particular, data (D) are 
updated according to enterprise performance 
indicators, analytics (A) evolve through 
refinement of forecasting and optimization 
procedures, security mechanisms (S) adapt to 
operational threats and instability factors, and 
utility (U) reflects the effectiveness of 
implemented managerial decisions. 

In this context, the Digital Twin serves as 
the infrastructural foundation for 
implementing the feedback loop. The digital 
twin ensures continuous representation of 
the enterprise state and forms the 
informational basis for adaptive coordination 
and updating of managerial decisions. 

The interaction between the physical 
enterprise system and its digital 
representation creates a closed-loop adaptive 
management cycle: 

 

 
Physical Enterprise System → Data Acquisition → Digital Twin → Analytics & Optimization → 

Decision Update → Enterprise System 
 
This cycle can be formalized as a feedback 

function: 
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where Φ is implemented through the 
digital platform and includes data processing, 
deviation analysis, risk forecasting, 
assessment of threats, and generation of 
corrective managerial decisions. 

 
A specific feature of the proposed model 

is that feedback possesses not only an 
operational but also a strategic nature. For 
example, operational disruptions, cyber 
threats, financial instability, or managerial 
inefficiencies affect not only individual 
business processes but also the overall 
resilience and economic security of the 
enterprise. In the proposed framework, these 
interdependencies are reflected through the 
Digital Twin, which captures relationships 
among managerial, operational, financial, and 
analytical processes within the enterprise 
ecosystem. 

Therefore, the feedback loop mechanism 
enables the transition from reactive 
governance toward proactive and adaptive 
corporate management. The proposed 
system not only responds to deviations and 
threats but also accumulates experience and 

continuously improves managerial 
coordination and enterprise resilience. This 
makes it possible to consider the digital 
ecosystem of enterprise economic security as 
a cognitive adaptive system capable of self-
learning and continuous improvement under 
conditions of uncertainty and digital 
transformation. 

A specific feature of enterprise economic 
security systems is that feedback possesses 
not only an operational but also a strategic 
and managerial nature. For example, 
operational disruptions, cyber threats, 
financial instability, informational asymmetry, 
or ineffective managerial decisions affect not 
only individual business processes but also 
the overall resilience, continuity, and 
economic stability of the enterprise, requiring 
dynamic reconfiguration of the corporate 
governance system. Within the proposed 
framework, these interdependencies are 
incorporated through integration with the 
Digital Twin, which reflects relationships 
among managerial, operational, analytical, 
financial, and risk-management processes 
within the enterprise ecosystem. 
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Figure 1. Integrated conceptual framework of a digital platform-enabled multi-agent 

ecosystem for ensuring enterprise economic security under uncertainty conditions 
Source: developed by the authors. 

 

Therefore, the feedback loop mechanism 
enables the transition from reactive corporate 
governance toward proactive and adaptive 
enterprise management. The proposed 
system not only responds to deviations, 
threats, and operational disturbances but also 
accumulates experience and continuously 
improves the effectiveness of managerial 

coordination and risk-oriented decision-
making. This makes it possible to consider the 
digital ecosystem of enterprise economic 
security as a cognitive adaptive system 
capable of self-learning, continuous 
improvement, and dynamic adaptation under 
conditions of uncertainty and digital 
transformation. 
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5. Research methodology: Multi-agent 

coordination model for ensuring 
enterprise economic security 

5.1. Methodological framework. The 
proposed methodological framework is 
based on the integration of multi-agent 
modeling, multi-objective optimization, and 
simulation-based validation for ensuring 
enterprise economic security under 
conditions of uncertainty and digital 
transformation. The methodological logic of 
the study is grounded in the assumption that 
modern enterprise management systems 
represent decentralized adaptive 
environments in which multiple autonomous 
managerial, operational, analytical, and 
informational agents interact under 
conditions of environmental instability, 
operational risks, and dynamic external 
threats. 

Unlike conventional corporate 
governance models based either on rigid 
hierarchical coordination or fully 
decentralized decision-making mechanisms, 
the proposed approach combines agent 
autonomy with platform-based adaptive 
coordination. Within this framework, the 
digital platform functions as an active 
coordination mechanism responsible for 
integrating information flows, synchronizing 
managerial processes, evaluating risks, and 
generating adaptive decisions in real time. 

The proposed model considers the 
enterprise ecosystem as a set of interacting 
autonomous agents operating within a 
shared digital environment. Let: 

 
A = {a1, a2, ..., an} 

 
be the set of autonomous agents 

participating in the enterprise ecosystem, 
including managerial units, operational 
departments, analytical subsystems, financial 
structures, risk-management entities, and 
external stakeholders, and: 

 

T = {t1, t2, ..., tm} 
 

be the set of managerial and operational 
tasks associated with enterprise functioning, 
strategic coordination, resource allocation, 
risk management, business continuity, and 
adaptive response to external and internal 
threats. 

The assignment decision is represented 
by the binary variable: 

 
xij ∈ {0,1} 

 where: 

 
 
The objective of the model is to 

determine the optimal allocation of 
managerial and operational tasks among 
autonomous agents while simultaneously 
minimizing operational risks, coordination 
inefficiencies, resource losses, and disruption 
impacts under dynamically changing 
environmental conditions. 

The proposed framework follows a 
computational experiment design in which 
the model is evaluated through scenario-
based simulation reflecting realistic 
enterprise operating conditions, including 
operational instability, financial risks, cyber 
threats, resource constraints, strategic 
uncertainty, and disruption-related 
disturbances. Such an approach enables 
assessment of enterprise resilience, 
effectiveness of adaptive coordination 
mechanisms, and stability of corporate 
governance processes under both stable and 
crisis scenarios. 

 
5.2. Multi-objective optimization model 
The coordination problem within the 

enterprise economic security system is 
formalized as a multi-objective optimization 
task: 
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where: 

Cij – represents the operational and managerial costs associated with assigning task tj to 
agent ai; 

Tij – denotes the execution and coordination time required for the implementation of 
managerial or operational decisions; 

Rij – represents the integrated enterprise risk associated with the execution of task tj to 

agent ai; 
α, β, and γ are weighting coefficients reflecting strategic managerial priorities within the 

enterprise economic security system. 
 
The objective function reflects the 

multidimensional nature of managerial 
decision-making under conditions of 
uncertainty, where enterprise stability 
simultaneously depends on operational 
efficiency, coordination speed, and risk 
minimization. Unlike conventional 
optimization models focused primarily on 
economic efficiency or cost reduction, the 
proposed framework explicitly incorporates 
enterprise resilience, business continuity, and 
adaptive risk-oriented governance principles. 

The weighting coefficients are 
dynamically adjusted depending on 
environmental conditions, threat intensity, 
operational instability, and strategic priorities. 
Consequently, the model supports adaptive 
decision-making under both stable and crisis 
scenarios. 

 
5.3. System constraints 
To ensure the realism and practical 

applicability of the proposed model, several 
groups of operational and managerial 
constraints are introduced. 

Agent Capacity Constraints 
Each agent possesses limited managerial, 

analytical, and operational capacity: 
 

 
 

where Capi represents the maximum 
number of managerial or operational tasks 

that can be effectively executed by agent ai. 
 
Time Constraints 
Enterprise management processes must 

comply with operational continuity 
requirements and strategic response 
limitations: 

 

 
 

Where  denotes the maximum 
allowable execution or response time for task 

tj. 
 
Risk Constraints 
The proposed model additionally 

incorporates threat-oriented and disruption-
related limitations: 

 
where: 
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Zk – epresents enterprise vulnerability 
zones associated with operational, financial, 
informational, organizational, or cyber-
security weaknesses; 

Threatk – characterizes the intensity 
of external and internal threats, including 
market instability, cyber risks, financial 
disruptions, regulatory uncertainty, 
operational failures, and strategic instability. 

 
The incorporation of risk constraints is 

particularly important for enterprises 
operating under conditions of environmental 
turbulence, digital transformation, 
geopolitical instability, or post-crisis 
economic recovery. 

 
5.4. Agent behavioral model 
Within the proposed enterprise 

ecosystem, each autonomous agent acts 
independently and seeks to maximize its own 
utility function: 

 

 
where: 

Pi – represents operational and 
managerial performance; 

Ci – denotes operational, 
organizational, or coordination costs; 

Ri – reflects the level of individual risk 
exposure associated with managerial or 
operational activities. 

 
The behavioral logic of agents reflects the 

decentralized nature of modern enterprise 
management systems, where organizational 
units and managerial entities pursue 
individual objectives while simultaneously 
participating in the implementation of 
collective corporate governance strategies 
and enterprise economic security 
mechanisms. 

Such conditions create a potential 
conflict between local optimization and 

system-wide organizational efficiency. 
Consequently, the role of the digital platform 
becomes critically important for coordinating 
decentralized managerial decisions, reducing 
systemic inefficiencies, strengthening 
adaptive governance mechanisms, and 
ensuring enterprise resilience under 
uncertainty conditions. 

 
5.5. Platform-based coordination 

mechanism 
Within the proposed framework, the 

digital platform operates as an intelligent 
coordination layer integrating information 
from autonomous managerial, operational, 
analytical, and informational agents while 
generating system-level adaptive 
optimization decisions aimed at ensuring 
enterprise economic security and 
organizational resilience. 

The platform-based coordination 
mechanism includes five interconnected 
stages: 

− acquisition and integration of 
operational, analytical, financial, and risk-
related data from enterprise agents and 
external environments; 

− formation of a global adaptive 
optimization objective considering 
operational efficiency, enterprise resilience, 
business continuity, and risk minimization 
priorities; 

− execution of the multi-objective 
optimization procedure under dynamically 
changing environmental conditions; 

− allocation and coordination of 
managerial, analytical, and operational tasks 
among autonomous agents; 

− dynamic updating of system 
parameters through feedback, monitoring, 
and adaptive learning mechanisms. 

Unlike traditional centralized corporate 
governance models, the proposed framework 
preserves the autonomy of individual agents 
while simultaneously enabling platform-
based coordination and system-wide 
optimization at the enterprise ecosystem 
level. Consequently, the proposed model 
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represents a hybrid adaptive governance 
architecture combining decentralized 
managerial behavior with centralized digital 
coordination and intelligent optimization 
mechanisms. 

Within this architecture, the digital 
platform performs not only informational and 
analytical functions but also acts as an active 
coordination and decision-support 

mechanism capable of synchronizing 
enterprise processes, identifying operational 
deviations, forecasting risks, and generating 
adaptive managerial responses under 
uncertainty conditions. 

The conceptual architecture of the 
proposed platform-based adaptive 
coordination system is illustrated in Figure 2. 
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Figure 2. Conceptual architecture of a platform-based multi-agent adaptive coordination system 

for ensuring enterprise economic security 
Source: developed by the authors. 

 

Within the proposed architecture, 
operational processes, enterprise resources, 

environmental instability, and risk-related 
factors act as dynamic constraint layers 
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influencing the feasibility and effectiveness of 
managerial decisions. This enables 
synchronization among strategic objectives, 
operational activities, risk-management 
mechanisms, and adaptive corporate 
governance processes within the enterprise 
ecosystem. 

 
5.6. Pareto-based decision logic 
Because the proposed optimization 

framework simultaneously considers multiple 
conflicting criteria, the solution cannot be 
represented by a single universal optimum. 
Instead, the model generates a set of Pareto-
efficient alternatives reflecting different 
combinations of operational efficiency, risk 
exposure, managerial responsiveness, and 
enterprise resilience. 

A solution is considered Pareto-optimal if 
no criterion can be improved without 
worsening at least one other criterion. This 
approach enables: 

– analysis of trade-offs between 
operational efficiency, coordination speed, 
and risk minimization; 

– adaptation of managerial decisions to 
changing strategic priorities and 
environmental conditions; 

– increased flexibility in operational and 
strategic corporate governance processes; 

– balancing enterprise resilience, 
business continuity, and economic 
performance under uncertainty conditions. 

The application of Pareto-based 
optimization is particularly important for 
enterprise economic security systems 
because the most economically efficient 
managerial decision is not necessarily the 
most resilient, sustainable, or risk-resistant 
under conditions of instability and digital 
transformation. 

Consequently, the proposed framework 
enables enterprise management systems to 
identify adaptive decision alternatives 
capable of balancing economic efficiency 
with resilience and long-term organizational 
sustainability. 

 

5.7. Scenario-based adaptation 
To account for environmental 

uncertainty, operational instability, and 
dynamically changing external and internal 
threats, the proposed model incorporates a 
scenario-based adaptation mechanism. 

Two generalized operational scenarios 
are considered. 

Scenario 1: Stable Environment 
– low level of operational disruptions and 

external threats; 
– relatively stable market and 

institutional conditions; 
– priority assigned to operational 

efficiency, coordination speed, and resource 
optimization; 

– focus on minimizing operational and 
managerial costs. 

Scenario 2: Crisis Environment 
– elevated levels of uncertainty, 

disruptions, and strategic instability; 
– increased exposure to operational, 

financial, cyber, and organizational risks; 
– priority assigned to enterprise 

resilience, business continuity, adaptive 
governance, and risk mitigation; 

– focus on preserving organizational 
stability under adverse conditions. 

Scenario adaptation is implemented 
through dynamic modification of weighting 
coefficients within the multi-objective 
optimization framework: 

 
α + β + γ = 1 

where the relative values of α, β, and γ 
vary depending on the operational scenario, 
environmental conditions, and strategic 
managerial priorities. 

 
Under stable conditions, higher weights 

are assigned to operational efficiency and 
coordination performance, whereas crisis 
scenarios prioritize enterprise resilience, 
continuity of business processes, adaptive 
responsiveness, and reduction of systemic 
risks. 
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This mechanism enables adaptive 
reconfiguration of managerial coordination 
logic depending on environmental 
disturbances, operational instability, threat 
intensity, and strategic governance 
objectives. Consequently, the proposed 
framework supports dynamic balancing 
between economic efficiency and enterprise 
economic security under conditions of 
uncertainty and digital transformation. 

 
5.8. Simulation algorithm 
The implementation logic of the 

proposed multi-agent adaptive coordination 
model is based on a simulation-driven 
computational workflow integrating data 
acquisition, risk assessment, multi-objective 
optimization, Pareto-based decision analysis, 
and adaptive feedback mechanisms. 

The simulation framework models the 
functioning of the enterprise management 
system under varying environmental 
conditions and operational scenarios. The 
computational workflow includes continuous 
monitoring of enterprise processes, dynamic 
assessment of external and internal threats, 
generation of adaptive managerial decisions, 
and iterative updating of system parameters 
through feedback mechanisms. 

The overall structure of the simulation 
algorithm is presented in Figure 3. 

 
The simulation process begins with the 

acquisition and integration of input data 
related to enterprise agents, managerial and 
operational tasks, risk indicators, and 
environmental parameters. At this stage, the 
digital platform integrates heterogeneous 
information flows originating from 
managerial units, operational departments, 
analytical subsystems, financial structures, 
monitoring systems, and external information 
sources. The collected data include 
operational capacities of enterprise agents, 
resource availability, performance indicators, 
risk signals, financial constraints, 

organizational parameters, and external 
environmental factors affecting enterprise 
stability and economic security. 

Based on the acquired information, the 
model generates cost, time, risk, and 
performance matrices representing the 
operational characteristics of each possible 
assignment alternative within the enterprise 
management system. These matrices form 
the analytical foundation for subsequent 
optimization procedures. The risk matrix 
additionally incorporates disruption-related 
parameters associated with operational 
instability, cyber threats, financial uncertainty, 
organizational vulnerabilities, and 
environmental turbulence affecting 
enterprise resilience. 

At the next stage, the weighting 
coefficients of the objective function are 
initialized according to the selected 
operational scenario. The simulation 
framework distinguishes between stable and 
crisis environments. Under stable conditions, 
the model prioritizes operational efficiency, 
coordination speed, and resource 
optimization, whereas crisis scenarios 
increase the importance of enterprise 
resilience, business continuity, adaptive 
governance, and risk minimization. This 
adaptive weighting mechanism enables 
dynamic reconfiguration of managerial 
priorities depending on environmental 
conditions and threat intensity. 

After parameter initialization, the digital 
platform executes the multi-objective 
optimization procedure. The optimization 
engine processes the integrated dataset and 
generates feasible allocation alternatives 
while simultaneously minimizing operational 
costs, coordination inefficiencies, execution 
time, and systemic risks. The optimization 
process operates under the system 
constraints introduced in Equations (2)–(4), 
thereby ensuring the realism, adaptability, 
and feasibility of generated managerial 
decisions.
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Initialization of weighting coefficients 
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(stable or crisis environment).
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Figure 3. Simulation algorithm for the platform-based multi-agent adaptive coordination 

model for ensuring enterprise economic security 
Source: developed by the authors. 

 

Because the optimization problem 
includes multiple conflicting objectives, the 

solution is represented as a set of Pareto-
efficient alternatives rather than a single 
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deterministic optimum. The Pareto frontier 
enables the analysis of trade-offs among 
operational efficiency, enterprise resilience, 
managerial responsiveness, and risk exposure 
indicators. This allows decision-makers to 
evaluate alternative coordination strategies 
depending on strategic priorities, acceptable 
risk levels, operational constraints, and 
environmental conditions. 

The next stage involves selecting the 
most appropriate coordination strategy from 
the generated Pareto-efficient solutions. The 
selection process considers strategic priorities 
of enterprise development, acceptable levels 
of risk exposure, business continuity 
requirements, operational constraints, and 
long-term sustainability objectives. In this 
context, the digital platform functions not 
only as an optimization instrument but also as 
an intelligent decision-support mechanism 
facilitating adaptive coordination among 
autonomous enterprise agents. 

Following the selection of the 
coordination strategy, the generated solution 
is implemented within the operational 
environment of the enterprise ecosystem. 
Real-time monitoring data generated during 
implementation are continuously collected 
by the digital platform and incorporated into 
the adaptive feedback loop mechanism. This 
feedback process enables dynamic updating 
of model parameters, identification of 
operational deviations, detection of 
emerging threats, and adaptive refinement of 
future managerial decisions. 

The integration of feedback mechanisms 
transforms the proposed simulation 
framework into a continuously learning 
adaptive system capable of responding to 
environmental changes, operational 
instability, and uncertainty conditions. 
Consequently, the simulation algorithm 
supports not only operational optimization 
but also the long-term resilience, 
sustainability, and economic security of 
enterprise management systems. 

The proposed computational workflow 
therefore combines multi-agent autonomy, 

platform-based coordination, adaptive 
optimization, risk-oriented governance, and 
continuous feedback integration within a 
unified simulation environment. Such an 
approach enables realistic modeling of 
complex enterprise management processes 
and provides a methodological basis for 
evaluating coordination efficiency, enterprise 
resilience, and economic security under 
varying operational scenarios and uncertainty 
conditions. 

  
6. Model validation and research 

results 
To validate the proposed multi-agent 

adaptive coordination model, a simulation 
environment representing the functioning of 
an enterprise management system under 
conditions of uncertainty and digital 
transformation was developed. The 
simulation framework was designed to 
evaluate the effectiveness of the digital 
platform as an active coordination 
mechanism for synchronizing managerial, 
operational, analytical, and risk-management 
processes within the enterprise ecosystem 
under varying environmental conditions. 

The simulation environment included 
five groups of autonomous enterprise agents, 
twenty managerial and operational tasks, and 
two generalized operational scenarios: a 
stable environment and a crisis environment. 
Under the stable scenario, managerial 
priorities were primarily focused on 
operational efficiency, coordination speed, 
and optimization of enterprise resources. 
Under the crisis scenario, greater importance 
was assigned to enterprise resilience, 
business continuity, adaptive governance, 
and mitigation of operational, financial, cyber, 
and organizational risks. 

To evaluate the effectiveness of the 
proposed coordination mechanism, the study 
employed a multidimensional performance 
assessment framework integrating economic, 
operational, risk-related, and resilience-
oriented indicators. Such an approach avoids 
oversimplified evaluation based exclusively 
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on economic efficiency or cost minimization 
and reflects the inherently multi-criteria 
nature of enterprise economic security 
systems operating under uncertainty 
conditions. 

The simulation parameters were 
calibrated to reproduce realistic enterprise 
operating conditions, including operational 
constraints, resource limitations, uncertainty-
related disruptions, external environmental 
instability, organizational vulnerabilities, and 
dynamically changing threat factors. The 
computational experiment additionally 
incorporated adaptive feedback mechanisms 
and scenario-based parameter modification, 
enabling evaluation of the stability and 
responsiveness of the proposed coordination 
model under different operational 
environments. 

The digital platform continuously 
integrated data generated by enterprise 
agents and external information sources, 
performed analytical processing, executed 
the multi-objective optimization procedure, 
and generated adaptive managerial decisions 
in real time. This enabled assessment not only 
of operational coordination efficiency but 
also of the ability of the proposed framework 
to strengthen enterprise resilience, improve 
continuity of business processes, and reduce 
systemic risk exposure. 

The obtained simulation results 
demonstrate that the platform-based 
adaptive coordination mechanism 
significantly improves enterprise 
management efficiency under both stable 
and crisis conditions. In stable environments, 
the proposed model contributes to 
optimization of operational coordination, 

reduction of managerial inefficiencies, and 
improvement of decision responsiveness. 
Under crisis conditions, the framework 
demonstrates increased adaptability, 
improved continuity of enterprise operations, 
and enhanced capability to mitigate 
disruption-related risks and environmental 
instability. 

Consequently, the proposed simulation 
framework confirms the effectiveness of 
integrating multi-agent coordination, 
adaptive optimization, digital platforms, and 
feedback-based governance mechanisms 
into a unified enterprise economic security 
system capable of functioning under 
conditions of uncertainty and digital 
transformation. 

 
6.1. Performance evaluation framework 
To compare the traditional decentralized 

enterprise management model with the 
proposed platform-based adaptive 
coordination mechanism, six groups of 
performance indicators were employed: 

– total operational and managerial costs (C); 
– average decision execution and 

coordination time (T); 
– number of operational disruptions and 

delays (D); 
– deviation from planned operational 

performance indicators (S); 
– integrated enterprise risk index (R); 
– number of critical operational failures (F). 

All indicators were formulated as 
minimization criteria. The relative 
improvement of each indicator after 
implementation of the digital platform was 
calculated as: 

 

 
where Xtraditional – represents the value of the indicator under traditional decentralized 

coordination; Xplatform – denotes the corresponding value under platform-based adaptive 
coordination. 
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The proposed evaluation framework 
enables simultaneous assessment of 
operational efficiency, managerial 
coordination quality, enterprise resilience, 
and the effectiveness of economic security 
mechanisms under uncertainty conditions. 

 
6.2. Scenario parameterization 
Different weighting structures were 

applied depending on the operational 
scenario. In the stable environment, the 
optimization logic prioritized operational 
efficiency, coordination responsiveness, and 
resource optimization. Conversely, in the 
crisis scenario, higher weights were assigned 
to enterprise resilience, business continuity, 
adaptive governance, and systemic risk 
minimization. 

This parameterization reflects the logic of 
adaptive enterprise management under 
uncertainty conditions. Under stable 
environments, the primary objective is 
optimization of enterprise performance, 
whereas crisis conditions require preservation 
of organizational stability, continuity of 
operations, and mitigation of disruption-
related impacts. 

The weighting coefficients of the 
objective function were dynamically adjusted 
according to scenario conditions: 

 
α + β + γ = 1 

where: 
α represents the weight of operational 

and managerial costs; 

β denotes the weight of coordination 
and execution time; 

γ characterizes the weight of risk-
related and resilience-oriented factors. 

 
6.3. Results of the stable scenario 
The simulation results for the stable 

operational environment demonstrate that 
platform-based adaptive coordination 
produces consistent improvements across all 
key enterprise performance indicators. 

Total operational and managerial costs 
decreased from 4,820 thousand UAH to 4,320 
thousand UAH, representing a 10.37% 
reduction. The average coordination and 
execution time decreased by 13.04%, while 
the number of operational disruptions and 
delays decreased from six to two cases, 
corresponding to a 66.67% improvement. 
Furthermore, deviation from planned 
operational performance indicators was 
reduced from 14% to 6%, while the integrated 
enterprise risk index decreased by 22.58%. 

The most significant effect was observed 
in the reduction of operational disruptions 
and coordination delays, indicating that the 
primary advantage of platform-based 
adaptive coordination lies not only in cost 
reduction but also in improving 
synchronization among enterprise processes, 
managerial decisions, and operational 
activities. Under modern enterprise 
conditions, even minor operational 
disruptions may create cascading effects 
influencing organizational performance, 
resource utilization, and managerial stability. 
Therefore, improved coordination represents 
a critical organizational benefit. 

The reduction in operational costs can be 
explained by more balanced allocation of 
managerial and operational tasks among 
enterprise agents and improved resource 
coordination. Similarly, the decrease in 
coordination time reflects the ability of the 
digital platform to minimize operational 
conflicts, improve decision synchronization, 
and optimize adaptive managerial 
interaction. 

 
6.4. Results of the crisis scenario 
The impact of platform-based adaptive 

coordination becomes even more significant 
under crisis conditions characterized by 
elevated uncertainty, disruption risks, and 
environmental instability. 

In the crisis scenario, total operational 
costs decreased by 7.25%, while the average 
coordination time decreased by 12.04%. More 
importantly, the number of operational 
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disruptions was reduced by 63.64%, and 
deviation from planned enterprise 
performance indicators decreased from 27% 
to 12%. The integrated enterprise risk index 
decreased by 29.79%, while the number of 
critical operational failures decreased from 
three to one event, corresponding to a 
66.67% reduction. 

These results confirm the central 
hypothesis of the study: under uncertainty 
conditions, the primary value of the digital 
platform is not limited to operational 
efficiency but extends to strengthening 
enterprise resilience and ensuring continuity 
of business processes. The proposed 
coordination mechanism significantly 
improves the ability of the enterprise 
management system to maintain operational 
stability despite disruptions and 
environmental instability. 

The reduction in critical operational 
failures is particularly important because 
modern enterprise systems are highly 
sensitive to cascading disruptions. 
Operational delays, coordination failures, 
cyber incidents, or resource instability may 
directly affect organizational continuity, 
financial stability, and managerial 
performance. Therefore, resilience-oriented 
adaptive coordination becomes strategically 
more important than pure operational 
efficiency under crisis conditions. 

 
6.5. Normalized efficiency assessment 
To compare performance across 

heterogeneous indicators, a normalized 
efficiency framework was introduced. 

Because all indicators represent 
minimization criteria, the normalized value 
for each indicator was calculated as: 

 

 
where: Ni < 1 indicates performance 

improvement; Ni > 1 indicates deterioration. 

Based on normalized indicators, the 
integrated Platform Efficiency Index (PEI) was 
calculated as: 

 

 
where: wi – denotes the weighting 

coefficient of the corresponding criterion; Ni 
– represents the normalized value of the 
indicator.  

 
For the stable scenario, the weighting 

structure was defined as: wC = 0,40, wT = 
0,40, wR = 0,20. For the crisis scenario: wC 
= 0,25, wT = 0,25, wR = 0,50. 

The obtained results indicate that the 
integrated efficiency effect of platform-based 
adaptive coordination reached 13.9% in the 
stable scenario and 19.7% in the crisis 
scenario. These findings demonstrate that the 
digital platform exhibits greater systemic 
utility under elevated uncertainty conditions 
because it more effectively compensates for 
disruptions, operational instability, and 
systemic risks. 

 
6.6. Coordination effect assessment 
To evaluate the impact of the digital 

platform on synchronization quality among 
enterprise agents and organizational 
processes, a Coordination Effect Index (CEI) 
was introduced: 

 

 
 where: 

ΔD – represents the relative reduction 
in operational disruptions and delays; 

ΔS – denotes the relative reduction in 
deviations from planned enterprise 
performance indicators. 
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The calculated CEI values reached 61.91% 
in the stable scenario and 59.60% in the crisis 
scenario. These results demonstrate that the 
digital platform ensures a consistently high 
coordination effect regardless of 
environmental conditions. 

This finding is critically important 
because synchronization among managerial 
decisions, operational activities, analytical 
subsystems, and risk-management processes 
represents one of the key determinants of 
enterprise resilience and economic security 
under uncertainty conditions. 

 
6.7. Resilience assessment 
To evaluate the resilience capacity of the 

proposed coordination mechanism under 
crisis conditions, a Resilience Index (RI) was 
calculated: 

 

 
where: F – denotes the number of critical 

operational failures or disruption events. 
 
The obtained resilience index reached 

0.667, indicating that platform-based 
adaptive coordination reduced the frequency 
of critical disruptions by approximately two-
thirds compared with the traditional 
decentralized management model. 

This result confirms the ability of the 
proposed framework to support continuity, 
operational stability, and enterprise economic 
security under uncertainty conditions. 

 
6.8. Agent load balancing analysis 
An additional effect of platform-based 

adaptive coordination is the balancing of 
managerial and operational workload among 
enterprise agents. 

To evaluate the unevenness of task 
allocation, the coefficient of variation was 
calculated: 

 

 

where: 
σ – represents the standard deviation 

of task distribution among enterprise agents; 
x – denotes the average number of 

assigned tasks per agent. 
 
The results demonstrate a reduction in 

the coefficient of variation from 44.7% under 
traditional decentralized coordination to 
15.8% under platform-based adaptive 
coordination. 

This confirms that the digital platform 
substantially improves workload balancing 
across enterprise agents, thereby reducing 
bottleneck formation, preventing overload 
concentration, and improving organizational 
stability. 

 
6.9. Pareto analysis of alternative 

coordination strategies 
Because enterprise management 

decisions are inherently multi-objective, the 
proposed framework generates a set of 
Pareto-efficient alternatives rather than a 
single deterministic solution. 

Four alternative coordination strategies 
were generated for the crisis scenario. 
Alternative P1 prioritized operational 
efficiency and cost minimization, whereas P4 
focused on maximum enterprise resilience 
and risk reduction. Alternatives P2 and P3 
represented intermediate trade-offs among 
operational efficiency, coordination 
responsiveness, and systemic risk 
minimization. 

To identify the most balanced 
coordination strategy, a Weighted Sum Model 
(WSM) was applied: 

 

 
where: 

WSMk – represents the integrated 

score of alternative k; 
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Nik – denotes the normalized value of 

criterion i; 
wi – is the weighting coefficient. 

 
Because all criteria are minimized, the 

optimal alternative corresponds to the lowest 
WSM value. 

The results indicate that alternative P4 
achieved the best integrated performance 
under crisis conditions despite having the 
highest operational costs. This result confirms 
that under high uncertainty, optimization 
logic shifts toward resilience-oriented and 
risk-adaptive managerial decision-making. 

 
6.10. Sensitivity analysis 
To evaluate the stability of the proposed 

framework, a sensitivity analysis was 
conducted by varying the weight assigned to 
the risk criterion (wR). 

The results demonstrate that increasing 
the importance of risk-related factors 
gradually shifts the optimal coordination 
strategy toward more resilient, although 
operationally more expensive, alternatives. 
Under low risk weights, alternative P2 remains 
preferable due to its balanced efficiency 
profile. However, as (wR) increases, the model 
increasingly favors alternatives P3 and P4, 
which prioritize enterprise resilience, 
continuity of operations, and disruption 
resistance. 

The sensitivity analysis therefore confirms 
the adaptive nature of the proposed 
coordination framework and its ability to 
dynamically respond to changing managerial 
priorities and environmental conditions. 

 
6.11. Monte Carlo simulation and 

probabilistic risk assessment 
To increase the reliability of risk 

evaluation, the study additionally employed 
Monte Carlo simulation methods. The 
probabilistic simulation framework enables 
consideration of stochastic fluctuations in 
operational costs, coordination time, 
disruption probabilities, and uncertainty-

related factors within the enterprise 
management ecosystem. 

Within the simulation model, each 
managerial and operational task was 
represented as a stochastic process 
characterized by three random variables: 

– operational cost; 
– coordination and execution time; 
– disruption-related risk. 
The objective function for each 

simulation iteration was represented as: 
 

 
where k denotes the simulation 

iteration. 
 
The study employed 10,000 simulation 

iterations for both traditional decentralized 
coordination and platform-based adaptive 
coordination scenarios. 

The following probability distributions 
were used: 

– normal distribution for operational 
costs; 

– lognormal distribution for coordination 
and execution time; 

– beta distribution for disruption-related 
risk; 

– Bernoulli distribution for critical 
operational failures. 

The simulation results confirm the 
robustness of the proposed coordination 
framework. Compared with traditional 
decentralized coordination, platform-based 
adaptive coordination reduced: 

– total operational costs by 7.03%; 
– average coordination time by 13.76%; 
– integrated enterprise risk by 29.17%; 
– operational disruptions and delays by 

61.11%; 
– probability of critical operational 

failures by 61.29%. 
The probabilistic analysis additionally 

demonstrated a substantial reduction in the 
likelihood of critical operational states. The 
probability of coordination time exceeding 11 
hours decreased from 42% to 18%, while the 
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probability of risk values exceeding 0.45 
decreased from 47% to 16%. Similarly, the 
probability of at least one critical operational 
disruption occurring decreased from 31% to 
12%. 

These results indicate that the digital 
platform improves not only average 
operational performance but also the 
probabilistic stability profile of the entire 
enterprise management system. 

 
6.12. Generalization of results 
The obtained simulation results confirm 

that platform-based adaptive coordination 
produces both operational and systemic 
effects within enterprise economic security 
systems. 

Under stable conditions, the proposed 
framework improves operational efficiency 
through reductions in costs, coordination 
time, disruptions, and deviations from 
planned enterprise performance indicators. 
Under crisis conditions, the strongest effect is 
observed in resilience-related indicators, 
including risk reduction, disruption 
prevention, continuity preservation, and 
adaptive responsiveness. 

The most important result of the study is 
that the digital platform fundamentally 
transforms the coordination logic of 
enterprise management systems. Traditional 
decentralized management approaches rely 
primarily on local decision-making by 
individual organizational units, whereas the 
proposed platform-based mechanism 
enables system-level optimization, adaptive 
synchronization, and coordinated risk-
oriented governance across the entire 
enterprise ecosystem. 

This systemic coordination effect explains 
the substantial reduction in workload 
imbalance among enterprise agents, the 
significant decrease in operational 
disruptions, and the increased resilience of 
enterprise management systems under 
uncertainty conditions. 

Overall, the simulation experiment 
confirms the feasibility and effectiveness of 

the proposed multi-agent adaptive 
coordination model. The developed 
framework successfully combines agent 
autonomy with platform-enabled 
optimization, thereby achieving a dynamic 
balance among operational efficiency, 
enterprise resilience, risk minimization, and 
continuity of business processes within 
enterprise economic security systems. 

 
7. Discussion of results 
The obtained results make it possible to 

move beyond the mere identification of 
quantitative improvements toward 
interpreting systemic transformations in the 
functioning of enterprise management 
systems under conditions of uncertainty and 
digital transformation. The conducted 
simulation demonstrates that the primary 
effect of the digital platform is manifested not 
simply through local optimization of 
individual operational processes, but through 
the transformation of coordination 
mechanisms among autonomous enterprise 
agents within the corporate governance 
system. 

The values of the Platform Efficiency 
Index (PEI), which reached 13.9% in the stable 
environment and increased to 19.7% under 
crisis conditions, indicate the systemic nature 
of the platform’s impact on enterprise 
economic security. Importantly, the 
coordination effect becomes stronger 
precisely under elevated uncertainty 
conditions. This suggests that the digital 
platform performs not only an optimization 
function but also acts as an adaptive 
governance mechanism capable of 
supporting business continuity, 
organizational stability, and enterprise 
resilience under environmental turbulence. 
Such findings are consistent with 
contemporary concepts of resilient and 
adaptive enterprise systems, where 
coordination capability and dynamic 
responsiveness are considered critical 
determinants of long-term organizational 
sustainability. 
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A deeper analysis demonstrates that the 
main contribution to this effect is generated 
by the adaptive coordination mechanism 
implemented through the digital platform. 
The Coordination Effect Index (CEI), which 
remains close to 60% in both operational 
scenarios, confirms that synchronization 
among autonomous managerial, operational, 
analytical, and risk-management agents is the 
principal factor driving efficiency 
improvement. The reduction in operational 
disruptions by more than 60% and the 
simultaneous decrease in deviations from 
planned enterprise performance indicators by 
more than half indicate that the platform 
effectively synchronizes enterprise processes 
and managerial decision-making within a 
unified adaptive environment. 

In modern enterprise ecosystems, this 
synchronization is critically important 
because even relatively minor operational 
disruptions may generate cascading effects 
influencing organizational continuity, 
resource allocation, managerial stability, 
financial performance, and strategic 
adaptability. Consequently, improved 
coordination represents not merely an 
operational benefit but a fundamental 
mechanism for strengthening enterprise 
economic security. 

Another important finding concerns the 
transformation of workload distribution 
among enterprise agents. The reduction in 
the coefficient of variation from 44.7% to 
15.8% demonstrates that the platform 
substantially mitigates the structural 
imbalances characteristic of traditional 
decentralized management systems. Under 
conventional coordination approaches, 
organizational units or agents with lower 
operational costs often receive 
disproportionately high workloads, resulting 
in overload concentration, reduced 
adaptability, and increased systemic risks. 

The proposed platform-based adaptive 
coordination mechanism incorporates not 
only operational efficiency indicators but also 
risk exposure, resilience factors, and 

coordination constraints. This enables more 
balanced allocation of managerial and 
operational tasks, improves enterprise 
adaptability, and reduces the probability of 
bottleneck formation within the 
organizational ecosystem. 

The crisis scenario particularly highlights 
the role of the digital platform as a resilience-
enabling governance mechanism. The 
calculated Resilience Index (RI = 0.667) 
confirms that the platform-coordinated 
enterprise system demonstrates substantially 
higher resistance to operational disturbances, 
uncertainty, and environmental instability. 
The reduction in critical operational failures 
by approximately two-thirds indicates that 
the proposed adaptive coordination 
framework is capable of maintaining 
continuity of enterprise operations even 
under conditions of severe instability and 
elevated systemic risk exposure. 

This finding is especially important 
because modern enterprise systems are 
highly vulnerable to cascading disruptions. 
Operational failures, coordination 
breakdowns, cyber incidents, financial 
instability, or resource constraints may rapidly 
propagate throughout the enterprise 
ecosystem and negatively affect 
organizational sustainability. Therefore, 
resilience-oriented adaptive governance 
becomes strategically more important than 
pure operational efficiency under crisis 
conditions. 

The Pareto analysis and the results 
obtained through the Weighted Sum Model 
(WSM) provide additional insights into the 
nature of optimality within enterprise 
management systems. The findings confirm 
that optimal coordination strategies are 
inherently context-dependent. Under stable 
conditions, balanced alternatives minimizing 
operational costs and coordination time 
remain preferable, whereas crisis 
environments shift optimization logic toward 
resilience-oriented strategies, even at the 
expense of higher operational expenditures. 
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This observation is fully consistent with 
modern approaches to enterprise risk 
management and economic security, 
according to which managerial priorities 
progressively move from pure efficiency 
optimization toward organizational 
robustness, adaptability, and continuity 
preservation under uncertainty conditions. 

The sensitivity analysis further confirms 
the adaptive nature of the proposed model. 
Changes in the weight assigned to risk-
related factors produce a systematic 
transition between economically efficient and 
resilience-oriented coordination strategies. 
This demonstrates that the proposed 
framework can function as a dynamic 
decision-support instrument capable of 
adjusting enterprise governance strategies 
according to changing environmental 
conditions, threat intensity, and managerial 
priorities. 

The obtained results also have important 
theoretical implications. The study confirms 
that the effectiveness of enterprise economic 
security systems depends not only on the 
operational characteristics of individual 
organizational units but primarily on the 
architecture of interactions among 
autonomous agents within the corporate 
governance ecosystem. The proposed 
framework demonstrates that a digital 
platform may function as an active 
coordination entity integrating information 
flows, optimizing managerial decisions, 
supporting adaptive governance, and 
ensuring synchronized behavior within a 
multi-agent enterprise environment. 

This extends existing approaches in 
which digital platforms are predominantly 
considered passive infrastructures for 
information exchange or operational 
automation rather than active adaptive 
coordination and decision-support 
mechanisms. 

The findings are also consistent with 
previous studies emphasizing the importance 
of coordination and adaptability for reducing 
disruption impacts within enterprise systems. 

At the same time, the present study 
contributes a new perspective by 
demonstrating the effectiveness of platform-
based adaptive coordination under 
conditions of multi-agent autonomy, 
organizational decentralization, and 
uncertainty. 

From a practical perspective, the results 
confirm the feasibility of implementing digital 
platforms as adaptive coordination 
instruments within enterprise management 
systems. The proposed framework improves 
resource utilization, reduces operational 
disruptions, enhances synchronization 
among organizational processes, and 
strengthens enterprise resilience under 
uncertainty conditions. This is particularly 
important for enterprises operating within 
unstable economic environments, conditions 
of digital transformation, geopolitical 
turbulence, or post-crisis recovery processes. 

At the same time, the study has several 
limitations. The simulation-based nature of 
the proposed framework requires the use of 
generalized parameters, which may limit the 
precision of practical applications in specific 
enterprise environments. Furthermore, the 
model does not fully incorporate behavioral 
aspects of agent interaction, including 
strategic opportunism, informational 
asymmetry, bounded rationality, and 
complex organizational conflicts. 

These limitations create opportunities for 
future research, particularly regarding the 
integration of empirical enterprise data, 
application of machine learning methods, 
incorporation of behavioral economics 
approaches, and extension of the framework 
toward more complex adaptive governance 
and self-learning coordination mechanisms. 

Overall, the obtained results confirm that 
the proposed platform-based multi-agent 
adaptive coordination framework provides 
not only operational optimization effects but 
also systemic improvements in enterprise 
resilience, adaptive governance, and 
economic security under conditions of 
uncertainty and digital transformation. 
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8. Conclusions. This study developed a 
multi-agent adaptive coordination model for 
ensuring enterprise economic security in the 
context of corporate governance under 
conditions of digital transformation and 
environmental uncertainty. Unlike traditional 
enterprise management approaches based 
either on rigid hierarchical coordination or 
fragmented decentralized decision-making, 
the proposed framework integrates 
autonomous agent behavior with a platform-
oriented adaptive coordination mechanism 
capable of supporting enterprise resilience, 
business continuity, and risk-oriented 
governance. 

The principal scientific contribution of 
the study lies in the formalization of 
enterprise coordination processes as a multi-
objective optimization problem 
simultaneously incorporating operational 
efficiency, coordination responsiveness, and 
systemic risk minimization. In addition, the 
study proposed several integrated 
performance indicators, including the 
Platform Efficiency Index (PEI), the 
Coordination Effect Index (CEI), and the 
Resilience Index (RI), enabling quantitative 
assessment of the impact of digital platform 
coordination on enterprise economic security 
and organizational stability. 

The results of the simulation experiment 
confirm the effectiveness of the proposed 
framework. Under stable operating 
conditions, implementation of the digital 
platform reduced total operational and 
managerial costs by 10.37%, decreased 
average coordination time by 13.04%, 
reduced the number of operational 
disruptions by 66.67%, and lowered 
deviations from planned enterprise 
performance indicators by more than half. 
Under crisis conditions characterized by 
elevated uncertainty and instability, the 
primary effect was associated with increased 
enterprise resilience: the integrated risk index 
decreased by 29.79%, while the number of 
critical operational failures was reduced by 
66.7%. 

The obtained results demonstrate that 
the main value of the digital platform lies not 
merely in optimizing individual operational 
processes, but in enabling systemic adaptive 
coordination among enterprise agents within 
the corporate governance ecosystem. This is 
confirmed by the high values of the 
Coordination Effect Index (approximately 
60%) and by the substantial reduction in 
workload imbalance among enterprise 
agents, reflected in the decrease of the 
coefficient of variation from 44.7% to 15.8%. 
These findings indicate that the platform 
effectively mitigates structural imbalances 
characteristic of decentralized enterprise 
management systems. 

The study additionally demonstrates that 
the proposed framework generates a set of 
Pareto-efficient coordination strategies, 
enabling adaptation of managerial decisions 
to varying environmental conditions and 
strategic priorities. Under crisis environments, 
the system prioritizes resilience-oriented and 
low-risk coordination strategies, even at the 
expense of higher operational costs, whereas 
stable environments favor balanced 
alternatives combining operational efficiency, 
coordination quality, and organizational 
reliability. 

Consequently, the research confirms that 
multi-agent adaptive coordination based on 
digital platforms enables a balance between 
the autonomy of enterprise agents and the 
global efficiency of the enterprise 
management system. This forms a new 
conceptual foundation for enterprise 
economic security management in which the 
digital platform acts as an active data 
integrator, adaptive coordination 
mechanism, risk-management instrument, 
and intelligent decision-support environment 
under uncertainty conditions. 

The practical significance of the proposed 
approach lies in the possibility of applying the 
model to enterprise management tasks, 
including optimization of managerial 
coordination, reduction of operational and 
systemic risks, strengthening of business 
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continuity, improvement of organizational 
resilience, and enhancement of adaptive 
governance mechanisms. This is particularly 
important for enterprises operating under 
conditions of digital transformation, 
environmental instability, geopolitical 
turbulence, and post-crisis economic 
recovery. 

At the same time, the study has several 
limitations associated with the simulation-
based nature of the modeling approach and 
the use of generalized operational 
parameters. Future research should therefore 
focus on empirical validation of the proposed 
framework using real enterprise data, 
integration of machine learning methods for 

predictive risk assessment, incorporation of 
behavioral and institutional factors into the 
coordination process, and extension of the 
model toward more complex adaptive 
governance and self-learning enterprise 
systems. 

Overall, the proposed approach 
demonstrates significant potential as an 
effective enterprise management instrument 
capable of strengthening economic security, 
improving adaptive governance, increasing 
organizational resilience, and ensuring 
continuity of enterprise operations under 
conditions of uncertainty and digital 
transformation.
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THE READINESS OF HUMAN CAPITAL FOR DIGITAL AND GREEN 
TRANSFORMATION IN CONDITIONS OF INTERNATIONAL 

INSTABILITY 
 

Oksana Kyrylenko, Anton Borysiuk. “The readiness of human capital for digital and green 
transformation in conditions of international instability”. The article examines the managerial dimension 
of human capital readiness for the simultaneous digital and green transformation of organisations operating 
under international instability. A sharp practical manifestation of such instability is the post-war reconstruction 
of Ukraine, which combines unprecedented human-capital losses, EU-accession requirements and a concurrent 
digital and green transition. The study synthesises open data from Eurostat, the OECD, the World Economic 
Forum, the European Commission and the International Air Transport Association with a structured review of 
the literature on AI readiness, green human resource management and human–machine collaboration. 
Methodologically, it applies a multi-criteria weighted approach with expert-based normalised weights and an 
equal-interval interpretation scale. The analysis shows that the main barrier to combined transformation is not 
a lack of technology or capital but the gap between employees’ existing competencies and the requirements of 
a digital, AI-oriented and environmentally responsible environment. To turn readiness into a practical tool, an 
integrated human capital readiness index (HCR) is proposed, combining six components: digital readiness; 
readiness for AI and automation; green/ESG readiness; adaptive readiness; managerial readiness; and social 
and motivational readiness. The article defines a system of indicators and data sources, a procedure for 
calculating partial and integrated scores, three weighting approaches and a five-level interpretation scale 
linking quantitative results to managerial actions. Applicability is demonstrated using internationally 
integrated, safety-critical sectors – aviation and logistics – as reference cases for post-war reconstruction. 
Directions for further empirical validation are outlined. 
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Оксана Кириленко, Антон Борисюк. «Готовність людського капіталу до цифрової та 
зеленої трансформації в умовах міжнародної нестабільності».  У статті розглядається 
управлінський вимір готовності людського капіталу до одночасної цифрової та зеленої 
трансформації організацій, що діють в умовах міжнародної нестабільності. Гострим практичним 
проявом такої нестабільності є повоєнне відновлення України, яке поєднує безпрецедентні втрати 
людського капіталу, вимоги євроінтеграції та одночасний цифровий і зелений перехід. Дослідження 
синтезує відкриті дані Євростату, ОЕСР, Всесвітнього економічного форуму, Європейської Комісії та 
Міжнародної асоціації повітряного транспорту зі структурованим оглядом літератури з 
готовності до штучного інтелекту, зеленого управління людськими ресурсами та співпраці людини 
й машини. Методологічно застосовано багатокритеріальний зважений підхід із нормалізацією ваг 
на основі експертних оцінок і шкалою інтерпретації з рівними інтервалами. Аналіз показує, що 
головною перешкодою комбінованої трансформації є не брак технологій чи капіталу, а розрив між 
наявними компетенціями працівників і вимогами цифрового, орієнтованого на штучний інтелект 
та екологічно відповідального середовища. Для перетворення поняття готовності на практичний 
інструмент запропоновано інтегральний індекс готовності людського капіталу (HCR), що поєднує 
шість компонентів: цифрову готовність; готовність до штучного інтелекту та автоматизації; 
зелену/ESG-готовність; адаптивну готовність; управлінську готовність; соціально-мотиваційну 
готовність. Визначено систему показників і джерел даних, процедуру розрахунку часткових та 
інтегрального балів, три підходи до зважування і п’ятирівневу шкалу інтерпретації, що пов’язує 
кількісні результати з управлінськими діями. Практичну застосовність продемонстровано на 
прикладі міжнародно інтегрованих, критично важливих секторів – авіації та логістики – як 
референсних для повоєнного відновлення. Окреслено напрями подальшої емпіричної перевірки. 

Ключові слова: компетенції робочої сили, грамотність у сфері штучного інтелекту, екологічне 
та соціальне управління, перекваліфікація, управління змінами, інтегральний індекс готовності 
людського капіталу, повоєнне відновлення. 

  
Introduction. Contemporary 

organisations operate in an environment of 
simultaneous digital, green, social and geo-
economic transformation. The spread of 
artificial intelligence, automation, robotic 
systems, digital platforms, ESG reporting, 
decarbonisation and new regulatory 
requirements changes not only production 
and management technologies but also the 
content of work, the structure of 
competencies, the requirements placed on 
managers and the nature of interaction 
between people and technology. 

Digital and green transformation can no 
longer be viewed as two isolated processes. In 
European Union policy they are increasingly 
described as a twin transition, in which digital 

technologies are expected to accelerate 
decarbonisation, resource efficiency and 
sustainable business models, while the green 
transition requires new digital, analytical and 
managerial skills. In its State of the Digital 
Decade 2025 report, the European 
Commission stresses that the EU remains far 
from its targets for artificial intelligence, 
digital skills, semiconductors and the uptake 
of key digital technologies by business 
(European Commission, 2025a). 

The sharpest contemporary 
manifestation of international instability is the 
full-scale war and the post-war reconstruction 
of Ukraine. According to the joint assessment 
of the Government of Ukraine, the World 
Bank, the European Commission and the 
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United Nations, the country’s recovery is a 
long-term process tied to European Union 
accession and to the “Ukraine Economy of the 
Future” strategy, in which investment in 
human capital and social resilience is 
identified among the key priorities (World 
Bank et al., 2026). At the same time, the war 
has caused unprecedented losses of human 
capital – migration, demographic decline, 
and the disruption of educational and career 
trajectories – while structural labour-market 
problems persist (Tony Blair Institute, 2025). 
Ukrainian researchers emphasise that the 
restoration of human capital should rely on 
digitalisation and the anticipatory 
development of competencies (Novikova, 
Zaloznova & Azmuk, 2022; Kruhlov & 
Tereshchenko, 2023). This makes Ukraine not 
a peripheral but an illustrative case: recovery 
here objectively requires a simultaneous 
digital and green transformation under 
conditions of heightened external risk – 
precisely the combination that is the subject 
of this study. 

It is especially important that human 
capital becomes not an auxiliary resource of 
transformation but its central precondition. At 
the same time, the digital transformation of 
organisations is entering a new phase 
associated with artificial intelligence. 
International instability – wars, geopolitical 
fragmentation, energy crises, supply-chain 
disruptions, labour migration and changing 
regulatory requirements – intensifies these 
processes. A scientific and practical problem 
arises: organisations are compelled to 
implement digital, AI-oriented and green 
changes simultaneously, while human capital 
is often unprepared for such a complex 
transition. This manifests in a shortage of 
digital and AI-oriented skills, a weak 
understanding of ESG practices, employee 
resistance, a deficit of managerial 
competencies, insufficient adaptability and 
the absence of a systematic reskilling policy. 

In the current academic literature, the 
problem of human capital readiness for 
transformation is examined through several 

interrelated strands. The first concerns 
organisational readiness for artificial 
intelligence: systematic reviews show that 
such readiness is not a purely technological 
characteristic but is formed at the intersection 
of technological capabilities, governance 
structures, staff competencies and external 
conditions (Ali & Khan, 2025). The second is 
green human resource management (Green 
HRM), understood as a set of practices that 
foster environmentally responsible employee 
behaviour, green competencies and 
organisational resilience (Lawter & Garnjost, 
2025; Alrifae, 2026). The third combines the 
digital and green logics of people 
management in the concept of digital green 
HRM. The fourth concerns human–AI 
collaboration: according to Deloitte (2026), 
organisations that deliberately redesign roles, 
workflows and decision-making around such 
collaboration are more likely to obtain higher 
returns on their technology investments. The 
fifth is the regulatory dimension of AI literacy: 
Article 4 of the EU Artificial Intelligence Act 
requires providers and deployers of AI 
systems to ensure a sufficient level of such 
literacy among their staff (European 
Commission, 2025b; European Union, 2024). 

Despite the multiplicity of approaches, a 
methodological gap remains. Existing 
instruments mostly measure separate slices: 
digital skills and digital maturity; AI readiness 
as the intersection of technology, governance 
and competencies (Ali & Khan, 2025); Green 
HRM practices and their link to performance 
(Lawter & Garnjost, 2025; Alrifae, 2026). 
Composite indices of human capital readiness 
for digital transformation are mostly built on 
a limited number of dimensions – for 
example, Farlis et al. (2025) apply principal 
component analysis across four dimensions. 
By contrast, an integrated assessment of 
readiness for a simultaneous digital, green 
and AI-oriented transformation under 
conditions of international instability and 
post-war reconstruction remains 
insufficiently studied, which defines the 
research niche of this study. 
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The aim of the article is to improve the 
theoretical and methodological approach to 
managing human capital readiness for the 
digital and green transformation of 
organisations under conditions of 
international instability. To achieve this aim, 
the following objectives are set: to summarise 
current scientific approaches to studying 
digital, green and AI-oriented transformation; 
to analyse open statistical data on digital 
skills, AI adoption and competence barriers to 
business transformation; to propose a system 
of human capital readiness components; to 
develop a procedure for calculating a 
composite readiness index; and to define the 
managerial interpretation of assessment 
results and illustrate it for reference, 
internationally integrated sectors of post-war 
reconstruction. 

Theoretical Framework and Methods. 
Since the article is theoretical and 
methodological in nature, the 
methodological section sets out the logic of 
the proposed instrument rather than an 
empirical sampling procedure. To turn the 
concept of human capital readiness into a 
practical management tool, the study 
employs an integrated human capital 
readiness index (hereafter HCR). Its 
construction rests on the principle of multi-
criteria assessment, according to which the 
overall level of readiness is formed as a 
weighted sum of scores across key 
components. 

At the first level, six readiness 
components are assessed: digital readiness; 
readiness for artificial intelligence and 
automation; green/ESG readiness; adaptive 
readiness; managerial readiness; and social 
and motivational readiness. At the second 
level, each component is detailed by specific 
indicators that can be assessed through 
questionnaires, testing, analysis of HR 
documents, expert judgement or corporate 
statistics. The integrated index is calculated 
as: 

 
 

 

𝐻𝐻𝐻𝐻𝐻𝐻 =  �𝑊𝑊𝑖𝑖 ∙ 𝑆𝑆𝑖𝑖
𝑖𝑖

         �𝑊𝑊𝑖𝑖
𝑖𝑖

= 1, 

where HCR is the integrated human 
capital readiness index; Wi is the weight of 
component i; and Si is the normalised score of 
component i. The component score is 
obtained as: 

 

𝑆𝑆𝑖𝑖 =  �𝑊𝑊𝑖𝑖𝑖𝑖 ∙ 𝑃𝑃𝑖𝑖𝑖𝑖
j

,     �𝑊𝑊𝑖𝑖𝑖𝑖
𝑗𝑗

= 1    (𝑓𝑓𝑓𝑓𝑓𝑓 𝑒𝑒𝑒𝑒𝑒𝑒ℎ 𝑖𝑖) 

where Wij is the weight of indicator j 
within component i; and Pij is the score of 
indicator j on a scale from 1 to 5. Since 
Pij ∈ [1; 5] and the weights of indicators and 
components within each level sum to one, 
both Si and HCR are convex combinations and 
are therefore bounded to the interval [1; 5], 
which makes the results directly comparable 
across organisations and over time. 

The component weights Wi can be 
determined in three ways. The first is equal 
weighting, where all components are 
considered equally important; this is a simple 
tool for initial testing of the model but does 
not reflect the specifics of a particular 
organisation. The second is expert 
normalisation: experts rate the importance of 
each component on a scale from 1 to 10, and 
the weight is calculated as the share of the 
average expert score in the total sum,  

𝑊𝑊𝑖𝑖 =  
𝐸𝐸𝑖𝑖
∑ 𝐸𝐸𝑖𝑖𝑖𝑖

, 

where Ei is the average expert score of 
component i. The third is the analytic 
hierarchy process (AHP) with pairwise 
comparisons; it is more rigorous and suitable 
for in-depth empirical research. For a study of 
a theoretical and methodological nature, 
expert normalisation is applied as a 
transparent, comprehensible and sufficiently 
reliable approach for a first approbation of the 
index. 

Applying weights by the “importance” of 
components raises a methodological 
question: since the most problematic 
components may have lower weights, their 
contribution to the aggregate index can 
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“blur” the overall picture. To avoid this 
masking effect, a two-level interpretation 
logic is built into the instrument. The 
integrated HCR indicator is used only as a 
generalised signal for benchmarking and 
communication, whereas managerial 
decisions are taken on the basis of the 
component profile – the vector of partial 
scores Si and the indicators Pij. In addition, a 
minimum-threshold rule is introduced: any 
component whose score falls into the two 
lowest bands of the scale (Si < 2.60) requires 
priority intervention regardless of its weight. 
Thus, weighting by importance reinforces 
rather than conceals the signal of a deficit in 
strategically priority components, while low-
weight weak areas do not drop out of the 
analysis. 

The interpretation scale divides the range 
[1; 5] into five bands of equal width 0.80. To 
avoid ambiguity at the boundaries, the bands 
are defined as half-open intervals [lower 
bound; upper bound), in which the upper 
bound belongs to the next band (the last 
band being closed). Each band is linked to a 
managerial interpretation (Table 4). 

A number of limitations should be 
acknowledged: the example below is 
illustrative and uses conditional values, and 
the index itself has not yet undergone 
empirical validation; the weights in the 
example were obtained by expert 
normalisation to demonstrate the procedure. 
To move from illustration to pilot application, 
it is advisable to involve a small expert panel 
(5–7 specialists). These limitations define 
directions for further empirical research and 
do not affect the internal consistency of the 
calculation procedure. 

 
Results and Discussion.   
To substantiate the need for an 

integrated human capital readiness index, it is 
useful to analyse four groups of open data: 
the digital skills of the population, AI use by 
enterprises, competence barriers to business 
transformation, and the needs of the green 
transition. 

First, Eurostat shows that in 2025 only 
60% of the EU population aged 16–74 had at 
least basic digital skills – 20 percentage points 
below the 2030 Digital Decade target (80%) 
and with a notable increase from 54% in 2021 
and 56% in 2023. At the same time, there is 
considerable cross-country variation: the 
Netherlands reached 84%, Ireland 83%, and 
Denmark and Finland 81% each, whereas 
Romania had only 32% and Bulgaria 38% 
(Eurostat, 2025a). This means that digital 
readiness cannot be taken for granted even in 
developed EU economies, and the 
unevenness of skills places organisations at 
different starting levels of staff readiness. 

Second, AI adoption in the EU is growing 
rapidly but still covers a minority of 
enterprises. In 2025, 20.0% of EU enterprises 
with 10 or more employees used AI 
technologies; in 2024 the figure was 13.5%, 
and in 2021 it was 7.7% (Eurostat, 2025b). 
Thus, over four years the share of such 
enterprises more than doubled. At the same 
time, among enterprises that had ever 
considered adopting AI, the most common 
reason for not doing so in 2025 was a lack of 
relevant expertise, reported by 70.9% 
(Eurostat, 2025b). AI therefore creates not 
only technological but also organisational 
and human-capital challenges. 

Third, according to the World Economic 
Forum, employers expect 39% of core skills to 
change by 2030; this figure, although high, 
has declined from 44% in 2023, which is 
associated with growing investment in 
reskilling. Skills shortages are named the 
greatest barrier to business transformation: 
63% of employers identify them as the main 
obstacle for 2025–2030, and 85% plan to 
prioritise upskilling their staff (World 
Economic Forum, 2025). This indicates that a 
competence deficit is becoming a strategic 
barrier to organisational transformation. 

Fourth, the green transition requires new 
skills. The OECD shows that national green-
transition strategies place strong emphasis on 
upskilling, reskilling and lifelong learning 
(OECD, 2025). Cedefop likewise stresses that 
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the European Green Deal will affect all sectors 
and occupations, although the intensity and 
direction of this impact will vary, which 
requires studying the consequences for jobs, 
skills and vocational education and training 
(Cedefop, n.d.). 

The statistical justification of the human 
capital readiness gap is summarised in 

Table 1. A sectoral view of aviation and 
logistics is presented separately – sectors 
convenient for illustrating the problem 
because they combine international 
integration, high safety standards, 
technological complexity and a strong 
influence of environmental regulation. 

 
 
Table 1 – Statistical justification of the human capital readiness gap 

Analytical block Key data Managerial implications 
Digital skills 60% of the EU population aged 16–74 have basic 

digital skills; the 2030 target is 80% (Eurostat, 2025a). 
Organisations need a differentiated 
diagnosis of staff digital readiness. 

AI adoption 20.0% of EU enterprises used AI in 2025; 13.5% in 
2024; 7.7% in 2021 (Eurostat, 2025b). 

Adoption is accelerating, but human 
capital is not always ready to scale the 
technology. 

Skills gaps 
63% of employers name skills shortages the main 
barrier to transformation; 85% prioritise upskilling 
(World Economic Forum, 2025). 

Competence development must be part 
of strategic management, not only an 
HR function. 

Green transition 
The OECD and Cedefop emphasise the need for 
green skills, reskilling and lifelong learning (OECD, 
2025; Cedefop, n.d.). 

ESG and the green transition require a 
systematic workforce policy. 

Aviation and 
logistics (sectoral 
view) 

Automation and AI adoption are accelerating; 
workforce transformation is identified as a critical 
condition for the development of air cargo (IATA, 
2025). 

Internationally integrated, safety-critical 
sectors require anticipatory competence 
development and new models of 
human–system cooperation. 

Source: compiled by the authors based on Eurostat (2025a; 2025b), World Economic Forum (2025), OECD 
(2025), Cedefop (n.d.), IATA (2025). 
 

In its document “The Future of Air Cargo 
Vision 2025”, the International Air Transport 
Association notes that automation and AI 
adoption are accelerating, while workforce 
transformation is becoming a critical 
condition for the further development of the 
industry and requires upskilling and new 
models of cooperation between operators 
and intelligent systems (IATA, 2025). This 
example is important not only for aviation. In 
the Ukrainian context, aviation and logistics 
are directly linked to the post-war 
reconstruction of infrastructure, integration 
into the EU Common Aviation Area and 
sustainability requirements, so it is precisely 
here that the human capital readiness gap 
manifests most acutely. This reflects a broader 

regularity: in internationally integrated 
sectors, digitalisation, automation, AI and 
sustainability cannot be implemented 
without rethinking competencies, roles and 
models of interaction between people and 
intelligent systems. Aviation can therefore be 
regarded as a reference sector for analysing 
human capital readiness in other industries – 
logistics, finance, public administration, 
education, manufacturing and services. 

The six components of the proposed 
integrated human capital readiness index, 
together with their content, indicative 
measures and possible data sources, are 
presented in Table 2. A specific organisation 
may adapt this list depending on its sector, 



The electronic scientifically and practical journal   69-79 
“INTELLECTUALIZATION OF LOGISTICS AND SUPPLY CHAIN MANAGEMENT”,  v.37 (2026) 
ISSN 2708-3195  https://smart-scm.org 

 

 This work is licensed under a Creative Commons Attribution 4.0 International License 

size, level of international integration and the 
nature of the transformation. 

 

 
Table 2 – Components and indicators of the integrated human capital readiness index 

Code / component Content and indicators Possible data sources 

C1. Digital readiness 
Ability to work with digital tools, platforms, data and digital 
communication: basic digital skills; data literacy; use of digital 
platforms; cyber-hygiene; willingness to master new tools. 

Testing; self-assessment; 
IT statistics; HR data 

C2. Readiness for AI and 
automation 

Readiness to interact with AI, automation and robotic 
solutions: AI literacy; practical use; risk awareness; ability to 
verify outputs; readiness for human–machine collaboration. 

Questionnaires; practical 
tasks; manager 
assessment; compliance 
checks 

C3. Green/ESG readiness 

Ability to follow environmentally responsible practices and 
understand ESG requirements: knowledge of ESG 
principles; understanding of the environmental impact of 
work; participation in environmental practices; willingness to 
change behaviour. 

Test; questionnaire; 
operational data; 
interviews 

C4. Adaptive readiness 
Ability to act under uncertainty, crises, international risks and 
rapid change: openness to change; learning flexibility; 
experience in crisis conditions; tolerance of uncertainty; 
international adaptability. 

Questionnaire; manager 
assessment; HR data; 
psychometric scale 

C5. Managerial readiness 
Ability of management to organise, communicate and steer 
the transformation: existence of a strategy; leadership 
engagement; change-management skills; training 
programmes; linkage of training to KPIs. 

Document analysis; 
expert assessment; 
180/360 feedback; HR 
documents 

C6. Social and 
motivational readiness 

Trust, motivation, acceptance of change, reduced fear of 
replacement by AI or robotisation; perception of the fairness 
of change; willingness to participate in transformation 
projects. 

Questionnaires; HR data; 
interviews; focus groups 

Source: developed by the authors. 
 
The proposed components draw on 

existing literature: C1 aligns with the 
measurement of digital skills and digital 
maturity (Eurostat, 2025a); C2 with research 
on organisational AI readiness (Ali & Khan, 
2025) and the regulatory requirements of AI 
literacy (European Union, 2024); C3 with the 
concept of Green HRM (Lawter & Garnjost, 
2025; Alrifae, 2026); C5 with approaches to 
change management and digital HRM; and C6 
with models of employees’ perception and 
acceptance of technology. 

To demonstrate how the methodology 
works, Table 3 provides a conditional example 
of assessing an organisation undergoing a 
combined digital–green transformation. The 
weights were obtained through expert 
normalisation; the component scores Sᵢ are 
weighted averages of the corresponding 
indicators on a scale from 1 to 5. 
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Table 3 

Example of expert weighting and HCR calculation 

Component Average expert 
score Ei Weight Wi Score Si Wi × Si 

C1. Digital readiness 8.5 0.17 3.60 0.612 
C2. Readiness for AI and automation 8.0 0.16 2.80 0.448 
C3. Green/ESG readiness 7.0 0.14 2.40 0.336 
C4. Adaptive readiness 9.0 0.18 3.20 0.576 
C5. Managerial readiness 9.5 0.19 3.00 0.570 
C6. Social and motivational readiness 8.0 0.16 2.70 0.432 
Total / HCR 50.0 1.00 – 2.974 

Source: developed by the authors (conditional example; the final HCR is rounded to 2.97). 
 
In the example, HCR = 2.97 out of 5, which 

corresponds to a basic level of readiness. The 
weakest components are green/ESG 
readiness (Sᵢ = 2.40), social and motivational 
readiness (2.70) and readiness for AI and 
automation (2.80). Under the minimum-
threshold rule, green/ESG readiness falls into 
a band requiring priority intervention. This 

means that management should not begin 
the transformation with the large-scale 
deployment of complex AI- or ESG-based 
solutions without prior training, 
communication, trust-building and 
clarification of staff roles. The interpretation 
scale is presented in Table 4.

 
 Table 4 – Interpretation scale of the integrated human capital readiness index 

HCR value Readiness level Managerial interpretation 
[1.00; 1.80) critically low The organisation is not ready for systemic transformation. 
[1.80; 2.60) fragmentary Individual skills exist, but there is no systemic readiness. 
[2.60; 3.40) basic Transformation can begin, but significant gaps remain. 
[3.40; 4.20) developed Core components are in place; targeted improvements are needed. 
[4.20; 5.00] strategic Human capital is a driving force of transformation. 
Source: developed by the authors. Note: the upper bound of a band belongs to the next band (except the 

last, closed band); each band is 0.80 wide. 
 
The advantage of the index is that it 

allows a move from general statements about 
upskilling to a specific managerial diagnosis. 
If the level of digital readiness (C1) is weak, the 
organisation needs basic programmes in 
digital literacy, data literacy, cyber-hygiene 
and work with digital platforms. If C2 is weak, 
AI literacy, training in prompt engineering, 
verification of AI outputs, rules of human 
oversight and responsible use are required. If 

C3 is weak, programmes in environmental 
skills, ESG fundamentals, resource efficiency 
and carbon awareness are needed, together 
with employee engagement in 
environmental practices. If C4 is weak, the 
development of flexibility, crisis 
management, learning ability and cross-
cultural communication is required. If C5 is 
weak, the problem lies not only with 
employees but also with management, so 
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change management, strategic 
communication, manager training, new KPIs 
and role redesign are required. If C6 is weak, 
the transformation may provoke resistance, 
so transparent communication, employee 
engagement, an explanation of the social 
logic of change and a just-transition policy are 
necessary. 

The proposed approach is relevant not 
only for enterprises but also for higher 
education institutions, in particular faculties 
of finance and economics that train specialists 
in management, international management, 
finance, marketing, public administration and 
law. For educational programmes, this means 
that the traditional competencies of a 
manager should be supplemented with 
blocks on AI literacy, data literacy, green 
human resource management, ESG 
management, digital transformation 
management, change management, 
international risk management, human–
machine collaboration, and the ethical and 
legal aspects of AI. This is especially important 
for international management programmes, 
since a modern manager works not only with 
staff and markets but also with international 
standards, digital tools, ESG requirements, 
multicultural teams and an unstable external 
environment. 

The scientific novelty of the article lies in 
improving the theoretical and 
methodological approach to assessing 
human capital readiness for the digital and 
green transformation of organisations by 
means of the integrated HCR index, which 
combines a digital component, readiness for 
AI and automation, and green/ESG, adaptive, 
managerial, and social and motivational 
components. Unlike approaches that assess 
only digital skills, isolated HR practices or 
readiness indices built on fewer dimensions 
(Farlis et al., 2025), the proposed integrated 
index makes it possible to identify a 
multidimensional gap in readiness for a 
complex digital–green transformation under 
conditions of international instability and 

post-war reconstruction, and to translate it 
into targeted managerial actions. 

Conclusions. The article has posed and 
addressed the problem of developing a 
theoretical and methodological basis for 
assessing human capital readiness for the 
digital and green transformation of 
organisations by means of the integrated HCR 
index. It has been shown that digital and 
green transformation are not purely 
technological or environmental processes: 
they change the content of work, the 
structure of competencies, the management 
system, the socio-psychological climate and 
the international competitiveness of 
organisations, and under conditions of 
international instability these processes are 
intensified by geopolitical risks, market 
fragmentation, migration, energy crises and 
uneven access to skills. The sharpest 
manifestation of this is the post-war 
reconstruction of Ukraine, where a 
simultaneous digital and green transition 
must take place under conditions of 
heightened external risk and European-
integration requirements. 

Analysis of open data from Eurostat, the 
OECD and the World Economic Forum 
confirms that the main barrier to 
transformation is not access to technology 
but human capital readiness; skills gaps 
should therefore be regarded as the principal 
barrier to business transformation, while the 
green transition requires systematic 
upskilling and reskilling. The proposed 
approach combines six key components and 
allows management not only to determine 
the overall level of readiness but also to 
identify specific gaps that require 
intervention. A system of indicators, a 
procedure for calculating partial scores with 
explicit summation indices, an approach to 
determining weights with a built-in safeguard 
against the masking effect, and an equal-
interval interpretation scale have been 
developed; applicability has been illustrated 
for organisations in high-technology and 
internationally integrated sectors – aviation 
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and logistics – as reference cases for post-war 
reconstruction. 

Further research may focus on the 
empirical validation of the integrated index in 
various sectors – aviation, logistics, small and 
medium-sized business, public 
administration and higher education – and on 
comparing the levels of human capital 
readiness in organisations with different 
digital maturity, ESG requirements and 
degree of international integration, in 
particular in the context of Ukraine’s post-war 
reconstruction. 

Disclosure on the Use of Artificial 
Intelligence. In preparing this manuscript, 
the authors used an AI-based assistant for 
language editing, formatting and structuring 
bibliographic descriptions, as well as for 
searching and summarising open analytical 
sources. All scientific content – the 
formulation of the problem, the 
methodology, the construction of the index, 
the calculations and the interpretation of 
results – was developed, verified and 
approved by the authors, who bear full 
responsibility for the accuracy and integrity of 
the work. No AI system is listed as an author. 

    
 
 

References 
 

1. Ali, W., & Khan, A. Z. (2025). Factors influencing AI readiness: A systematic literature review. 
Data Science and Management, 8(2), 224–236. https://doi.org/10.1016/j.dsm.2024.09.005 

2. Alrifae, A. A. M. (2026). Green human resource management and sustainable 
development: A systematic literature review. Sustainable Futures, 11, 101580. 
https://doi.org/10.1016/j.sftr.2025.101580 

3. Cedefop. (n.d.). Skills and jobs for the green transition. 
https://www.cedefop.europa.eu/en/projects/skills-and-jobs-green-transition 

4. Deloitte. (2026). 2026 Global Human Capital Trends. Deloitte Insights. 
https://www.deloitte.com/us/en/insights/topics/talent/human-capital-trends.html 

5. European Commission. (2025a). State of the Digital Decade 2025 report. https://digital-
strategy.ec.europa.eu/en/library/state-digital-decade-2025-report 

6. European Commission. (2025b). AI literacy – questions and answers. https://digital-
strategy.ec.europa.eu/en/faqs/ai-literacy-questions-answers 

7. European Union. (2024). Regulation (EU) 2024/1689 (Artificial Intelligence Act), Article 4: 
AI literacy. Official Journal of the European Union. 
https://artificialintelligenceact.eu/article/4/ 

8. Eurostat. (2025a). Skills for the digital age – Statistics Explained. 
https://ec.europa.eu/eurostat/statistics-
explained/index.php?title=Skills_for_the_digital_age 

9. Eurostat. (2025b). Use of artificial intelligence in enterprises – Statistics Explained. 
https://ec.europa.eu/eurostat/statistics-
explained/index.php?title=Use_of_artificial_intelligence_in_enterprises 

10. Farlis, F., Rahmat Riski, T., & Setyo Agindra, B. (2025). Mapping human capital readiness for 
digital transformation in disaster-prone regions: Evidence from West Sumatra. AMAR 
(Andalas Management Review), 9(2). https://doi.org/10.25077/amar.9.2.67-80.2025 



The electronic scientifically and practical journal   69-79 
“INTELLECTUALIZATION OF LOGISTICS AND SUPPLY CHAIN MANAGEMENT”,  v.37 (2026) 
ISSN 2708-3195  https://smart-scm.org 

 

 This work is licensed under a Creative Commons Attribution 4.0 International License 

11. International Air Transport Association. (2025). The future of air cargo vision 2025: 
Reimagining logistics through technology and innovation. Montreal & Geneva: IATA. 

12. Kruhlov, V. V., & Tereshchenko, D. A. (2023). State policy of restoring human capital of 
Ukraine in the post-war period. Educational Analytics of Ukraine, (2), 21–33. 
https://doi.org/10.32987/2617-8532-2023-2-21-33 

13. Lawter, L., & Garnjost, P. (2025). Green human resource management and organizational 
performance: A systematic review. Sustainability, 17(7), 3132. 
https://doi.org/10.3390/su17073132 

14. Novikova, O., Zaloznova, Yu., & Azmuk, N. (2022). Restoration of human capital of Ukraine 
in the post-war period using the advantages of digitalization. Journal of European 
Economy, 21(4), 407–427. https://doi.org/10.35774/jee2022.04.399 

15. OECD. (2025). Employment and skills policies for the green transition: A review of 
international good practices. OECD Publishing. 
https://www.oecd.org/en/publications/employment-and-skills-policies-for-the-green-
transition_f0c558fa-en.html 

16. Tony Blair Institute for Global Change. (2025). Unlocking potential: Rebuilding Ukraine’s 
workforce at home. https://institute.global/insights/geopolitics-and-security/unlocking-
potential-rebuilding-ukraines-workforce-at-home 

17. World Bank, Government of Ukraine, European Commission, & United Nations. (2026). 
Ukraine: Fifth rapid damage and needs assessment (RDNA5). Washington, DC: World Bank. 

18. World Economic Forum. (2025). The future of jobs report 2025. Geneva: World Economic 
Forum. https://www.weforum.org/publications/the-future-of-jobs-report-2025/ 

 

  



The electronic scientifically and practical journal   80-95 
“INTELLECTUALIZATION OF LOGISTICS AND SUPPLY CHAIN MANAGEMENT”,  v.37 (2026) 
ISSN 2708-3195  https://smart-scm.org 

 

 This work is licensed under a Creative Commons Attribution 4.0 International License 

DOI: https://doi.org/10.46783/smart-scm/2026-37-5 
 
UDC 338.24:658:519.83  Received: 2026-05-11 
JEL Classification: D81, C71, L91.  Accepted: 2026-06-20 

 Published: 2026-06-30 
 

Hryhorak M.Yu.  Doctor of Economics, Associate Professor, Professor of the Department of 
International Business and Logistics, National Technical University of Ukraine “Igor Sikorsky Kyiv 
Polytechnic Institute.” (Ukraine) 

 

ORCID –  0000-0002-5023-8602 
Researcher ID   AAK-2963-2021 
Scopus author id: –  57208222758   
E-Mail:  hryhorak.mariia@lll.kpi.ua   
 
Novosolova D.V. Master's degree student, National Technical University of Ukraine “Igor 

Sikorsky Kyiv Polytechnic Institute.” (Ukraine) 
 

ORCID – 0009-0003-7045-9028 
Researcher ID       
Scopus author id: –     
E-Mail:  bs14-ndv-fbmi@lll.kpi.ua         

 
  

ORGANIZATIONAL RESILIENCE OF LOGISTICS SYSTEMS IN A 
CONFLICT ENVIRONMENT: GAME THEORETICAL AND ADAPTIVE 

APPROACH 
 

Mariia Hryhorak, Daria Novosolova. «Organizational resilience of logistics systems in a conflict 
environment: game theoretical and adaptive approach». The article examines the challenges of ensuring 
the organizational resilience of logistics systems within an increasingly turbulent environment, characterized by 
military risks, global supply chain disruptions, infrastructural constraints, and high uncertainty of market 
parameters. It is substantiated that traditional logistics management approaches, which focus primarily on 
static efficiency metrics, are insufficient for adequately reflecting the dynamics of crisis processes and internal 
coordination gaps. Within the scope of this study, organizational resilience is conceptualized as an integral 
dynamic property of a logistics system that determines its capacity for predicting, localizing, and neutralizing 
destructive impacts, as well as restoring operational functionality following crisis shocks. The key groups of 
factors shaping resilience are systematized, including structural-organizational, information-analytical, socio-
behavioral, resource-economic, and external-environmental determinants. A structural mechanism for 
ensuring organizational resilience is proposed, based on the integration of digital monitoring, predictive 
analytics, game theory, and adaptive management. Particular attention is dedicated to the behavioral 
component of the logistics system as a source of hidden coordination risks and a driver of systemic instability. A 
KPI-driven approach to resilience assessment is formalized, and a mathematical model is developed to evaluate 
the synergetic effects of interaction among logistics system participants, recovery dynamics, and the balance of 
incentives in a conflicting environment. Additionally, a game-theoretic coordination model between 
administration and personnel is introduced, demonstrating the advantages of cooperative strategies and 
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adaptive incentives over directive management methods. The economic substantiation confirms the efficacy of 
the proposed mechanism, specifically regarding the reduction of system recovery time, minimization of losses 
from internal conflicts, and enhancement of the return on investment (ROI) in resilience assurance. The findings 
indicate the expediency of transitioning toward a proactive logistics management model focused on 
preemptive risk detection and the dynamic balancing of managerial decisions. Consequently, the proposed 
approach allows for viewing the logistics system as a self-regulating adaptive loop, wherein digital analytics, 
behavioral factors, and managerial mechanisms are integrated into a unified architecture for ensuring 
organizational resilience. 

Keywords: logistics systems, risk management, adaptive management, organizational resilience, 
dynamic modeling, KPI-driven model, predictive analytics 

Марія Григорак, Дар’я Новосьолова. «Організаційна резильєнтність логістичних систем 
в умовах конфліктного середовища: теоретико-ігровий та адаптивний підхід».  У статті 
розглянуто проблематику забезпечення організаційної резильєнтності логістичних систем в 
умовах зростаючої турбулентності зовнішнього середовища, що характеризується воєнними 
ризиками, порушенням глобальних ланцюгів постачання, інфраструктурними обмеженнями та 
високим рівнем невизначеності ринкових параметрів. Обґрунтовано, що традиційні підходи до 
управління логістичними системами, орієнтовані переважно на статичні показники ефективності, 
є недостатніми для адекватного відображення динаміки кризових процесів і внутрішніх 
координаційних розривів. У межах дослідження концептуалізовано організаційну резильєнтність як 
інтегральну динамічну властивість логістичної системи, що визначає її здатність до 
прогнозування, локалізації та нейтралізації деструктивних впливів, а також до відновлення 
операційної функціональності після кризових шоків. Систематизовано ключові групи чинників 
формування резильєнтності, зокрема структурно-організаційні, інформаційно-аналітичні, 
соціально-поведінкові, ресурсно-економічні та зовнішньо-середовищні детермінанти. 
Запропоновано структурний механізм забезпечення організаційної резильєнтності, що базується 
на інтеграції цифрового моніторингу, предиктивної аналітики, теорії ігор та адаптивного 
управління. Особливу увагу приділено поведінковому компоненту логістичної системи як джерелу 
прихованих координаційних ризиків і фактору формування системної нестабільності. 
Формалізовано KPI-driven підхід до оцінювання резильєнтності та розроблено математичну модель, 
що дозволяє оцінювати синергетичні ефекти взаємодії учасників логістичної системи, динаміку 
відновлення та баланс стимулів у конфліктному середовищі. Додатково запропоновано ігрову 
модель координації між адміністрацією та персоналом, яка демонструє переваги кооперативних 
стратегій та адаптивного стимулювання порівняно з директивними методами управління. 
Економічне обґрунтування підтверджує ефективність запропонованого механізму, зокрема щодо 
скорочення часу відновлення системи, зменшення втрат від внутрішніх конфліктів та підвищення 
окупності інвестицій у забезпечення стійкості. Отримані результати свідчать про доцільність 
переходу до проактивної моделі управління логістичними системами, орієнтованої на превентивне 
виявлення ризиків і динамічне балансування управлінських рішень. Таким чином, запропонований 
підхід дозволяє розглядати логістичну систему як саморегульований адаптивний контур, у якому 
цифрова аналітика, поведінкові фактори та управлінські механізми інтегровані в єдину архітектуру 
забезпечення організаційної резильєнтності. 

Ключові слова: логістичні системи, управління ризиками, адаптивне управління, організаційна 
резильєнтність, динамічне моделювання, предиктивна аналітика, KPI-driven модель 

  



The electronic scientifically and practical journal   80-95 
“INTELLECTUALIZATION OF LOGISTICS AND SUPPLY CHAIN MANAGEMENT”,  v.37 (2026) 
ISSN 2708-3195  https://smart-scm.org 

 

 This work is licensed under a Creative Commons Attribution 4.0 International License 

Introduction. Modern logistics systems 
operate within an increasingly turbulent 
environment characterized by a combination 
of military risks, global supply chain 
disruptions, infrastructural constraints, and 
high volatility of market parameters. For 
Ukraine, these factors are shifting into a state 
of particular intensity, as the logistics sector 
simultaneously serves to ensure economic 
resilience, sustain import-export flows, and 
adapt to critical external shocks. Under such 
conditions, traditional performance 
management approaches – relying 
predominantly on static productivity and cost 
metrics – demonstrate a limited capacity to 
adequately reflect the dynamics of crisis 
processes. 

One of the pivotal challenges in 
contemporary logistics management is the 
rise of internal organizational instability 
resulting from a high degree of 
interdependence among human resources, 
digital information systems, and physical 
material flows. In this environment, even 
localized coordination failures can rapidly 
escalate into systemic disruptions, leading to 
a loss of operational synchronization, 
extended logistics cycle times, and a decline 
in the overall reliability of supply chains. 

This emphasizes the urgent need for a 
paradigm shift from reactive management 
models toward proactive and adaptive 
approaches capable of ensuring systemic 
resilience against unpredictable impacts. In 
this context, the concept of organizational 
resilience gains paramount importance as an 
integral property of a logistics system, 
reflecting its capacity not only to withstand 
destructive influences but also to adapt, 
restore functionality, and maintain 
operational continuity under crisis conditions. 

Literature Review and Research Gaps. 
The concept of organizational and supply 
chain resilience represents one of the pivotal 
trajectories in contemporary research within 
logistics and supply chain management. In 
academic literature, resilience is 
predominantly defined as a system's capacity 

to anticipate, withstand, adapt to, and recover 
from disruptive impacts while maintaining an 
acceptable level of operational efficiency. A 
significant body of research focuses on 
analyzing the consequences of global crisis 
events (such as COVID-19, geopolitical 
conflicts, and transport route disruptions), 
which have demonstrated the critical 
vulnerability of modern globalized supply 
chains to cascading failures and domino 
effects [1; 2]. 

Within the scope of existing approaches, 
several major streams of resilience research 
have emerged. The first stream is linked to risk 
management and disruption source 
identification, where the emphasis is placed 
on risk classification, vulnerability assessment, 
and scenario modeling for logistics network 
disruptions [3; 4; 5]. The second stream 
focuses on developing operational strategies 
to enhance resilience, specifically through 
flexibility, resource redundancy, supplier 
diversification, and increasing the 
adaptability of logistics processes [6; 7; 8]. The 
third stream encompasses quantitative 
resilience modeling utilizing stochastic 
programming, robust optimization, and 
network analysis methods [9; 10; 11]. 

A distinct body of literature is dedicated 
to the integration of digital technologies into 
resilience assurance [12; 13; 14]. In particular, 
approaches leveraging digital twins, big data, 
machine learning, and predictive analytics are 
actively expanding, allowing for improved 
disruption forecasting accuracy and reduced 
response times to crisis events [15; 16; 17]. 
Concurrently, a research trajectory centered 
on knowledge graphs and network analytics 
is forming, which enables the detection of 
critical nodes within logistics systems and 
models risk propagation across complex, 
multi-tiered structures [18; 19]. 

Recent studies also demonstrate a 
growing interest in combining resilience with 
game theory and behavioral decision-making 
models [20; 21]. Specifically, researchers 
examine mechanisms of cooperation and 
competition among supply chain 
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participants, as well as the impact of strategic 
interaction on systemic stability under 
uncertainty [22; 23]. However, these 
approaches mostly remain isolated and are 
not integrated into a unified managerial 
architecture [24; 25; 26; 27]. 

Despite the active evolution of research 
in this domain, existing approaches 
frequently remain fragmented, as they fail to 
sufficiently account for the simultaneous 
interaction of the social, informational, and 
operational components of logistics systems. 
While an analysis of academic literature 
indicates substantial progress in studying the 
resilience of logistics systems, it 
simultaneously reveals the absence of a 
holistic, integrative model that combines 
digital analytics, behavioral factors, a KPI 
framework, and game-theoretic mechanisms 
into a unified organizational resilience 
management system. This justifies the 
expediency of developing the mechanism 
proposed in this study, which enables a 
transition from a fragmented analysis of 
individual stability aspects to a 
comprehensive, KPI-driven, and dynamically 
managed approach to ensuring the resilience 
of logistics systems. 

The objective of this study is to advance 
the conceptual and methodological 
foundations of the organizational resilience of 
logistics systems and to construct an 
integrated mechanism for its assurance based 
on a combination of predictive analytics, 
game theory, and adaptive management. 
Particular attention is dedicated to 
formalizing a KPI-driven approach and 
developing a mathematical model that allows 
for evaluating resilience dynamics, identifying 
critical points of systemic instability, and 
determining optimal managerial strategies 
under uncertainty. 

Achieving this objective involves 
addressing the following tasks: (1) 
systematizing approaches to interpreting 
organizational resilience within logistics 
systems; (2) identifying the key groups of 
factors shaping its formation; (3) developing a 

structural model of the resilience assurance 
mechanism; (4) formalizing a KPI-driven 
mathematical model; (5) substantiating the 
efficacy of the proposed approach through an 
analysis of economic and operational effects. 

The proposed approach allows for 
viewing the logistics system as an adaptive 
loop with self-regulating behavior, wherein 
internal coordination processes, information 
analytics, and incentive management 
mechanisms form a unified architecture for 
resilience assurance. This establishes a 
foundation for transitioning to a new class of 
managerial models focused not only on 
efficiency but also on the system's capacity for 
rapid recovery and the maintenance of 
functional integrity under conditions of 
prolonged instability. 

Basic material and results.  
In the conflict-prone environment 

characteristic of Ukraine’s contemporary 
logistics sector, an organization's capacity to 
identify potential destabilization points 
before they transform into large-scale 
operational losses gains paramount 
importance. The specificity of modern 
logistics systems lies in the high 
interdependence among the human factor, 
digital communications, and the continuity of 
material flows. Under such conditions, even 
localized manifestations of social tension or 
intra-organizational conflicts can rapidly 
propagate through the interconnected 
network, inducing coordination failures, 
transport delays, desynchronization between 
departments, and a reduced capacity of the 
operator to adapt to external shocks. 

Consequently, ensuring organizational 
resilience has emerged as a key trajectory for 
the development of modern logistics systems, 
serving as a prerequisite for maintaining 
operational continuity under highly turbulent 
environmental conditions. Concurrently, the 
intensive application of this concept in 
academic research necessitates its refinement 
and conceptualization, particularly within the 
context of conflict, risk, and adaptation 
process management. 
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The theoretical foundation of this study is 
anchored in the provisions of the ISO 
22316:2017 standard on organizational 
resilience, which defines the principles for 
building resilient organizations, the attributes 
that enable these principles to be realized, 
and the management activities aimed at 
assessing and enhancing organizational 
performance. The standard is universal and 
applicable to organizations of any size, type, 
or sector. According to its tenets, resilience is 
viewed as a strategic organizational attribute 
formed through a combination of effective 
risk management, sound business practices, 
and the capacity to adapt to changing 
external environments. Furthermore, it 
emphasizes the absence of a one-size-fits-all 
mechanism for its attainment, as the level of 
resilience is determined by a confluence of 
interrelated organizational properties and 
managerial processes. 

At the same time, it is expedient to 
differentiate between the concepts of 
"stability" and "resilience", which are 
frequently used as synonyms in Ukrainian 
scientific discourse. While stability is 
traditionally associated with a system's 
capacity to maintain predefined performance 
parameters under external perturbations, 
resilience reflects its dynamic capability to 
adapt to changes, restructure internal 
coordination mechanisms, and restore 
functionality following crisis events. Thus, 
resilience implies not merely resistance to 
negative impacts, but the active 
transformation of the system in alignment 
with new operational conditions. 

For logistics systems, this approach is of 
critical significance, as modern supply chains 
operate under constant uncertainty, and 
external risks rapidly transform into internal 
organizational gaps. Under these conditions, 
ensuring resilience transcends the 
boundaries of maintaining adequate 
material-technical supply or financial stability, 
shifting into the domain of managing 

personnel interaction, information flows, 
decision-making mechanisms, and 
coordination processes. 

Within the scope of this study, 
organizational resilience is conceptualized as 
an integral functional property of a logistics 
system, characterizing its capacity to: 

− anticipate potential destabilizing 
impacts; 

− timely localize internal gaps and 
conflict interactions; 

− adaptively restructure coordination 
mechanisms; 

− minimize losses of operational 
integrity; 

− ensure accelerated recovery following 
crisis shocks. 

Consequently, the organizational 
resilience of a logistics system represents an 
integrated adaptive capacity of an 
organization to anticipate potential 
destabilizing impacts, localize internal gaps 
and conflicts, restructure coordination 
mechanisms, maintain operational integrity, 
and ensure accelerated recovery and 
subsequent development in the wake of crisis 
events. This approach aligns with the 
contemporary understanding of resilience as 
the capacity for anticipation, response, 
adaptation, and organizational 
transformation under uncertainty. This 
implies that organizational resilience does not 
act as an isolated management function, but 
rather as an integral characteristic of the 
logistics system's operational quality, 
determining its ability to maintain business 
continuity in an uncertain and conflict-prone 
environment. 

Crucial to this discussion is the 
differentiation among the categories of 
"stability", "adaptability", "resilience", and 
"organizational viability", which reflect 
distinct levels of system response to 
destructive impacts (fig. 1). 
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Figure 1 – Graphical representation of the interrelationships among concepts related to 

organizational resilience 
Sourse: compiled by the authors based on ISO and [28-31]. 

 
According to the presented framework, 

operational stability serves as the baseline 
level, characterizing the capacity to maintain 
the execution of core functions in the 
presence of localized perturbations. The 
subsequent level is adaptability, defined as 
the capability to alter internal performance 
parameters in alignment with environmental 
shifts. Building upon adaptability is resilience, 
which converges the capacity for adjustment 
with the ability to recover lost functions 
following crisis impacts. The highest integral 
level is organizational viability, which 
characterizes the long-term capacity of a 

logistics system to sustain competitiveness, 
operational integrity, and economic efficiency 
under conditions of prolonged instability. 
Within this hierarchy, resilience acts as the 
critical nexus connecting short-term 
operational stability with the long-term 
viability of the system. 

The formation of the organizational 
resilience of logistics systems depends upon a 
complex of interrelated factors, which are 
expediently classified into functional groups, 
as illustrated in figure 2. 
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Figure 2 – Classification of factors influencing the organizational resilience of a logistics 

system 
Source: developed by the author. 

 
The first group comprises structural-

organizational factors, which include 
organizational structure flexibility, the 
velocity of managerial coordination, the 
degree of decision-making decentralization, 
and the availability of contingency 
management scenarios. The cumulative 
impact of these factors determines the 
logistics system's capacity to respond 
promptly to destabilizing impacts without 
compromising controllability or functional 
integrity. 

The second group includes information-
analytical factors, where the level of business 
process digitalization, information flow 
integration, the deployment of predictive 
analytics tools, capabilities for monitoring 
behavioral signals, and data processing and 
interpretation speed are of paramount 
importance. Under the digital transformation 
of the logistics sector, informational 
adaptability increasingly dictates an 

organization's capacity for self-diagnostics, 
early-stage threat identification, and the 
formulation of preemptive managerial 
responses. 

The third group is formed by socio-
behavioral factors, specifically the level of 
trust between personnel and management, 
the degree of cross-functional cooperation, 
the intensity of social tension, motivational 
alignment, organizational culture 
characteristics, and employee readiness for 
change. For logistics systems, this group is 
critical, as the human factor frequently serves 
as the source of hidden conflicts and 
functional gaps capable of significantly 
disrupting operational continuity. 

The fourth group consists of resource-
economic factors, including the enterprise's 
financial stability, resource base 
diversification, the availability of reserve 
capacities, workforce redundancy, and the 
capability to fund business continuity 
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measures. Insufficient resource allocation 
substantially constrains the system's adaptive 
potential and its capacity to recover from 
crisis impacts. 

The fifth group comprises external-
environmental factors, reflecting the nature 
and intensity of external pressures on the 
logistics system. These encompass military 
risks, market volatility, infrastructural 
constraints, regulatory uncertainty, and the 
transformation of global supply chains. This 
group of factors defines the baseline 
environmental turbulence to which the 
organization must continuously adapt. 

However, the mere presence of favorable 
factors does not guarantee a high level of 
organizational resilience. The decisive 
element is the capacity to integrate them into 
a holistic management mechanism that 
ensures timely threat identification, internal 
gap localization, adaptive process 
restructuring, and the accelerated recovery of 
the system's functional capacity. 

Consequently, the proposed mechanism 
for ensuring the organizational resilience of a 
logistics system is built upon the convergence 
of digital analytics, behavioral forecasting, 
and adaptive management. Its functional 
logic lies in the sequential transformation of 
internal and external environmental state 
data into a system of managerial decisions 
directed at preventing destructive processes, 
minimizing internal organizational gaps, and 
shortening recovery times following crisis 
events. 

Conceptually, this mechanism is 
operationalized through six interconnected 
functional blocks that form a closed-loop 
adaptive management system. This 
configuration ensures the timely 
identification, localization, and resolution of 
intra-organizational conflicts, thereby 
sustaining the required level of logistics 
system organizational resilience within highly 
uncertain and turbulent environments (fig. 3). 

 
 

 
Figure 3 – Structure of the organizational resilience assurance mechanism 

Source: developed by the author.  
 
The proposed mechanism fundamentally 

diverges from traditional crisis management 
approaches because it is oriented not merely 
toward responding to the aftermath of 

destructive events, but primarily toward their 
early detection and prevention. While 
classical risk management models 
predominantly focus on the material-
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technical or financial-economic parameters of 
an enterprise's operations, the proposed 
approach integrates behavioral, 
informational, and coordination aspects of 
organizational interaction. Consequently, 
organizational resilience is viewed not as a 
static parameter of stability, but as a dynamic 
capacity of the logistics system for 
forecasting, adaptation, recovery, and 
subsequent development under uncertainty. 

A pivotal feature of this mechanism is the 
implementation of the adaptive feedback 
principle. The outcomes of each managerial 
response cycle generate an updated 
information baseline for subsequent analysis 
and decision-making, thereby enabling an 
organizational self-learning effect. As a result, 
the system accumulates experiential data 
regarding typical destabilization scenarios, 
the efficacy of applied managerial 
interventions, and personnel behavioral 
patterns under crisis-induced strain. This 
enhances risk forecasting accuracy, refines 
coordination mechanisms, and shortens 
reaction times to potential threats. 

Under conditions of military and 
economic instability, the mechanism's 
capacity to ensure alignment between 
operational continuity and the organization's 
social stability gains paramount importance. 
The operational reality of logistics enterprises 
demonstrates that the efficacy of adaptation 
to external shocks heavily depends on the 
level of internal coordination, information 
exchange velocity, and trust among logistics 
process participants. Within this context, 
conflict transcends its socio-psychological 
definition to acquire economic and 
managerial substance, transforming into an 
operational risk factor that directly impacts 
the continuity of material flows, the velocity 
of logistics operations, and service reliability 
levels. 

A significant advantage of the proposed 
approach is the capability to transition from a 
reactive to a proactive management model. 
Combining digital monitoring tools, 
predictive analytics, and adaptive 

coordination enables the identification of 
potential destabilization sources before they 
escalate into a systemic crisis. This guarantees 
not only the minimization of operational 
integrity losses but also the maintenance of 
the required functional resilience under 
prolonged external environmental 
turbulence. 

The deployment of game-theoretic tools 
for analyzing conflict interactions among 
logistics system participants carries distinct 
importance. Formalizing the interests of 
specific stakeholder groups allows for the 
timely identification of potential conflicts, the 
evaluation of alternative managerial decision 
impacts, and the generation of incentives for 
cooperative behavior. Consequently, conflict 
is viewed not merely as a source of threats, 
but as an informational signal indicating 
hidden organizational imbalances, the 
remediation of which strengthens systemic 
resilience. 

Thus, in contemporary environments, 
organizational resilience transforms into a 
strategic resource for a logistics enterprise, 
ensuring the preservation of functional 
integrity, adaptability, and competitiveness 
within a highly uncertain environment. 
Implementing the proposed mechanism 
enables the integration of digital analytics, 
behavioral forecasting, game-theoretic 
conflict analysis tools, and adaptive 
management into a unified system for the 
preemptive assurance of a logistics operator's 
organizational viability. 

However, the efficacy of the proposed 
organizational resilience assurance 
mechanism cannot be evaluated solely 
through the description of its structural 
elements or functional logic. The practical 
value of the mechanism is determined by its 
capacity to deliver measurable results in the 
form of enhanced adaptability, shortened 
crisis response times, minimized operational 
losses, and the maintenance of logistics 
process continuity. Consequently, it is 
necessary to establish a system of 
quantitative and qualitative metrics to 
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evaluate the organizational resilience level 
and monitor its dynamics. 

The complexity of evaluating 
organizational resilience stem from its 
multidimensional nature. Unlike traditional 
logistics performance metrics, resilience 
encompasses not only system outputs, but 
also its capacity to forecast risks, adapt to 
changes, localize internal gaps, and restore 
functionality following crisis impacts. 
Therefore, its assessment is best served by a 
Key Performance Indicators (KPI) framework 
that reflects the distinct facets of a logistics 
operator's organizational, informational, 
social, and economic resilience. 

Given the functional structure of the 
proposed mechanism and the identified 
groups of organizational resilience factors, 
the KPI system must be structured according 
to a multi-tiered indicator grouping principle. 
This approach enables a comprehensive 
assessment of the current resilience level 
while isolating bottleneck areas that require 
managerial intervention. Within this study, it 
is expedient to delineate several 
interconnected KPI groups, each 
characterizing a distinct component of 
logistics system organizational resilience 
(table 1). 

 
 

Table 1 – System of key performance indicators of organizational resilience of the logistics 
system 

Mechanism 
Block 

Organizational 
Resilience KPI 

Group 
Key Indicators Characteristics of Indicators 

Data 
Acquisition 

KPIs of Information 
Integration and 
Transparency 

Data Integration Level (DIL);  
Data Completeness Ratio (DCR); 
Real-Time Visibility Index (RTVI); 
 Information Latency Time (ILT) 

Characterize the completeness, velocity, and quality 
of incoming information into the monitoring system. 
They reflect the logistics system's capacity to 
construct a unified digital control loop and ensure 
continuous tracking of the organizational state. 

Sentiment 
Analytics 

KPIs of Socio-
Behavioral Stability 

Employee Sentiment Index (ESI); 
Conflict Frequency Rate (CFR); 
Cooperation Intensity Score (CIS); 
Organizational Stress Level (OSL) 

Evaluate the level of internal social tension, the 
emotional state of personnel, the intensity of conflict 
communications, and the degree of cross-functional 
cooperation. They enable the transformation of 
behavioral processes into formalized managerial 
parameters. 

Conflict 
Prediction 

KPIs of Predictive 
Resilience 

Conflict Prediction Accuracy (CPA);  
Early Warning Detection Rate 
(EWDR);  
Coordination Risk Index (CRI); Social 
Tension Index (STI) 

Characterize the system's capacity to forecast 
potential conflicts, coordination failures, and logistics 
gaps. They facilitate the transition from reactive to 
preventive management. 

Game-
Theoretic 

Coordination 

KPIs of 
Coordination 

Efficiency 

Coordination Efficiency Index (CEI);  
Cooperative Stability Ratio (CSR); 
Win-Win Strategy Adoption Rate 
(WSAR);  
Decision Alignment Index (DAI) 

Reflect the efficacy of interaction among logistics 
system participants, the level of cooperation, and the 
consistency of managerial decisions. They allow for 
the evaluation of the economic viability of cooperative 
strategies. 

Adaptive 
Response 

KPIs of System 
Adaptability 

Adaptive Response Time (ART); 
Operational Flexibility Index (OFI); 
Dynamic Resource Reallocation 
Speed (DRRS);  
Adaptive Decision Efficiency (ADE) 

Characterize the velocity, flexibility, and efficacy of 
adaptive responses to destabilizing impacts. They 
reflect the system's capacity to alter operational 
parameters in real time. 

Recovery 
Optimization 

KPIs of Recovery 
and Self-Learning 

Time-to-Recovery (Trec); Operational 
Recovery Ratio (ORR); Recovery 
Resource Efficiency (RRE);  
Crisis Learning Index (CLI) 

Evaluate the rate of functional recovery within the 
logistics system, the efficiency of resource 
deployment under crisis conditions, and the system's 
capacity to accumulate adaptive experience to 
enhance future resilience. 
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Source: developed by the author. 
 
The proposed framework of 

organizational resilience KPIs establishes a 
foundation for transition to mathematical 
modeling, transforming a heterogeneous 
collective of qualitative and quantitative 
indicators into a structured analytical system. 
Whereas the KPIs function to operationalize 
and monitor distinct constituents of 
organizational resilience—process 
robustness, adaptability, recovery velocity, 
informational sensitivity, and coordination 
efficiency—the mathematical model 
integrates these vectors into a unified system 
for evaluation, analysis, and forecasting. 

Within this formalization, each key 
indicator can be mathematically modeled as a 
state variable or a functional parameter 
whose value is determined by environmental 
stressors and managerial control actions. This 
approach enables not only the assessment of 
the current state of organizational resilience 
but also the analysis of its trajectory, the 
derivation of critical thresholds, and the 
algorithmic simulation of logistics system 
behavior under diverse scenario variants. 

Integrating the KPI framework with 
game-theoretic instruments carries particular 
significance, as it incorporates the behavioral 
decisions of logistics process participants into 
the system's aggregate resilience level. 
Consequently, the key performance 
indicators transcend passive monitoring to 
serve as arguments within the utility and 
payoff functions of distinct stakeholder 
groups. This shift allows for the evaluation of 
both technical-economic consequences and 
behavioral effects tied to the degrees of 

cooperation, conflict intensity, and readiness 
for joint crisis response. 

Accordingly, it is expedient to transition 
from static, expert-elicited assessments to a 
KPI-driven payoff matrix formulation, wherein 
the strategic outcomes of participant 
interactions are endogenously determined by 
the actual state of the logistics system's 
organizational resilience. Under this 
paradigm, each player’s payoff function 
becomes dynamic, depending explicitly on 
metric values that characterize participant 
cooperation levels, social tension intensity, 
process adaptability, post-shock recovery 
velocity, and information exchange efficiency. 

Consequently, shifts in KPI vectors induce 
structural transformations within the payoff 
matrix, altering the Nash equilibria and the 
nature of strategic interaction among the 
logistics system participants. This allows the 
game-theoretic model to function not merely 
for ex-post conflict analysis, but as a 
predictive tool to evaluate alternative 
managerial interventions and select 
strategies that maximize the integral 
organizational resilience level. 

To quantitatively evaluate the efficacy of 
the proposed mechanism, it is appropriate to 
formulate an integral organizational 
resilience index, $R$, which reflects the 
logistics system's capacity to preserve its 
functional potential under destabilizing 
impacts and ensure timely post-crisis 
recovery. In a formalized, simplified layout, 
this relationship can be mathematically 
specified as a function of resource potential 
retention and systemic recovery velocity: 

 

𝑹𝑹 =  
 𝑬𝑬𝒕𝒕𝒕𝒕𝒕𝒕𝒕𝒕𝒕𝒕  −  𝑬𝑬𝒄𝒄𝒄𝒄𝒄𝒄𝒄𝒄𝒄𝒄𝒄𝒄𝒄𝒄𝒄𝒄 

𝑬𝑬𝒕𝒕𝒕𝒕𝒕𝒕𝒕𝒕𝒕𝒕
 ∗   

𝟏𝟏
𝟏𝟏 +  𝑻𝑻𝒓𝒓𝒓𝒓𝒓𝒓

 

 
where Etotal represents the aggregate 

resource potential of the logistics system; 
Econflict denotes resource losses induced by 
internal conflicts and coordination failures; Trec 

is the time required to restore the system to 
its target functional performance baseline. 

 
The specified structural equation reflects 

a systemic dependency wherein the 
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organizational resilience level scales 
proportionally with the fraction of retained 
resource potential and inversely with 
recovery duration. Within the developed 
mechanism, achieving this optimization is 
driven by the early detection of behavioral 
risks, predictive analytics deployment, 
adaptive coordination, and the enforcement 

of win-win cooperative strategies among 
logistics process participants. 

To visualize the advantages of the 
adaptive model over traditional command-
and-control management, we analyze the 
organizational resilience trajectory presented 
in figure 4. 

 

 
Figure 4 – Comparative dynamics of logistics system organizational resilience under 

external destructive impact 
Source: developed by the author. 

 
As demonstrated in fig. 4, the integration 

of predictive analytics and win-win strategies 
(Model B) allows not only for a 7-fold 
reduction in system recovery time from 56 to 
8 hours, but also sustains operational 
functionality above 65% of the nominal level, 

whereas the traditional directive approach 
(Model A) results in a critical decline to 20%. 

The efficacy of the proposed mechanism 
is further detailed through a comparative 
analysis of operational efficiency, summarized 
in table 2. 

 
Table 2 – Comparative analysis of logistics models’ operational efficiency in a conflict-prone 

environment 
Indicator Model A (Directive) Model B (Adaptive) 

Expenditures on preventive measures (𝐸𝐸𝑝𝑝𝑝𝑝𝑝𝑝𝑝𝑝), units 0 0.15 

Direct losses from conflict (𝐸𝐸𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐), units 1.20 0.05 

Time-to-Recovery (𝑇𝑇𝑟𝑟𝑟𝑟𝑟𝑟), hours 56 8 
Resilience Index (R) -0.0035 0.1055 
ROI in resilience, % — 760% 

Source: calculated by the author. 
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The economic efficiency of the proposed 

mechanism is quantified via the return on 
investment (ROI) in resilience-building 
measures. The results demonstrate that each 
unit invested in predictive analytics and win-
win mechanisms saves 7.6 units of potential 
losses, yielding a 760% ROI. This high 
profitability is explained by the adaptive 
model's capacity to prevent the "domino 
effect," where minor dysfunctions in logistics 
chains otherwise escalate into systemic 
operational stoppages. Thus, capital 
allocation toward digital monitoring and 
cooperative coordination serves as a strategic 
instrument to augment long-term 
organizational viability and competitiveness. 

Discussion. The research findings allow 
for the formulation of several debatable 
propositions regarding the nature and 
measurement of organizational resilience in 
logistics systems. 

First, the proposed approach shifts the 
emphasis from the traditional interpretation 
of resilience as the capacity for 'post-shock 
recovery' toward its conceptualization as a 
continuous process of preemptive 
management. This raises questions regarding 
the boundary between crisis management 
and a permanently operating system of 
adaptive control, wherein a crisis ceases to be 
a discrete event and is increasingly viewed as 
a manageable state of the system. 

Second, while the KPI-driven 
formalization of resilience operationalizes a 
complex category, it simultaneously 
introduces the risk of reducing 
multidimensional socio-organizational 
processes to aggregated indicators. This 
highlights the problem of measurement 
validity for phenomena such as social tension, 
levels of cooperation, and behavioral signals 
within digital logistics systems. 

Third, integrating game theory into the 
logistics resilience management mechanism 
opens a debate concerning the assumption of 
actor rationality. Under real-world conditions, 
the behavior of personnel and managerial 

entities may deviate from rational strategies 
due to information asymmetry, emotional 
factors, and institutional constraints, which 
subsequently compromises the stability of 
theoretically derived equilibrium states. 

Fourth, the proposed model 
demonstrates a high degree of formalization 
regarding the interdependencies among 
cooperation, social tension, and system 
recovery speed. However, the problem of 
empirical parametric identification remains 
unresolved, particularly concerning the 
determination of stable KPI weight 
coefficients across diverse types of logistics 
systems. 

Fifth, the utilization of integrated 
resilience metrics poses a challenge for cross-
organizational comparability. Variations in 
digitalization levels, data cultures, and supply 
chain structures can significantly distort the 
interpretation of the derived values. 

Conclusions. As a result of this study, the 
conceptual and methodological foundations 
of the organizational resilience of logistics 
systems have been advanced, and an 
integrated KPI-driven assurance mechanism 
has been proposed, combining the tools of 
predictive analytics, game theory, and 
adaptive management. 

The synthesis of theoretical approaches 
revealed that existing resilience models are 
predominantly fragmented and fail to 
sufficiently account for the interaction among 
the socio-behavioral, informational, and 
operational components of logistics systems. 
Consequently, the study substantiates the 
expediency of transitioning toward 
integrated models that accurately reflect the 
systemic nature of organizational stability. 

The key groups of factors shaping 
resilience have been identified, 
encompassing structural-organizational, 
information-analytical, socio-behavioral, 
resource-economic, and external-
environmental determinants. It has been 
established that socio-behavioral and 
informational factors play a critical role in 
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generating hidden coordination risks and 
latent systemic instability. 

A structural model of the organizational 
resilience assurance mechanism has been 
developed, based on the integration of digital 
monitoring, predictive analytics, game-
theoretic coordination, and adaptive 
management. The proposed architecture 
ensures the implementation of a closed-loop 
cycle for detecting, evaluating, and 
neutralizing crisis impacts within the logistics 
system. 

A KPI-driven approach to resilience 
assessment has been formalized, and a 
corresponding mathematical framework has 
been introduced, allowing for the evaluation 
of synergetic effects, recovery dynamics, and 
the balance of incentives within the 

interaction system of logistics process 
participants. 

The economic substantiation confirmed 
that implementing the proposed mechanism 
guarantees a reduction in losses stemming 
from conflict situations, shortens system 
recovery times, and enhances the return on 
investment (ROI) in resilience building, 
collectively driving the growth of logistics 
operators' operational efficiency. 

Consequently, organizational resilience is 
viewed as an integral dynamic property of a 
logistics system, determining its capacity for 
adaptation, self-regulation, and the 
preservation of functional integrity under 
conditions of prolonged uncertainty and crisis 
impacts. 
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ENHANCING THE EFFICIENCY OF MULTIMODAL LOGISTICS CHAINS 
 

Viktoriia Klymenko, Larysa Dokiienko, Nadiia Novalska, Olena Sokolova. “Harmonization of 
Customs Procedurs in the Interaction of Transport Modes as a Factor for Enhancing the Efficiency of 
Multimodal Logistics Chains”.  Conceptual approaches to organizing the customs clearance of goods 
transported along a multimodal route have been defined in the paper. The purpose of the research is to analyze 
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the current state of organizing and conducting customs operations in Ukraine, identify bottlenecks in customs 
service, substantiate the specifics of performing customs operations in multimodal transport, and develop 
recommendations for their unification. The article examines the current state of the organization of customs 
operations in Ukraine, which is characterized by increased transparency and the active implementation of 
digital tools. It is proven that the implementation of the Authorized Economic Operator (AEO) institution and 
the successful application of the NCTS technology have become key steps in integrating the domestic customs 
system with the European one. At the same time, emphasis is placed on the need for further deep unification of 
customs procedures to ensure the efficient operation of multimodal transport networks. To achieve continuity 
in the multimodal supply chain, it is proposed to carry out regulatory and procedural integration through the 
implementation of a global electronic document and an end-to-end AEO status, as well as to interconnect 
databases using artificial intelligence and blockchain. The infrastructural basis for such innovations should be 
the development of a network of modern multimodal terminals and "dry ports" functioning as customs hubs. 
Measures are proposed to unify customs operations during the interaction of transport modes in multimodal 
traffic, which will help eliminate barriers and duplication, as well as reduce transshipment time at transport 
hubs. 

Keywords: customs, transport, multimodal system, logistics, "customs visa-free regime" 

Вікторія Клименко, Лариса Докієнко, Надія Новальська, Олена Соколова. «Уніфікація 
митних процедур при взаємодії видів транспорту як чинник підвищення ефективності 
мультимодальних логістичних ланцюгів».  У статті визначено концептуальні підходи до 
організації митного оформлення вантажів, що перевозяться за мультимодальним маршрутом. 
Метою статті є аналіз сучасного стану організації і проведення митних операцій в Україні, 
виявлення «вузьких місць» у митному обслуговуванні, обґрунтування особливостей виконання 
митних операцій у мультимодальному сполученні та розробка рекомендацій щодо їх уніфікації. У 
статті досліджено сучасний стан організації митних операцій в Україні, який характеризується 
підвищенням прозорості та активним впровадженням цифрових інструментів. Доведено, що 
імплементація інституту Авторизованого економічного оператора (АЕО) та успішне 
застосування технології NCTS стали ключовими кроками інтеграції вітчизняної митної системи з 
європейською. Водночас акцентовано увагу на необхідності подальшої глибокої уніфікації митних 
процедур для забезпечення ефективної роботи мультимодальних транспортних мереж. Для 
досягнення безперервності мультимодального ланцюга постачання запропоновано здійснити 
нормативно-процедурну інтеграцію через впровадження глобального електронного документа й 
наскрізного статусу АЕО, а також об'єднати бази даних за допомогою штучного інтелекту та 
блокчейну. Інфраструктурною основою таких інновацій має стати розбудова мережі сучасних 
мультимодальних терміналів і «сухих портів» із функціями митних хабів. Запропоновано заходи 
щодо уніфікації митних операцій при взаємодії видів транспорту у мультимодальному сполученні, 
що сприятиме усуненню бар’єрів і дублювання та зменшить час перевалки у транспортних вузлах. 

Ключові слова: митниця, транспорт, мультимодальна система, логістика, «митний безвіз» 

  
Introduction. Export-import and transit 

transportation require the mandatory 
implementation of customs procedures, 
which include customs control, clearance, 
declaration and taxation of both goods and 
vehicles [1]. 

Currently, international transportation 
occupies a significant share in the total cargo 
turnover of Ukraine, which is explained by the 
export orientation of Ukraine and the decline 
in domestic consumption due to the military 
aggression of the russian federation against 
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Ukraine. The total share of a certain mode of 
transport in exports, imports and transit 
ranges from 50-60% for road and rail to 100% 
for sea. All international transportation is 
carried out with border crossing and customs 
procedures. And although each mode of 
transport is regulated by its own international 
regulations, customs is the only body that 
must work effectively for any vehicle. 
Technological customs control schemes used 
for each mode of transport have their own 
characteristics [2]. The most complex are 
schemes that involve the interaction of 
transport modes. 

And although during 2022-2025 a great 
step was taken towards simplifying and 
automating customs procedures, a number of 
problems related to the organization of the 
movement of goods by various modes of 
transport across the customs border of 
Ukraine remain. Therefore, studying the 
issues of unification of customs procedures in 
interaction of transport modes is relevant 
both from the point of view of theory and 
economic practice. 

Analysis of recent studies and 
publications. The study of the problems of 
customs procedures during the 
transportation of goods is devoted to 
publications on both logistics and 
international law, management of foreign 
economic activity and public administration. 

Thus, in paper [3] the issue of 
digitalization of customs control during the 
transportation of goods by rail is considered. 
The authors note that the use of the latest 
digital technologies in the process of customs 
control of cargo transportation is aimed at 
minimizing time and financial costs when 
passing customs procedures. In the paper [4] 
the authors draw attention to the need to 
improve the procedures for customs control 
and the process of registration of 
international cargo transportation by 
applying innovative approaches. In particular, 
they are talking about the integration of 
artificial intelligence technologies for 
automating work processes. 

The relevance of further development of 
freight rail logistics in Ukraine under modern 
economic conditions is considered in the 
work [5]. In their study, the authors emphasize 
that bureaucratic procedures, like the 
duplication of functions of controlling 
customs services, are logistical restrictions on 
exports at the western border. 

Legal aspects of customs clearance are 
studied in the research [6]. The authors note 
that improving the customs control system 
requires an understanding of the basic 
principles and legal nature of customs 
formalities. Only under such conditions will 
reforms be consistent, justified and effective. 

The paper [7] studies the issue of 
interaction of transport modes in the system 
of international transport corridors passing 
through the territory of Ukraine. It also 
considers the issue of harmonization of 
customs procedures and the customs transit 
mechanism with generally accepted norms 
and standards of European Union law. 

Identification of previously unresolved 
parts of the overall problem.  

At the same time, it should be noted that 
the problems of unification of customs 
procedures in multimodal chains, in particular 
ensuring their clarity, transparency and 
digitalization, taking into account the 
technical and technological features of each 
interacting mode of transport, have received 
insufficient attention from the scientific 
community, which determined the purpose 
and objectives of this article. 

Formulation of the article's objectives.  
The purpose of the study is to develop 
proposals for the optimization of customs 
procedures in multimodal logistics chains. 
The objectives of the article are: 

- analysis of the current state of the 
organization and execution of customs 
procedures in Ukraine; 

- study of border crossing indicators for 
various modes of freight transport across 
specific sections of the state border of 
Ukraine; 
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- assessment of the level of 
implementation of the common transit 
procedure; 

- identification of "bottlenecks" in 
customs service; 

- justification of the features of customs 
procedures in multimodal logistics chains and 
development of recommendations for their 
unification. 

Research Methods. The methodological 
framework of the study is based on systems 
approach according to which customs 
procedures were considered as a element of 
unified system “transport-customs-
multimodal terminal”. Logical generalization 
and critical review were used for assessing the 
experience of AEO and NTCS in Ukraine and 
identifying the "bottlenecks" in customs 
service of multimodal logistics chains. To 
develop concept of future customs support 
for transport modes interaction, method of 
conceptual modeling was applied. 

The research is based on the 
generalization of scientific publications, 
regulatory framework on customs, official 
documents of State Customs Service of 
Ukraine and State Statistics Service of Ukraine, 
as well as international organizations.  

The conclusions obtained can be used to 
improve customs procedures in multimodal 
logistics chains and increase the efficiency of 
their operation. 

Presentation of the main research 
material. The state of the organization of 
customs procedures in Ukraine is evidenced 
by such an international indicator as the 
Logistics Performance Index (LPI), one of the 
components of which is the customs service 
indicator. Table 1 presents the dynamics of 
the LPI and its components for the period 
from 2007 to 2023. 

 

 
 Table 1. Dynamics of the Components of the Logistics Performance Index (LPI) for Ukraine 

Indicator 2007 2010 2012 2014 2016 2018 2023 
Logistics Performance Index, 
points 2.55 2.57 2.85 2.98 2.74 2.83 2.7 

          LPI components: 
customs 2.22 2.02 2.41 2.69 2.30 2.49 2.4 
infrastructure 2.35 2.44 2.69 2.65 2.49 2.22 2.4 
international shipments 2.53 2.79 2.72 2.95 2.59 2.83 2.8 
service quality 2.41 2.59 2.85 2.84 2.55 2.84 2.6 
tracking and tracing 2.53 2.49 3.15 3.20 2.96 3.11 3.1 
timeliness 3.31 3.06 3.31 3.51 3.51 3.42 2.6 

Source: Developed by the authors based on [8]. 
 

As can be seen from the data in Table 2, 
for the analyzed period, the LPI ranged from 
2.55 in 2007 to 2.98 in 2014, in 2023 its value 
is 2.7 (with a maximum possible 5 points 
according to the calculation method). The 
lowest value of the LPI components is the 
customs service indicator, which for 2027-
2023 ranged from 2.02 to 2.69. Currently, it is 
2.4 points. 

The assessment of the overall level of 
implementation of measures on customs 
services and trade facilitation is also carried 
out within the framework of the UN global 
survey on digital and sustainable trade 
facilitation, according to which this indicator 
in Ukraine is 60.22% (Fig. 1). 
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Figure 1 – Average Implementation Rates of Trade Facilitation Measures  

in Developed Economies and Ukraine 
Source: compiled by the authors based on [9] 

 
The key components of the Trade 

Facilitation Index, presented in Fig. 1, include: 
- transparency – 73.33%, which indicates 

Ukraine’s successful implementation of basic 
requirements for informing businesses, in 
particular: open publication of rules and 
tariffs, availability of contact centers for 
inquiries, mechanism for providing advance 
rulings on classification of goods and origin 
(the highest indicator for Ukraine); 

- formalities – 66.67%, which assesses the 
improvement of physical and administrative 
customs clearance in Ukraine through the 
application of a risk management system, 
implementation of mechanisms for 
accelerated clearance of perishable goods 
and express shipments, and customs audits 
after the release of goods; 

- institutional arrangements and 
cooperation – 66.67%, which reflects the level 
of coordination between government 
agencies. In this direction, the functioning of 
the National Committee for Trade Facilitation 
in Ukraine, coordination between customs 

and other regulatory authorities, in particular 
phytosanitary, veterinary, etc., is positive; 

- paperless trade – 62.96%, which shows 
the level of use of internal digitalization of 
trade and customs processes. Ukraine has 
implemented such digital tools as: 
submission of customs declarations in 
electronic form, electronic customs 
payments, use of the Single Window system 
for interaction between importers/exporters 
and state authorities; 

- cross-border paperless trade – 33.33%, 
which assesses the possibility of exchanging 
electronic data with partner countries at the 
global level, as well as cross-border 
recognition of electronic signatures. This is 
the lowest indicator, which remains a 
“bottleneck” for Ukraine [10]. 

The importance and necessity of 
improving customs services in Ukraine is 
determined by its transit potential, the 
volume of international transportation, and 
the number of crossings of the state border by 
freight transport (Fig. 2). 
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Figure 2 – Border Crossing of Freight Transport Across the State Border of Ukraine 

by Modes of Transport, units 
Source: Developed by the authors based on [11] 

 
Fig. 2 shows the dynamics of freight 

transport across the state border of Ukraine 
by mode of transport. Analysis of the structure 
of transportation for the period 2012-2024 
(Table 2) allows us to assess the role of each 
mode of transport in ensuring the state's 
foreign economic relations. 

In the regional context and by individual 
modes of transport, the structure of cargo 
units crossing the customs border of Ukraine 
has significant differences (Table 2). Thus, the 
largest share of cargo transportation is carried 
out by rail through customs checkpoints on 
the Ukrainian-Polish section of the border. 
During the analyzed period, the number of 
rail transport units crossing the border on the 
specified section increased from 7,788 units in 
2020 to 16,041 units in 2024 (or 2.06 times). 
The same significantly increasing dynamics is 
observed on the Ukrainian-Romanian border 
section (an increase in the number of rail 
transport units by 1.6 times). 

Considering the road mode of transport, 
similar vectors of change were identified. In 
particular, the share of customs checkpoints 
located on the Ukrainian-Romanian border in 
the total volume of customs services for road 

vehicles increased from 7.6% in 2020 to 20.9% 
in 2024. The number of road transport units 
crossing the border on the specified section 
increased by 2.65 times over the analyzed 
period. 

The improvement of the situation with 
customs clearance of goods and transport at 
the state border of Ukraine was facilitated by 
the introduction of the institution of 
Authorized Economic Operator (hereinafter – 
AEO) in 2019. 

Obtaining AEO status by economic 
entities allows them to enjoy special customs 
benefits and simplifications. 
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Table 2 – Border Crossing of Freight Transport Across the State Border of Ukraine 

Mode of 
Transport 

Sections of 
the State 
Border 

2020 2021 2022 2023 2024 
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Total 53149 100 59472 100 41992 100 44155 100 38060 100 

Polish 7788 14.7 10512 17.7 13252 31.6 14138 32.0 16041 42.1 

Slovak  9021 17.0 10906 18.3 10565 25.2 11140 25.2 9369 24.6 

Hungarian 4075 7.7 3761 6.3 4525 10.8 5664 12.8 3818 10.0 

Romanian 3387 6.4 3850 6.5 4997 11.9 5424 12.3 5271 13.8 

Moldovan 4405 8.3 4624 7.8 5724 13.6 7789 17.6 3561 9.4 

Ro
ad

 

Total 2271472 100 2534363 100 2121886 100 2324791 100 2189157 100 

Polish 813175 35.8 929902 36.7 1046598 49.3 1255859 54.0 1087963 49.7 

Slovak  86431 3.8 84067 3.3 90719 4.3 113720 4.9 112501 5.1 

Hungarian 165431 7.3 174856 6.9 179795 8.5 189151 8.1 183565 8.4 

Romanian 172723 7.6 194506 7.7 368757 17.4 430111 18.5 457036 20.9 

Moldovan 356456 15.7 416397 16.4 350672 16.5 335950 14.5 348092 15.9 

W
ate

r Total 22892 100 27330 100 27882 100 34038 100 38757 100 

Romanian 1170 5.1 4766 17.4 6588 23.6 6512 19.1 19961 51.5 

Maritime  21720 94.9 22546 82.5 21294 76.4 27526 80.9 18796 48.5 

Air  Total 3453 100 4506 100 676 100 16 100 56 100 
Source: Developed by the authors based on [11] 
 
According to the Customs Code of 

Ukraine, AEO status can be acquired by a 
resident enterprise that performs any role in 
the international supply chain of goods 
(manufacturer, exporter, importer, customs 
representative, carrier, forwarder, warehouse 
keeper), which: 

1) complies with the requirements of 
customs and tax legislation, has not been held 
criminally liable; 

2) demonstrates a high level of control 
over operations and commodity flows; 

3) has a stable financial position; 
4) ensures practical standards of 

competence or professional qualifications of 
the responsible official of the enterprise; 

5) complies with safety and reliability 
standards. 

Moreover, authorization can be of two 
types: 

1) granting the right to apply 
simplifications (AEO-C); 

2) confirming safety and reliability (AEO-
B) [1]. 

The challenges that Ukraine’s transport 
system faced due to the russian federation’s 
military aggression became a catalyst for 
transformations in the customs sector. 
Ukraine joined the Convention on the 
Common Transit Procedure [12], and from 
October 1, 2022, domestic business received 
the right to the simplification and benefits of 
this procedure. The Convention is designed to 
simplify international trade processes by 
providing a simple and transparent transit 
procedure based on the formula: “one means 
of transport – one declaration – one 
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guarantee”. This means that several 
shipments that are grouped together, loaded 
onto one means of transport (in a container or 
packaging) and shipped as consolidated 
cargo within the framework of one operation 
can be included in one T1 or T2 declaration 
with the corresponding list of goods. 

One means of transport is considered to 
be: a road vehicle together with a trailer(s) or 
semi-trailer(s); a train of railway vehicles or 
wagons coupled together; vessels forming a 
coupled group. Identification of goods is 
ensured by sealing. Under one transit 
declaration, one means of transport may 
transport cargo through the territories of all 
participating countries from the point of 
departure to the final destination. 

Another advantage is the registration of 
one general financial guarantee. The 
Convention determines the calculation of its 
amount, in particular, the individual 
guarantee must cover the amount of debt 
that may arise, calculated on the basis of the 
highest rates of customs duties applicable to 
goods of the same type. Moreover, the 
guarantee can be provided in the following 
three forms: cash deposit; obligation 
provided by the guarantor; vouchers. 

For air transport, a guarantee is not 
required if the goods are transported under 
the common transit procedure on the basis of 
an electronic transport document used as a 
transit declaration. 

The technical basis for the 
implementation of the Convention is the 
NTCS technology (New Computerized Transit 
System), which connects customs services in 
the Convention countries, allowing the 
exchange of customs data. It is also called 
“customs visa-free”. The competent 
authorities of the common transit countries 
are authorized to assume the functions of 
customs offices of departure, transit, 
destination and guarantee. The NTCS system 
allows the submission of a transit declaration 
to customs before the expected presentation 
of the goods, which provides a preliminary 
analysis of information about the cargo and 

possible risks. In the absence of risks, the 
procedure includes scanning the declaration 
barcode and checking the integrity of the seal. 
Such capabilities significantly speed up the 
time of crossing the borders. 

Ukraine became the 36th country to join 
the Convention. Previously, the EU countries, 
the United Kingdom, the European Free Trade 
Association countries, Turkey, North 
Macedonia, and Serbia joined it. 

In January 2025, Ukraine, like all countries 
participating in the Convention on the 
Common Transit Procedure, switched to the 
use of NCTS Phase 5, which provides for the 
use of electronic transit declarations EUCDM. 
Ukraine, as a candidate country for accession 
to the EU, has also implemented this new 
customs data model. Thanks to this, 
businesses can submit transit declarations to 
NCTS Phase 5 in one of three ways: 1) through 
the "Single Window"; 2) through the "Trader 
Portal"; 3) through broker software. 

According to the State Customs Service of 
Ukraine, during 2025, almost 96.5 thousand 
movements initiated by the customs 
authorities of Ukraine were successfully 
completed in the countries-participants of the 
Convention. At the same time, more than 45.5 
thousand movements initiated in other 
member states were successfully completed 
in Ukraine. The total number of transit 
declarations issued during 2025 was a record 
number in the framework of the international 
application of NCTS, compared to previous 
years, of about 142 thousand. It is also worth 
noting that the “customs visa-free” system is 
also actively used in internal transit. The 
number of such movements in 2025 was 24.5 
thousand. Also, important indicators of the 
gradual transition to the European model of 
partnership between business structures and 
the customs authorities of Ukraine are the 
registered number and amount of financial 
guarantees. In particular, in 2025, 87 general 
guarantees were registered for a total amount 
of about 300 million euros and 22,701 
individual guarantees for a total amount of 
over 1 billion euros [13]. 
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The development of NCTS Phase 6 will be 
another important step for Ukraine towards 
integration with EU customs systems. Phase 6 
aims to improve electronic customs 
procedures and ensure efficient transit of 
goods [14]. The transition to the Pan-
European Import Control System (ICS2) and 
NCTS Phase 6 was planned by 1 September 
2025, but at the request of Ukraine, the 
European Commission’s Directorate-General 
for Taxation and Customs Union postponed 
the transition to 1 June 2026 [15]. 

Areas for further increasing the level of 
digitalization of customs services include 
expanding the base of authorized economic 
operators and integrating key types of control 
that must be carried out during international 
transportation (in particular, environmental, 
veterinary) into a single electronic platform. 

At the same time, despite the high level 
of implementation of digital customs 
clearance, the speed of trade is constrained by 
the throughput capacity of checkpoints on 
the western border of Ukraine, where queues 
often form due to the limited number of 
terminals and blockages. Certain problems 
also remain with the transportation of goods 
by various modes of transport. 

Compared to the traditional scheme of 
customs operations in multimodal 
transportation, when information is 
transmitted sequentially between customs 
offices, and a change in the mode of transport 
initiates a new cycle of customs and 
documentary formalities, accompanied by a 
high level of data duplication [16], the 
concept of a “single customs space” should be 
based on parallel data exchange, 
interoperability of systems and a single 
electronic environment. This involves the 
formation by the logistics operator of a Single 
Multimodal Electronic Document in the 
“Single Window” cloud system even before 
the shipment of the cargo, so that the artificial 
intelligence of the customs risk management 
system analyzes the entire multimodal route 
in advance, and in the case of low risk, the 
cargo is given the status of a “green corridor” 

for the entire multimodal chain. At the 
transshipment point, the goods are 
transshipped from one mode of transport to 
another automatically, without submitting 
new declarations. In this case, cargo 
identification should be ensured through 
electronic seals and Internet of Things tools, 
and the change of mode of transport should 
be recorded in the blockchain through the 
execution of smart contracts. Customs will be 
informed instantly via push notifications. 
Upon arrival of the cargo at the destination 
terminal, the electronic system should 
automatically close the delivery and release 
the goods, since all customs payments were 
blocked or paid at the initialization stage. 

  Therefore, the unification of customs 
operations when interacting with modes of 
transport in multimodal supply chains 
involves: 

- obtaining AEO status by all 
participants in multimodal transportation, 
which will increase confidence in cargo and 
allow crossing customs borders without 
stopping for documentary control; 

- introduction of a single electronic 
global multimodal transport document, 
which would be recognized by the customs of 
all countries; 

- elimination of technological gaps in 
the levels of digitalization in various modes of 
transport, as well as integration of 
information systems of Ukrzaliznytsia, 
seaports and the State Customs Service; 

- integration of databases of railway, 
sea, air and road carriers with the customs 
systems of compatible states; 

- creation of "customs hubs" based on 
"dry ports", which requires the development 
of a network of modern multimodal terminals 
with customs control zones; 

- elimination of duplication of control 
types during transshipment; 

- implementation of artificial 
intelligence, blockchain and smart contract 
technologies for tracking cargo and recording 
changes in the mode of transport, as well as 
ensuring data security. 
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Conclusions. An analysis of the current 
state of the organization and execution of 
customs procedures in Ukraine showed 
certain improvements in ensuring 
transparency in informing businesses, 
carrying out physical and administrative 
customs clearance, cooperation between 
customs and other regulatory authorities, 
implementation of such digital tools as: 
electronic submission of customs 
declarations, electronic payment of customs 
duties and taxes, use of the "Single Window" 
system. The introduction of the Authorized 
Economic Operator institute, accession to the 
Convention on the Common Transit 
Procedure, as well as the use of NTCS 
technology have become a significant step in 
the integration of Ukraine with the EU 
customs systems. Such measures have 

contributed to an increase in the number of 
successfully completed movements initiated 
by the customs authorities of Ukraine and 
initiated in other member states, the number 
and amount of financial guarantees. NTCS is 
also effectively used in internal transit. 

At the same time, to unify customs 
procedures in multimodal logistics chains, it is 
necessary to ensure procedural and 
regulatory integration between interacting 
modes of transport (implementation of an 
electronic global transport document and 
obtaining end-to-end AEO status by all 
participants in the multimodal chain), create a 
single digital environment by combining 
databases of carriers and customs services 
using artificial intelligence, blockchain and 
smart contracts, as well as develop a network 
of multimodal terminals and "dry ports" with 
the functions of full-fledged customs hubs. 
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MODERN THREATS TO THE ECONOMIC SECURITY OF 
ENTERPRISES AND WAYS OF THEIR NEUTRALIZATION 

 
Svitlana Nesterenko, Rostyslav Dubas. “Modern threats to the economic security of enterprises 

and ways of their neutralization”.  The essence of economic security of enterprises is investigated in the article, 
modern scientific approaches to its interpretation are analyzed and peculiarities of formation of system of 
economic safety in conditions martial law are defined. Theoretical approaches to understanding of categories 
“security”, “economic security of enterprises” and “threats to economic security of enterprises” are generalized. 
It has been established that modern threats to economic security are comprehensive in nature and embrace 
physical, financial and economic, logistical, personnel, information, market and regulatory aspects of activities 
of enterprises. The author’s definition of the concept of “economic security enterprise”, which combines 
defensive, resourceful, adaptive and strategic approaches was proposed. The necessity of formation of 
integrated mechanism of management of economic security, based on the principles of corporate governance, 
risk management, human resources security, information and analytical software and systems early detection 
threats is justified. The main directions of neutralization of modern threats to economic security of enterprises, 
aimed at ensuring their stable functioning, competitiveness and long-term development are defined 
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Світлана Нестеренко, Ростислав Дубас. «Сучасні загрози економічній безпеці 
підприємств та напрями їх нейтралізації».  У статті досліджено сутність економічної безпеки 
підприємства, проаналізовано сучасні наукові підходи до її трактування та визначено особливості 
формування системи економічної безпеки в умовах воєнного стану. Узагальнено теоретичні підходи 
до розуміння категорій «безпека», «економічна безпека підприємства» та «загрози економічній 
безпеці підприємства». Встановлено, що сучасні загрози економічній безпеці мають комплексний 
характер та охоплюють фізичні, фінансово-економічні, логістичні, кадрові, інформаційні, ринкові та 
регуляторні аспекти діяльності підприємств. Запропоновано авторське визначення поняття 
«економічна безпека підприємства», яке поєднує захисний, ресурсний, адаптивний і стратегічний 
підходи. Обґрунтовано необхідність формування інтегрованого механізму управління економічною 
безпекою, заснованого на принципах корпоративного управління, ризик-менеджменту, кадрової 
безпеки, інформаційно-аналітичного забезпечення та системи раннього виявлення загроз. 
Визначено основні напрями нейтралізації сучасних загроз економічній безпеці підприємств, 
спрямовані на забезпечення їх стійкого функціонування, конкурентоспроможності та 
довгострокового розвитку. 

Ключові слова: економічна безпека підприємства, економічна безпека, загрози економічній 
безпеці, ризики, виклики, корпоративне управління, кадрова безпека, корпоративна безпека, 
кібербезпека, ризик-менеджмент, стратегічний розвиток, стійкість підприємства 

  
Introduction. Nowadays the functioning 

of enterprises in Ukraine can be characterized 
from the point of view of the general 
destabilization of the economic environment, 
uncertainty and the impossibility to build a 
development strategy, which has become 
especially relevant in the conditions of martial 
law. Military actions taking place on the 
territory of our state, disruption of the normal 
functioning of logistics chains, as a result, 
financial instability, constant outflow of 
personnel, an increase in the number of cyber 
threats , as well as the urgent need to make 
changes to regulatory and legal acts 
significantly increase the vulnerability of 
enterprises and complicate ensuring their 
economic sustainability. Taking into 
consideration these and other factors, 
existing traditional approaches to economic 
security management, which were based on a 
relatively stable external environment, are 
becoming insufficiently effective. Despite the 
presence of a significant number of scientific 
works in the field of economic security of 
enterprises, most studies focus on its 
individual components or tools, without 
considering the specifics of martial law 

conditions, its impact on the activities of 
enterprises and the need for their 
comprehensive adaptation to increased 
uncertainty and dynamic threats. This, in turn, 
determines the relevance of further scientific 
research, which should be aimed at the 
theoretical substantiation and practical 
development of tools for ensuring the 
economic security of enterprises in martial 
law conditions. 

Analysis of recent research and 
publications. The issue of economic security 
of an enterprise is the subject of active 
scientific research in both domestic and 
foreign scientific literature. The works of the 
following scientists deserve special attention: 
V. O. Garkusha and N. Yu. Ershova, who 
considered economic security as protection 
of potential enterprises from internal and 
external threats. Issues on essence and 
evolution of concept of economic security of 
enterprises are covered in the works of I. Bosa. 
Significant contribution to development of 
scientific approaches to determining 
structure and mechanism of ensuring 
economic security of enterprises was made by 
L. Kovalska, O. Goliy and V. Goliy. Resource 
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approach to ensuring economic security is 
substantiated in the works of B. M. Andrushkiv 
and L. Ya. Malyuta, and managerial aspects 
economic security studied by O. E. Korystin, O. 
I. Baranovsky and L. V. Gerasimenko. 
Significant attention to study of threats to 
economic security enterprises was given by I. 
A. Markin and I. P. Potapyuk, who 
systematized main sources of their 
occurrence and consequences for activities of 
subjects’ management. Features of ensuring 
economic security of enterprises in conditions 
of martial law were revealed in the studies of 
M. L. Zlotnik, P. G. Kaspersky, and I. O. Kulpa. 
At the same time, further scientific processing 
needs questions of comprehensive research 
of modern threats to economic security of 
enterprises and formation of effective 
mechanisms of their neutralization in 
conditions high uncertainty and war 
challenges. 

The formulation of the goals of the 
article.  

The purpose of the article is to generalize 
theoretical approaches to interpretation of 
economic security of enterprises, research 
modern threats to economic security of 
enterprises in conditions of martial law and 
justification of directions of their 
neutralization based on implementation of a 
comprehensive mechanism for managing 
economic security. 

Next tasks are defined to achieve the set 
goal: to investigate the essence of categories 
“security”, “economic security of enterprises” 
and “threats to economic security of 
enterprises”; to analyze existing scientific 
approaches to definition of economic security 
of enterprises and to single out their common 
and distinct features; to formulate author’s 
definition the concept of “economic security 
of enterprises”; systematize modern threats to 
economic security of enterprises in conditions 
of martial law; to determine features of 
influence of physical, financial and economic, 
logistical, personnel, information, market and 
regulatory threats to activities enterprises; to 
justify main directions of neutralization of 

modern threats to economic security of 
enterprises. 

Presentation of the main results. 
Investigating modern challenges to the 
economic security of enterprises and 
directions for their neutralization, it is worth 
focusing on the key categories that are of 
scientific interest in our work. 

The first of these categories is the general 
understanding of “security”. The issue of 
interpreting security for a long time has been 
the focus of attention of many scientists, 
historians, lawyers, philosophers, as well as 
politicians, authorities, and the military. The 
attention to the problem of security was paid 
in ancient times. But in ancient times, the 
understanding of security did not go beyond 
everyday life and was interpreted as the 
absence of danger to humans. But in the 
modern period of human development, the 
increase in the importance of enterprise 
activities, it has become impossible to be 
limited only to the interests of the individual. 

When conducting scientific research, it is 
impossible to do without the use of various 
dictionaries, both in the state language and in 
a foreign language. 

As an example, safety (English safety, 
security; French securite ) is a multi-valued 
term that can be interpreted as: 1) the state of 
protection of the vital interests of an 
individual, community, society, and state 
from internal and external threats; 2) the 
feature of objects, phenomena, and processes 
to be preserved under destructive influences 
(to be protected from them – author). The 
subjects of security are a person, society, and 
the state [1]. Expanding this definition, we 
note that not just a person, but also his or her 
activities, entrepreneurial, of any kind. 

Security is the absence of threats to a 
person’s vital interests: their life, health, and 
well-being [2]. 

Security is a state of a complex system 
when the action of external and internal 
factors does not lead to deterioration of the 
system or to the impossibility of its 
functioning and development. We agree with 
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the opinion that this definition fully fits the 
description of security as part of the economic 
security of the enterprise [3, p. 32]. 

The Cambridge dictionary defines the 
category of security as follows: safety – a state 
in which or a place where you are safe and not 
in danger or at risk [4]. 

The Oxford Dictionary defines safety as: 
state of being safe and protected from danger 
or harm [5]. 

Summarizing the abovementioned 
categories, it is worth focusing on the key 
point, namely, security – the absence of 
danger. That is, a person’s activities, the 
possibility of exercising his right on 
entrepreneurial activity, must be carried out 
without external and internal threats, and the 
state is obliged to ensure their absence and 
the possibility of their prevention. 

Researchers’ awareness of the 
understanding of security as a state of 
protection has led to the emergence of many 
scientific definitions, some of which are 
controversial, especially nowadays. In 
Ukrainian legislation, the category of 
“security” has found its expression in various 
security terms, for example: national security, 
state security, military security, information 
security, cybersecurity, etc. 

The next category is a collective one – 
“economic security of enterprises”. Among 
the existing doctrinal definitions, we suggest 
focusing on the following. 

The economic security of an enterprise 
should be understood as the protection of its 
scientific and technical, technological, 
production and personnel potential from 
direct (active) or indirect (passive) economic 
threats [6, p. 107].  

Economic security of an enterprise is the 
ability to predict the development of negative 
trends of an internal and external nature and 
to provide measures to implement the 
necessary changes in the parameters of 
economic development, capable of 
extinguishing negative trends. In turn, 
ensuring the economic security of an 
enterprise involves the formation of 

quantitative and qualitative parameters of the 
enterprise’s development, the identification 
of negative manifestations, the 
implementation of the necessary predictions 
of the development of external factors. [7, p. 
304]. 

Economic security of an enterprise is the 
ability of a socio-economic system to resist 
and create protection against destabilizing 
factors of the internal and external 
environment, while ensuring the 
sustainability of economic development 
through the effective use of existing and 
potential resources [8, p. 129]. 

Economic security of an enterprise is a 
state of a business entity in which, through 
the most effective use of corporate resources, 
it achieves the prevention or mitigation of 
external and internal negative influences, 
provides adequate protection against 
existing dangers and threats, and ensures the 
achievement of business goals in conditions 
of competition and economic risk [9, p. 12]. 

Economic security of an enterprise is a 
system for creating a mechanism for 
mobilizing and optimally managing 
corporate resources of a given enterprise to 
use them most effectively and ensure the 
sustainable functioning of a particular 
enterprise, its active counteraction to any 
negative factors affecting its economic 
security [10, p. 18]. 

Economic security of an enterprise is a 
state of a complex, nonlinear system that 
represents a separate economic entity in the 
production and exchange of goods between 
people, during which the action of external 
and internal factors does not lead to 
deterioration of the system or to the 
impossibility of its functioning and 
development [3, p. 32]. 

Having analyzed the existing doctrinal 
approaches to the interpretation of the 
category of “economic security of an 
enterprise”, we emphasize the presence of 
both common and distinctive features in its 
understanding by scientists. Common to 
most definitions is the interpretation of 
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economic security as a state of protection of 
an enterprise from internal and external 
threats, the ability to resist destabilizing 
factors and ensure sustainable functioning 
and development. Researchers also 
emphasize the need for effective use of 
available resources, preservation of the 
enterprise’s potential, and achievement of 
strategic goals in conditions of uncertainty 
and risk. Focusing on the analysis of 
differences in approaches, we note the shift in 
emphasis on individual characteristics of 
economic security. Since some authors 
consider it as a state of protection of the 
production, technological, personnel and 
scientific and technical potential of an 
enterprise, others consider it as the ability to 
predict negative trends and adapt to changes 
in the external environment. Some scientists 
interpret economic security through the 
effective use of corporate resources and 
mechanisms for managing them, while others 
focus on ensuring the stability of the socio-
economic system and its ability to develop in 
the long term. Thus, modern approaches to 
determining the economic security of an 
enterprise combine resource, protective, 
functional and strategic aspects, which 
indicate the multidimensionality of this 
economic category. 

Based on the generalization of a number 
of existing scientific approaches, the 
economic security of an enterprise is 
proposed to be understood as a complex 
state of protection and the ability of an 
enterprise to timely detect, prevent, 
neutralize and adapt to internal and external 
threats, risks and challenges through the 
effective use of existing and potential 
resources, mechanisms of corporate 
governance and strategic development in 
order to ensure sustainable functioning, 
competitiveness and achievement of long-
term goals. Unlike existing interpretations, 
this definition focuses not only on the 
protective function of economic security, but 

also on its adaptive and strategic nature, 
which is of particular importance in the 
conditions of a dynamic external 
environment, increasing risks and 
strengthening the role of corporate 
governance in ensuring the sustainability of 
enterprises. 

The element of almost all concepts is the 
threat as a real sign of danger. Moreover, the 
threat in this context acquires the quality of 
an essential characteristic. Based on the 
analysis of all approaches and disclosure of 
the content of the economic security of the 
enterprise, it turns out that the threat and the 
fight against it are the essence of security. 

While investigating an object it’s 
important to pay attention to its system? If it 
exists. So, talking about the economic security 
of enterprises, it can be shown in the next 
manner. 

To form an effective system for ensuring 
the level of economic security, it is necessary 
to clarify the factors that influence its 
observance, how its elements can be 
coordinated in their development, and 
identify possible threats. 

A threat to economic security is a set of 
external and internal factors that pose a threat 
to the normal functioning of an enterprise 
and its existence [6, p. 110]. 

In our opinion, it is quite reasonable to 
characterize threats to the economic security 
of an enterprise as potential or real events 
related to both objective natural or man-
made factors and the actions of individuals or 
legal entities that violate the security status of 
a business entity and may lead to the 
termination of its activities or to economic 
and other losses [11, p. 130]. 

Threats to the economic security of an 
enterprise are the effects of destabilizing 
natural factors and/or subjective factors 
associated with unfair competition and 
violation of laws and regulations, which may 
cause potential or real losses for the 
organization [11, p. 132]. 
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Figure1 – System of the economic security of enterprises 

Source: compiled by the author 
 

Each business entity operates in a rather 
unfavorable environment, where threats of 
various nature are observed: economic, social, 
environmental, political, military, etc. 

Groups of threats that arise during the life 
of a business entity can be divided into 
external and internal. External threats are 
financial and economic crises, adverse 
macroeconomic and political circumstances, 
unfair competition, illegal actions of criminal 
structures [3, p. 33]. External sources of threats 
also include natural disasters, the 
consequences of scientific and technological 
progress, competitive pressure and other 
macroenvironmental factors that can disrupt 
the stability of the enterprise and reduce the 
efficiency of its activities. 

In turn, internal threats are associated 
with the peculiarities of the business entity’s 
business activities in a complex market 
environment, they include production crises, 
leakage or loss of information resources, staff 
insolvency, etc. At the same time, each owner 
himself seeks reserves to maintain the 

equilibrium state of the enterprise’s vital 
activity. Therefore, an urgent task arises to 
form a comprehensive security management 
system for the business entity as a complex 
probabilistic dynamic system [3, p. 32]. Thus, 
internal threats are usually mainly associated 
with management errors, insufficient 
information support, inefficient use of 
resources and imperfection of the corporate 
governance system. At the same time, 
modern business conditions are 
characterized by increased interconnection 
between individual types of threats, which 
causes their transformation into complex risk 
situations and increases the level of 
uncertainty in the activities of enterprises. In 
this regard, ensuring economic security 
should be based not only on responding to 
existing threats, but also on their timely 
forecasting, constant risk monitoring, and the 
formation of an adaptive security 
management mechanism. 

The causes of threats to the economic 
security of enterprises may be of the following 
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nature: natural disasters and natural 
cataclysms (the consequences of natural 
disasters and natural phenomena can 
negatively affect the results of 
entrepreneurial activity and lead to significant 
losses); clashes of conflicting interests (the 
actions of competitors or other interested 
parties aimed at destabilizing the economic 
situation of the enterprise may be deliberate 
and self-serving, including illegal in nature 
and be aimed at causing harm to the business 
entity); results of scientific and technological 
progress (it is practically impossible to 
determine in advance the specific 
consequences of certain scientific discoveries 
and technical inventions; losses associated 
with scientific research and development not 
implemented in practice, as well as successful 
actions of competitors in the field of scientific 
and technological process can cause 
significant financial losses); incorrectly made 
management decisions (insufficient 
management qualifications, relative 
limitations of a person’s conscious activity, 
differences in socio-psychological state, 
ideals, assessments, and behavioral 
stereotypes lead to errors in making 
management decisions, which can cause 
threats to the economic security of the 
enterprise); insufficient information (limited, 
unreliable, or insufficient information leads to 
an incorrect assessment of the situation, since 
the process of making the right decisions 
assumes the availability of sufficiently 
complete and high-quality information, thus, 
insufficient information makes it impossible 
to make a high-quality management decision, 
which causes threats to the economic security 
of the enterprise); limited resources (lack of 
natural, material, labor, production, financial, 
and other resources for carrying out all types 
of enterprise activities can lead to disruptions 
in the production process and losses, and 
hence threats to the economic security of the 
enterprise) [11, p. 133-134]. 

Considering the abovementioned, we 
emphasize that the main directions of 
neutralizing modern threats to the economic 

security of enterprises should be the 
following steps, namely: improving the 
corporate governance system, implementing 
effective risk management tools, improving 
the quality of information and analytical 
support, developing human resources and 
ensuring the rational use of resources. The 
formation of a system for early detection of 
threats is also of great importance, which 
allows for timely identification of potential 
risks and minimizing their negative impact on 
the results of the enterprise’s activities. Such 
an approach will contribute to increasing the 
resilience of enterprises to external and 
internal challenges, strengthening their 
competitive positions and ensuring long-
term development in a dynamic economic 
environment. 

Threats become particularly relevant and 
specific in conditions of martial law. 

The main types of threats to the 
economic security of enterprises during war 
include physical and infrastructural threats, 
which are characterized by the destruction of 
production facilities, warehouses, transport 
and energy infrastructure. The consequences 
of such threats can be the cessation or 
reduction of operational activities, increased 
costs and loss of assets. 

Financial and economic threats manifest 
themselves through inflation, currency 
fluctuations, limited access to credit and 
insurance. This can lead to a loss of solvency 
and a decrease in the investment activity of 
the enterprise. 

Logistical and resource threats are 
associated with supply chain disruptions, raw 
material shortages, and rising logistics costs. 
These factors cause reduced production 
volumes and can lead to contract failures. 

 Human resources and social threats 
include employee mobilization, staff 
migration, and staff burnout. The 
consequences are a shortage of skilled 
workers and reduced productivity. 

Information and cyber threats are 
characterized by cyberattacks, data leaks, and 
information manipulation. This can lead to 
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disruption of business processes and 
reputational damage. 

 

 
 Table1 – Modern threats to the economic security of enterprises and directions for their 

neutralization 
Threat Group Manifestations of 

Threats 
Consequences for the 

Enterprise 
Directions for Neutralization 

Physical and 
Infrastructure Threats 

Destruction of production 
facilities, warehouses, 
transport and energy 
infrastructure 

Suspension or 
reduction of operations, 
loss of assets, 
increased costs 

Establishment of backup production 
facilities, property insurance, creation 
of resource reserves, development of 
business continuity plans 

Financial and 
Economic Threats 

Inflation, currency 
fluctuations, limited 
access to credit and 
insurance 

Reduced solvency, 
decline in investment 
activity 

Strengthening financial stability, 
diversification of funding sources, 
implementation of financial monitoring 
and risk management systems 

Logistical and 
Resource Threats 

Supply chain disruptions, 
shortages of raw 
materials, rising 
transportation costs 

Reduced production 
volumes, failure to fulfill 
contracts 

Diversification of suppliers, creation of 
raw material and inventory reserves, 
optimization of logistics routes 

Human Resources 
and Social Threats 

Employee mobilization, 
workforce migration, 
professional burnout 

Shortage of qualified 
personnel, decreased 
labor productivity 

Development of personnel security 
measures, employee motivation and 
retention programs, formation of a 
talent reserve, staff training and 
development 

Information and 
Cyber Threats 

Cyberattacks, data 
breaches, information 
manipulation 

Disruption of business 
processes reputational 
damage, financial 
losses 

Strengthening cybersecurity, 
implementing modern information 
security systems, data backup 
procedures, access control 
mechanisms 

Market Threats Declining demand, 
changing consumer 
preferences, loss of sales 
markets 

Reduced revenues, 
decreased market 
share 

Diversification of sales markets, 
adaptation of products to consumer 
needs, continuous market monitoring 

Legal and Regulatory 
Threats 

Frequent legislative 
changes, wartime 
restrictions, new 
business requirements 

Increased legal risks 
and adaptation costs 

Continuous monitoring of legislation, 
legal support of business activities, 
improvement of compliance systems 

Managerial Threats Incorrect managerial 
decisions, inefficient 
resource utilization, 
weaknesses in corporate 
governance 

Reduced operational 
efficiency, increased 
internal risks 

Improvement of corporate 
governance, enhancement of 
managerial competencies, 
implementation of strategic planning 
systems 

Information and 
Analytical Threats 

Insufficient or unreliable 
information for decision-
making 

Poor managerial 
decisions, increased 
risks 

Development of information and 
analytical support systems, 
implementation of early warning and 
risk monitoring systems 

Source: compiled by the author 
 
Market threats are associated with falling 

demand, changes in consumption patterns, 
and loss of sales markets. The consequences 
can be a decrease in the company’s revenues 
and a reduction in its market share. 

Legal and regulatory threats arise from 
frequent changes in legislation, military 
restrictions, and new requirements for 
conducting business. This can lead to 
increased legal risks and additional costs for 
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the company to adapt to new conditions [12, 
pp. 511-512]. 

In view of this, effective neutralization of 
modern threats to the economic security of 
enterprises should be based on a 
comprehensive approach, which involves the 
implementation of a risk monitoring system, 
diversification of supply sources and sales 
markets, formation of resource reserves, 
strengthening financial stability, 
development of personnel security and 
increasing the level of cyber protection. An 
important role in this process belongs to 
corporate governance, which ensures the 
coordination of measures to identify, assess 
and minimize threats. Thus, ensuring the 
economic security of enterprises in modern 
conditions requires a transition from 
responding to individual risks to the 
formation of an integrated security 
management mechanism focused on 
increasing the stability, competitiveness and 
long-term development of the enterprise.  

Based on the above-mentioned it is 
possible to create the table of modern threats 

to the economic security of enterprises and 
directions for their neutralization. 

Conclusions. Economic security of an 
enterprise is a complex state of security and 
the ability of an enterprise to timely detect, 
prevent, neutralize and adapt to internal and 
external threats, risks and challenges through 
the effective use of existing and potential 
resources, corporate governance 
mechanisms and strategic development in 
order to ensure sustainable functioning, 
competitiveness and achievement of long-
term goals. Economic security enterprise is a 
multidimensional category that encompasses 
financial, personnel, information, production, 
investment and reputational components, 
and its ensuring should be integrated into the 
corporate governance system. For any 
enterprise, there are always threats that come 
from outside or arise within the enterprise. 
Threats become particularly relevant and 
specific in conditions of martial law. 

 

 
 

 
References 

 

1. Great Ukrainian Encyclopedia. Security. URL: 
https://vue.gov.ua/%D0%91%D0%B5%D0%B7%D0%BF%D0%B5%D0%BA%D0%B0 
(date of access: 29.04.2026). 

2. Basic Safety Information. Education Based on Vital Skills. Advocacy Module for 
Managers’ Frames. URL: http://dlse.multycourse.com.ua/ua/basic/14 (date of access: 
29.04.2026). 

3. Kurguzenkova L. A. Economic security of enterprises: essence and factors of formation 
of its relevant level. Economy and Society. 2015. Issue 1. P. 31–34. URL: 
https://economyandsociety.in.ua/journals/1_ukr/06.pdf (date of access: 29.04.2026). 

4. Cambridge Dictionary. Safety. URL: https://dictionary.cambridge.org/dictionary/ 
english/safety (date of access: 29.04.2026). 

5. Oxford Learner’s Dictionaries. Safety. URL: https://www.oxfordlearnersdictionaries. 
com/ definition/english/safety?q=safety (date of access: 29.04.2026). 

6. Garkusha V. O., Yershova N. Yu. Theoretical and methodological principles of the 
formation of economic security of enterprises. Black Sea Region Economic Studios. 2018. 



The electronic scientifically and practical journal   107-116 
“INTELLECTUALIZATION OF LOGISTICS AND SUPPLY CHAIN MANAGEMENT”,  v.37 (2026) 
ISSN 2708-3195  https://smart-scm.org 

 

 This work is licensed under a Creative Commons Attribution 4.0 International License 

Issue 27(1). P. 106–112. URL: http://nbuv.gov.ua/UJRN/bses_2018_27%281%29__23 
(date of access: 29.04.2026). 

7. Bosa I. Etymology of the concept of “economic security of enterprises”. Bulletin of 
Khmelnytskyi National University. 2022. No. 6. Vol. 2. P. 300–308. URL: 
https://journals.khnu.km.ua/vestnik/wp-content/uploads/2023/03/2022-312-62-
50.pdf (date of access: 29.04.2026). 

8. Kovalska L., Holiy O., Holiy V. Economic security of enterprises: essence, structure and 
mechanism of provision. Economic Forum. 2023. No. 1. P. 126–137. URL: https://e-
forum.com.ua/web/uploads/pdf/Economic_Forum_Vol%2013_N1_Kovalska.pdf (date 
of access: 29.04.2026). 

9. Andrushkiv B. M., Malyuta L. Ya. Economic and Property Security of Business : 
educational manual. Ternopil : FOP Palanytsia V. A., 2016. 180 p. 

10. Economic Safety : educational manual / O. E. Korystin, O. I. Baranovsky, L. V. 
Gerasimenko et al. ; ed. by O. M. Dzhuzha. Kyiv : Pravova Yednist, 2010. 368 p. 

11. Markina I. A., Potapyuk I. P. Threats to economic security of enterprises: theoretical 
aspect. Newsletter of PryAzov State Technical University. Series: Economic Sciences. 
2017. No. 33. P. 130–137. DOI: https://doi.org/10.31498/2225-6725.33.2017.134216. 

12. Zlotnik M. L., Kaspersky P. G., Kulpa I. O. Economic security of enterprises under martial 
law. Science and Technology Today. 2026. No. 1(55). P. 504–516. URL: 
https://perspectives.pp.ua/index.php/nts/article/view/36329/36324 (date of access: 
29.04.2026). 

 

 
 



The electronic scientifically and practical journal   117-124 
“INTELLECTUALIZATION OF LOGISTICS AND SUPPLY CHAIN MANAGEMENT”,  v.37 (2026) 
ISSN 2708-3195  https://smart-scm.org 

 

 This work is licensed under a Creative Commons Attribution 4.0 International License 

 DOI: https://doi.org/10.46783/smart-scm/2026-37-8 
 
UDC 656.7:338.27  Received: 2026-05-14 
JEL Classification: C22, C53, L93, R41.  Accepted: 2026-06-27 

 Published: 2026-06-30 
 

Antonova A.O. PhD, Associate Professor, Professor Transport Technologies and Systems 
Department of National University "Kyiv Aviation Institute" (Ukraine) 

 

ORCID –  0000-0003-1488-9309 
Researcher ID    GXM-6759-2022 
Scopus author id: –  35222885500  
E-Mail:  anna.antonova@npp.kai.edu.ua      

  
 

ON POST-PANDEMIC SHORT-TERM FORECASTING OF 
QUARTERLY AIR PASSENGER TRAFFIC AT POLISH AIRPORTS 

 
Anna Antonova. “On post-pandemic short-term forecasting of quarterly air passenger traffic at 

Polish airports”.  The COVID-19 pandemic caused a structural break in air passenger traffic dynamics, limiting 
the reliability of forecasting models based on long pre-pandemic time series. This study addresses the problem 
of short-term forecasting of quarterly total air passenger traffic at major Polish airports under post-pandemic 
market conditions. The research focuses on Warsaw Chopin Airport, Kraków-Balice, Gdańsk Lech Wałęsa 
Airport, Katowice-Pyrzowice, Wrocław-Starachowice, Poznań-Ławica, Rzeszów-Jasionka and Szczecin-
Goleniów. The purpose of the article is to assess whether forecasting models based only on recent post-COVID 
data can provide reliable short-term predictions of passenger traffic. 

The empirical analysis uses quarterly statistical data published by the Polish Civil Aviation Authority. For 
most airports, the modelling period covers 2021–2024, while forecasts are generated for the four quarters of 
2025 and compared with actual observations. For Szczecin-Goleniów Airport, due to the specific traffic 
dynamics, an additional modelling approach based on 2022–2025 data is considered. Two time-series 
forecasting methods are applied: ARIMA and ETS models implemented in the R environment. Forecast accuracy 
is evaluated using standard error metrics, including ME, RMSE, MAE, MAPE and MASE, as well as the Ljung-Box 
test and the corrected Akaike information criterion. 

The results show that post-pandemic quarterly passenger traffic at Polish airports demonstrates a stable 
seasonal pattern, although its scale and recovery dynamics differ across airports. ARIMA models generally 
provide better fit and forecasting performance for most airports, while ETS modelling is more appropriate in 
selected cases. The findings confirm that excluding pre-pandemic observations may improve short-term 
forecasting accuracy when the market has entered a new structural phase after COVID-19 and subsequent 
geopolitical disruptions. The study contributes to the methodological discussion on air transport forecasting by 
demonstrating the practical value of using post-break data windows instead of mechanically extending 
historical series across structurally incomparable periods. 

Keywords: air transport, airport, passenger traffic, short-term forecasting, ARIMA, ETS, seasonality, 
Poland 

Анна Антонова. “Короткострокове прогнозування квартального авіапасажирського 
трафіку в польських аеропортах після пандемії”.  Пандемія COVID-19 спричинила структурний 
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розрив у динаміці авіапасажирських перевезень, що обмежує надійність прогнозних моделей, 
побудованих на основі довгих допандемічних часових рядів. У статті розглянуто проблему 
короткострокового прогнозування квартального загального авіапасажиропотоку в основних 
аеропортах Польщі в умовах постпандемічного розвитку ринку. Дослідження охоплює Warsaw Chopin 
Airport, Kraków-Balice, Gdańsk Lech Wałęsa Airport, Katowice-Pyrzowice, Wrocław-Starachowice, Poznań-
Ławica, Rzeszów-Jasionka та Szczecin-Goleniów. Метою статті є оцінювання того, чи можуть 
прогнозні моделі, побудовані лише на основі актуальних пост-COVID даних, забезпечувати надійне 
короткострокове прогнозування пасажиропотоку. 

Емпіричний аналіз ґрунтується на квартальних статистичних даних, оприлюднених 
Управлінням цивільної авіації Польщі. Для більшості аеропортів період моделювання охоплює 2021–
2024 роки, тоді як прогнози сформовано для чотирьох кварталів 2025 року та зіставлено з 
фактичними спостереженнями. Для аеропорту Szczecin-Goleniów, з огляду на специфічну динаміку 
пасажиропотоку, додатково розглянуто підхід до моделювання на основі даних за 2022–2025 роки. У 
дослідженні застосовано два методи прогнозування часових рядів: моделі ARIMA та ETS, реалізовані в 
середовищі R. Точність прогнозування оцінено за допомогою стандартних метрик похибки, зокрема 
ME, RMSE, MAE, MAPE та MASE, а також тесту Льюнга–Бокса і скоригованого інформаційного 
критерію Акаіке. 

Результати дослідження показали, що постпандемічний квартальний пасажиропотік у 
польських аеропортах демонструє стійку сезонну структуру, хоча масштаби та темпи 
відновлення відрізняються між окремими аеропортами. Моделі ARIMA загалом забезпечують кращу 
якість апроксимації та прогнозування для більшості аеропортів, тоді як моделювання ETS є 
доцільнішим в окремих випадках. Отримані результати підтверджують, що виключення 
допандемічних спостережень може підвищити точність короткострокового прогнозування в 
умовах, коли ринок увійшов у нову структурну фазу після COVID-19 та подальших геополітичних 
зрушень. Дослідження робить внесок у методологічну дискусію щодо прогнозування в авіаційному 
транспорті, демонструючи практичну цінність використання посткризових часових вікон замість 
механічного продовження історичних рядів через структурно непорівнювані періоди 

Ключові слова: авіаційний транспорт, аеропорт, пасажиропотік, короткострокове 
прогнозування, ARIMA, ETS, сезонність, Польща 

  
Introduction. Forecasting air passenger 

traffic at the present stage is significantly 
complicated by the existence of gaps during 
the Covid-19 period. It actually splits the data 
into two intervals and therefore it is important 
to stitch them correctly. Such interpolation 
stitching will certainly affect the forecasting. 
This can of course be entrusted to smart 
mathematical packages. Examples of the use 
of interpolation for the study of air traffic in 
Poland can be found in [1-5]. 

However, the post- COVID period is 
already quite long and one can try to use only 
recent data for forecasting. Our study 
deliberately discards retrospective data from 
2010–2019 due to the structural breakdown 

of the Polish air transport market caused by 
the COVID-19 pandemic and geopolitical 
changes after February 2022. The use of pre-
Covid history is considered inappropriate, as 
institutional, logistical and behavioral 
patterns of passengers have undergone 
significant changes. Instead, the model 
focuses on the new evolutionary phase of the 
market (2021–2025), which demonstrates 
high predictive power in out-of-sample 
testing. 

The purpose of the article: forecast of 
total air passenger traffic at Polish airports 
based only on statistical data for the post-
COVID period. 
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Presentation of the main research 
material. 

Analysis of statistical data. It should be 
noted that quarterly data on total 

(international + domestic) passenger traffic, y, 
at Polish airports can be found in [6]. A general 
overview of the dynamics of quarterly air 
traffic at Polish airports is shown in Fig. 1. 

 

  
Figure 1a Figure 1b 

  
Figure 1c Figure 1d 

  
Figure 1e Figure 1f 

 
Figure 1a-1f. Quarterly international + domestic passenger traffic at Polish airports for 2012 -

2025. 
Source: Own study based on data from the Civil Aviation Authority, www.ulc.gov.pl. 

 
It is clear from them that for each time 

series there is a cyclical pattern with periods 
of 4 quarters both in 2010-2019 and in 2022-
2025, but which is strongly disrupted in 2020. 
With the exception of Szczecin – Goleniów 

airport, other airports have very similar 
dynamics after 2020. 

In our short-term forecasting, we used 
only data starting from the first quarter of 
2021. We selected 16 quarters of 2021-2024 
[6] as a test set and used two different 

http://www.ulc.gov.pl/
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programs for forecasting: ARIMA (Auto 
Regressive Integrated Moving Average) and 
ETS (Error, Trend, and Seasonality) from the R 
package [7]. When analyzing traffic at 
Szczecin airport, the model was built on the 

basis of data for 2022-2025 and the forecast 
was made for 2026. ARIMA results of analysis 
are given in Table 1. 

 

 
 Table1 – ARIMA models characteristics 

 Best fit model Var ε Forecast 
Warsaw   

 
ARIMA(0,1,0)(0,1,0)[4] 

  
 

σ2= 0.22  
 

1 3 4ˆt t t ty y y y+ − −= + −  
Krakow σ2= 0.095 
Katowice σ2= 0.033 
Wroclaw σ2= 0.013 
Gdansk σ2=0.035 
Rzeszow σ2=0.0013 
Poznan ARIMA(0,0,0)(0,1,0)[4] with drift v v= 0.053,  σ2= 0.014 1 4ˆ vt ty y+ −= +  
Szczecin ARIMA(0,0,0)(0,1,0)[4] σ2=252.4 1 4ˆt ty y+ −=  

  
The ARIMA(0,1,0)(0,1,0)[4] is a seasonal 

random walk model with a seasonal period of 
4. It means that the dynamics of air 

transportation is described by the following 
equation. 

1 3 4 ,t t t t ty y y y ε+ − −= + − +  
 
where tε  represents the white noise error 

term with  2var tε σ=  . Hence, for the forecast 
value we obtain formula    

1 3 4ˆt t t ty y y y+ − −= + − . 
 
ARIMA(0,0,0)(0,1,0)[4] with drift v for 

Poznan and Szczecin airports means that 

1 4 v .t t ty y ε+ −= + +  
 
ARIMA forecasting results for 2025 are 

shown in Figure 2. In these figures, the 
following notation is used: yAR - forecast 
values, Low and High are lower and upper 
95% confidence intervals of the prediction. As 
can be seen from the Figures 2a-2h, the 
results of the forecast for 2025 are in very 
good agreement with the statistical data for 
2025. 

The results of ETS simulations are close to 
those obtained by ARIMA simulations shown 
in Figure 2. All best fit ETS models have the 
form ETS(A, N, A): additive error (A), no trend 
(N), and additive seasonality (A).  

Table 2 shows standard statistical metrics 
used to evaluate the accuracy of predictive 
and forecasting models, p -value for Ljung-
Box test and corrected Akaike information 
criterion AICc values (AICc) [7, 8]. 



The electronic scientifically and practical journal   117-124 
“INTELLECTUALIZATION OF LOGISTICS AND SUPPLY CHAIN MANAGEMENT”,  v.37 (2026) 
ISSN 2708-3195  https://smart-scm.org 

 

 This work is licensed under a Creative Commons Attribution 4.0 International License 

 

 
 

Figure 2a Figure 2b 

  
Figure 2c Figure 2d 

  
Figure 2e Figure 2f 

 

  
Figure 2g Figure 2h 

Figure 2a-2h. Quarterly forecast of total passenger traffic at Polish airports for 2025. 
Source: Developed by the author 
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Table 2. Forecast accuracy metrics for the examined models 

 Airport   ME RMSE MAE MAPE MASE Ljung-Box 
test p -value AICc 

Warsaw ARIMA -0.04 0.39 0.22 5.01 0.19 0.31 17 
  ETS 0.26 0.42 0.32 11.25 0.28 0.58 44 
Krakow ARIMA -0.04 0.26 0.15 6.79 0.22 0.51 7.8 
  ETS 0.05 0.11 0.09 34.44 0.33 0.14 31.8 
Katowice ARIMA -0.02 0.15 0.09 7.85 0.28 0.31 -3.89 
  ETS 0.07 0.17 0.13 21.34 0.39 0.34 15.3 
Wroclaw ARIMA -0.01 0.10 0.06 7.44 0.24 0.12 -13.9 
  ETS 0.05 0.11 0.09 16.31 0.34 0.23 2.8 
Poznan ARIMA -0.04 0.10 0.07 11.02 0.33 0.36 -12.5 
  ETS 0.06 0.12 0.10 66.44 0.45 0.25 5.1 
Gdansk ARIMA -0.02 0.15 0.09 6.80 0.25 0.34 -3.3 
  ETS 0.09 0.17 0.13 16.76 0.34 0.60 14.91 
Rzeszow ARIMA 0.00 0.03 0.02 10.28 0.31 0.49 -39.00 
  ETS 0.01 0.03 0.03 25.86 0.38 0.48 -36.80 

Szczecin ARIMA 1.98 13.76 9.28 8.37 0.75 0.50 103 

 ETS -0.11 9.42 7.63 7.9 0.62 0.50 144 
 

Here:   ME is mean error,  
MAE - mean absolute error,  
RMSE - root mean squared error,  
MAPE - mean absolute percentage error;  
MASE is mean absolute scaled error.  

 
If MASE < 1, then model performs better than 
a naive baseline, if MASE > 1, then model 
performs worse than a naive baseline. 

Analyzing the data of Table 2, the 
following conclusions can be drawn: 

1. Irregular components of forecasts for 
all airports are uncorrelated (Cox-Box Test p -
values >0.05) 

2. For the airports Warsaw, Krakow, 
Katowice, Gdansk, Poznan, Szczecin, Wroclaw, 
the ARIMA model is preferable due to the 
large difference in Akaike information 
criterion AICc values. 

3. For airport Rzeszow the ETS model is 
preferable. 

4. ARIMA and ETS forecasts are better 
than naive forecast (MASE<1) 

For comparison, consider the results of 
the work of N. Drop and A. Bohdan [2] . In this 
article autors examined the quarterly 
dynamics of the total passenger traffic 
(domestic + international) y in test set 2010-
2024 for Szczecin – Goleniów airport and 
constructed Holt-Winters additive ETS(A,N,A) 
and multiplicative ETS(M,N,M) time series 
models. In [2] the forecast of y for four 
quarters of 2025 has been made, but no 
prediction 95% confidence intervals was 
given.  

We performed similar calculations to 
determine the best-fit models and their 
metrics. They showed that the best fit ARIMA 
model is ARIMA(1,0,0)(2,1,0)[4] and the best fit 
ETS model is ETS(M,N,A).  The simulation 
results based on the ETS(M,N,A) model are 
shown in the Figure 3. 
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Figure 3. y data, ETS(M,N,A) forecasted y values and 95% forecast confidence intervals for 

2025 for Szczecin – Goleniów airport. 
Source: Developed by the author 

 

  
Figure 4. Forecasted y values for 2025 (left); y data and 95% forecast confidence intervals for 

2025 (right) for Szczecin – Goleniów airport 
Source: Developed by the author 

 
It can be seen that the ARIMA model 

significantly overestimates the forecast values 
of y, and the ETS model has an unrealistic 
behavior of the lower confidence limit of y. All 

this is a consequence of taking into account 
the data from the Covid failure. The results of 
metrics analysis are shown in the Table 3. 

 
Table 3. Forecast accuracy metrics for the examined models 

Model ME RMSE MAE MAPE MASE Ljung-Box 
 test p value 

AICc      

ARIMA(1,0,0)(2,1,0)[4] 1.5 22.9 13.6 49.8 0.52 0.75 524   
ETS(M,N,A) 1.0 20.6 12.7 42.9 0.49 0.16 621 

 
Conclusions. In our work, based on 

quarterly statistical data on total air passenger 
traffic (domestic + international) for 2021-
2024 at the airports of Warsaw Chopin Airport, 
Kraków-Balice, Gdańsk Lech Wałęsa Airport, 
Katowice-Pyrzowice, Wrocław-Starachowice, 
Poznañ - Lawica, Rzeszów – Jasionka and 
Szczecin – Goleniów, ARIMA and ETS time 

series models were built and air traffic 
predictions were made for 2025. These 
predictions are compared with the actual 
statistical data for 2025 [6] and good 
agreement of results was obtained.  

These results will be useful in making 
short-term predictions of air passenger traffic. 
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